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i 5l 178.239.173[.]172 1L honeypot 4 RDP b j) axlee

5 ok s, (domain admin) awls o 4 (ocal admin) e pos 5l calys ple @B Vo jo
QIS vl i (235 (89 1 HlBIEl e

Mimikatz ;| oo g 0iS ogels- 1) 590009 Defender b s 5 soliw! Defender Control ;i lool p>lis
2,5 oobipxl)gfc s, Eﬂ)ﬁﬁ@ﬂ‘LS{ﬁ

2,5 solizwl (local subnet) s oS (Sl 51 Network Scanner 51 o>lo )] 5 o

S ol s Oygo |y 3812l U ol fate piacw 2 4 RDP L oo lpo s
A eals pb o5 NSold.exe a laxlpe Lwgs a5 ool Network Scanner jl g5 S oyl

[ C:\Users_\Downloads\NSoId.exe |;|£-1|

Scan all network by maszk and mount shared folders as drives
+ scan local volumes for unmounted driue§.
+dizabled restriction on the count of ip sC(he careful?)

g R R R R R R R R R R R R R R R R R R R R
1 Appreciate your time? i
it Network scan and mount include chek for wunmounted local volumes. ﬂ
it ‘7?8’ was add for standalone usage!?

"ﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂ#ﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂ#ﬂﬂﬂ

elect ip appdres for scan network:

1 Scan hy:
28 Scan Locair voiumes ror unmounted drives

nter a numher to scan:1

heck local Uolumes.

ound a device: “Device“HawddizkUnTlnmei

olume name: “~?sUolume

Paths =
This Uolume have no mounted path.
Trying to add this volume...
Uolume mounted as = A=

ound a device: “DevicesHarddiszkUolume2
olume name: “N?5\Uolumed
Paths: G

ound a device: “Device“~CdRom@
olume name: “~7?sUolume+d
Paths: D:ix

et ip:= 77?7?70 and mask: 7¥TRIYA
start scan for shares. 254 ips by network mask
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,» Windows Defender 5,5 Jlé,s <!, DefenderControl ;i solicul § zl,5ewl o) oSy
s oo olis | ale> Jsb

data.win.eventdata.image data.win.eventdata.commandLine rule.description

c:wsers\ |G oo o-d

s\\DefenderControl.exe

s\\DefenderControl.exe

s\\DefenderControl.exe

C:\\ProgramData\\Microsoft\\Windows Defender\\Pla  \"C
tform\\4.18.2003.8-0\\MpCmdRun.exe 8.2003.8-0\\MpCmdRun.exe\" -DisableService Microsoft\\Windows Defender!\Platform\|4.18.2003.8-0\)
MpCmdRun.exe

\\ProgramData\\Microsoft\Windows Defender\\platform\\4.1  MITRE T1089 Disabling Security Tools: C\ProgramDataly

indows Defender\\platformi\4.1 MITRE T1089 Disabling Security Tools: CA\ProgramDataly
isableService Microsoft\\Windows Defender\\Platform\\4.18.2003.8-01\
MpCmdRun.exe

C:\\ProgramData{\Microsoft\\Windows Defender\\Pla  \"C:\\ProgramDatal\Microsoft
tformi\4.18.2003.8-0\\MpCmdRun.exe 8.2003.8-0\\MpCmdRun.exe

Windows Defender: Realtime Detection Disabled: https//a
ttack.mitre.orghechniques/T1089/

Sgi go ol i 4 0959 Gloy o a5 el (ransom note) zL cuslool I ol ey , Sl S 0yl

CCD—heIp@protonmail.ch

(X
M) » AR » » »
Do 0 0 a e a 0
0 0 ore ollo D p@proto OURID
0 e not bee ered e 0 0 b a d p@a
D
Do not rename e ptead fie
Do no o decrypt vour data g d pa oftware ay cause permanent data lo
Decryption of yo e e help o d partie ay cause eased price ey add ther fee to o or you ca
become a of a sca
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5,5 o OlSws (g9, Guizmen 9 C gl o r00L jo g5 o |, FILES ENCRYPTED LG ).l

j FILES EMCRYPTED - Motepad — (] b

File Edit Format WView Help

l—all your data has been locked us

You want to return?

write email CCD-help@protonmail.ch or ccdhelp@airmail.cc

Sy 0l G a5 all alls 53, el Saw g loaus (6138l sladsas o L cpaia 1) jews cpl b
g aidgi e b slaclesS T o $/Cisistem L 5 $/cisystem sl b L findstr.exe Lol

ply &l 5 aledbl oS 0,5 Jlo )l ID Ransomware « |, ledb| L

Dharma (.cezar Family)

© This ransomware has no known way of decrypting data at this
time.

It is recommended to backup your encrypted files, and hope for a
solution in the future.
dentified by

s sample_bytes: [6x3E820 - 8x3EB68]
BxPE0EDEARA2ABRERABCEE 7A416000008000000800000060202000020006200008

L):’?) sS.s w‘ys.c 9 ..bLo‘sa wb goewes L)7’~‘ Q"‘)"L"’ cpg.‘od,{b Dharma Lg‘).» FUALY 5o |) pdb et o L

sl ololis 6y e

debugger-stamp 0x58B8AF72 (Thu Mar 02 23:49:06 2017)
path c\crysis\release\pdb\payload.pdb

guid 906D 7E25-96FC-4243-8EC3-87236B61A492

o led daxl e 55 SCd 4 alg o it Sledlbl Cp

https://id-ransomware.blogspot.com/2016/11/dharma-ransomware.html
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St adly o5 WS o 4B V5l a8 50 0T 5l i b g e O (53, 1) Jl38l2l cedls p2les
.‘)y

5 S Jled e 1, jeas Defender b ayog oays o2 L3 a5 5 5 oolinal Defender Control i >l
5,5 esliiul jsee slage, zl 5l ol Mimikatz ||

soisl o lulid yloj dgupe a0 a5 Cbgs 3985 ol 5l (detection rules) olubs gl fpaix olg5 oo

S eSS

elorl | 3 prlgn 5 o1 only Laiol> 2, By 4 gl b3S oo 5 > gy il (larlen B3 o)l ol

Dol BBgie iy yg0le

10Cs
el 1) o> Lol Joe b oS o (5,008 50, |, la L6 a5 Jl5810 51 _isw 45 ransomware payload

RDP USson @yl 315959

bl o cdalice BB pj pgual 10 Wigh e j9aing Egpb ple ladal p sl 2 el &S (6 s, SlanldS

B Registry Editor - O
File Edit View Favorites Help
Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\ CurrentVersion\Run

OneSetting A || Name Type Dat3
008t , 3.'.’1 REG 52 (value not set)

SE;::::tL:) 3‘.’] C\Users REG 52 mshta.exe "C\Users ppData\Roaming'Info.hta®
Parental Cc E!’]C:\WiﬂdDWS\S}rstemBZ\ln... REG SZ mshta.exe "C:\Windows\System32\Info.htz"

— ﬁpayload.ae REG 57 C\Windows\System32\payload.exe

https://thedfirreport.com/2020/04/14/dharma-ransomware/
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