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Ransomware Again But
We Changed the RDP Port
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All your files have been encrypted!

All your files have been encrypted due to a security problem with your PC. If you want to restore them, write us to the e-mail
anticrypto@tutanota.com
Write this ID in the title of your message

In case of no answer in 24 hours write us to theese e-mails: critop@protonmail.com

You have to pay for decryption in Btcoins. The price depends on how fast you write to us. After payment we wil send you the decryption tool that wil
decrypt al your files.

Free decryption as guarantee

Before paying you can send us up to 1 file for free decryption. The total size of fles must be less than 1Mb (non archived), and files should
not contain valuable information. (databases,backups, large excel sheets, etc.)

How to obtain Bitcoins
The easiest way to buy bitcoins is LocalBitcoins site. You have to register, ciick 'Buy bitcoins', and select the seller by payment method and
price.
https://locabitcoins.com/buy bitcoins
Also you can find other places to buy Bitcoins and beginners guide here:
http://www.coindesk.com/information/how-can-i-buy-btcoins/
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All your files have been encrypted!

All your files have been encrypted due to a security problem with your PC. If you want to restore them, write us to the e-mail
anticrypto@tutanota.com

Write this ID in the title of your message

In case of no answer in 24 hours write us to theese e-mails: critop@protonmail.com

You have to pay for decryption in Btcons. The price depends on how fast you write to us. After payment we wil send you the decryption tool that wil
decrypt al your fies.

Free decryption as guarantee
Before paying you can send us up to 1 fie for free decryption. The total size of fles must be less than 1Mb (non archived), and fies should

not contain valuable information. (databases,backups, large excel sheets, etc.)

How to obtain Bitcoins
The easiest way to buy bitcoins is LocalBitcoins ste. You have to register, cick ‘Buy btcoins', and select the seller by payment method and
price.
https://locabicons.com/buy btcons
Also you can find other places to buy Btcons and begnners gude here:
http://www.condesk.com/nformation/how-can--buy-btcons/

"A& service was installed in the system.

Service Mame: bizkaz

Service File Name: cmd.exe /¢ echo bizkaz = “W.\wpipetwbizkaz
Service Type: user mode service

Service Start Type: demand start

Service Accoumt: LocalSystem

= FILES ENCRYPTED - Notepad
File Edit Format View Help

hll your data has been locked us
You want to return?
Wirite email anticryptoftutanota.com or critop@protonmail.com
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MISP Priv 69099 / 21ce5f26-43bb-4971-a02d-59b563c4e3ca

YAV Y.F0.9A : ol 5 RDP 55,

BPY6A7_payload.exe
56452e0839ef830c904182992aa11691
€94e21979565c2372fc2745f18eec3c64d9cc2da

23a3dfe1493dcda00a3d9a00210793553b629bd77f30c39974c8elab0ea51c6f

5-NS new.exe
597de376b1f80c06d501415dd973dcec
629c9649ced38fd815124221b80c9d9c59a85e74

f47e3555461472f23ab4766e4d5b6f6fd260e335a6abc31b860e569a720a5446

Persistence

C:\ProgramData\Microsoft\Windows\Start
Menu\Programs\StartUp\BPY6A7_payload.exe
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MITRE ATT&CK
e External Remote Services - T1133
e Network Share Discovery - T1135
e Data Encrypted for Impact - T1486
e Valid Accounts - T1078
e Internal case 1001
P

https://thedfirreport.com/2020/07/13/ransomware-again-but-we-changed-the-rdp-port/
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