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QS oo ol |, command shell sleas1)s § 058 oo 3,5 SVChost.exe explorer.exe

WJ ol besass NItest asle jeamy J3ls slalil 5l solawl b 1, aels adgl (g 1o paiis Lo ;0] ol
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Ryuk in 5 hours

17:01 UTC Bazar malware
executed

€2 3.137182.114:443
19:34 Bazar injection spawl
explorer process

41 Domain discovery activity

19:48 Zerologon vulnerability

exploited against primary
domain controller

CVE-2020-1472
19:56 First lateral movement to
secondary domain controller
over SMB with WMI exec

20:03 Command and control
established on secondary domain
controller

Cobalt Strike beacon C2 88.119.171.94:443
20:07 Second Cobalt Strike

beacon DLL executed new C2

5.2.64.174:443

2 discovery continues on
domain controller

20:39 Lateral movement from
secondary domain controller to
primary domain controller via

RDP

20:42 Cobalt Strike DLL
executed on primary domain
controller

C25.2.64.174:443
P AdFind run
domain controller

9 Threat actor continues
moving laterally to other domain
joined systems via RDP

20:29 Ryuk executable is
transfered over RDP connections
and executed

21:03 Ryuk is ran on last system
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20,5 e Bazar yog) Jdlas ola! BB a as ol el S el SO b (g o

||

Cablad (6,550 jemme b 5 09 DOMain User G )5 ol el (S )8 lawgs ol 2! b6 sl 2! & |21 6l Bazar

30y Sl 5l e o solatul ase [0 aials glaoaisS S 5l (S (g, sl Lael sliisl sl CVE-2020-1472
S0 b g b Jise Jdo @ 5 o0l NICESIRYN BN PR VR TO AIPREL g JUSL S W WIRR I JC SUVR Vi Py
ol 48,5 & 90 LsT o gbenST 51 ool

No. Time Protocol Lengtt Info
13610 165. 1 330 Bind: call_id: 2, Fragwent: Single, 3 context items
1361 1 ERPC 254 Bind_ack: call_id: 2, Fragaent: Single, max_xmit: 4;

322 NetrServerReqChallenge request,
206 NetrServerReqChallenge response
330 Bind: call id: 2, Fragment: Single, 3 context items: RPC_NETLOGON V1.0 (32bit NDR), RPC_NETLOGON V1.8 (64bit NDR), RPC_NETLOGON V1.0 (Bcb7ic2c-0812-4540-8300-80090000.
254 call 10: 2, Fragaent: Single, max_xmit: 4280 max_recv: 4289, 3 results: Provider rejection, Acceptance, Negotiate ACK
366 NetrServerAuthenticate2 request
210 NetrServerAuthenticate? response, STATUS_ACCESS DENIED
330 Bind: call_id: 2, Fragment: Single, 3 context items: RPC_NETLOGON V1.0 (32bit NOR), RPC_NETLOGON V1.0 (64bit NOR), RPC_NETLOGON V1.0 (6ch7ic2c-0812-4540-9300-60066000.
254 Bind_ack: call 1d: 2, Fragment: Single, max_xmit: 4280 max_recv: 4280, 3 results: Provider rejection, Acceptance, Negotiate ACK
322 NetrServerReqChallenge request,
RPC_NETLOGON 206 NetrServerReqChallenge response
DCERPC 330 call_1d: 2, Fragment: Single, 3 context items: RPC_NETLOGON V1.0 (32bit NDR), RPC_NETLOGON V1.9 (64bit NOR), RPC_NETLOGON V1.0 (6Cb71c2c-9812-4546-300-80095006.
254 Bind_ack: call_10: 2, Fragaent: Single, max_xmit: 4280 max_recv: 4280, 3 results: Provider rejection, Acceptance, Negotiate ACK
RPC_NETLOGON 366 NetrServerAuthenticate? request
RPC_NETLOGON 210 NetrServerAuthenticate2 response, STATUS_ACCESS DENIED
DCERPC 330 Bind: call_id: 2, Fragment: Single, 3 context items: RPC_NETLOGON V1.0 (32bit NOR), RPC_NETLOGON V1.0 (64bit NOR), RPC_NETLOGON V1.0 (6ch7ic2c-0812-4540-8300-80086000.
254 Bind_ack: call 10: 2, Fragaent: Single, max_xmit: 4280 max_recv: 4289, 3 results: Provider rejection, Acceptance, Negotiate ACK
RPC_NETLOGON 322 N
RPC_NETLOGON NetrServerReqChallenge response
1_10: 2, Fraguent: Single, 3 context items: RPC_NETLOGON
id: 2, Frageent: Single, max_xmit: 4280
NetrServerAuthenticate2 request
NetrServerAuthenticate? response
1id: 2, Fragnent: Single, 3 context items: RPC_NETLOGON V1.0 (32bit NDR), RPC_NETLOGON V1.G (64bit NOR), RPC_NETLOGON V1.0 (6cb7ic2c-0812-4546-8300-00000000
: Call 1: 2, Fragaent: Single, max xmit: 4280 max_recv: 4289, 3 results: Provider rejection, Acceptance, Negotiate ACK

RPC_NETLOGON V1.0 (32bit NDR), RPC_NETLOGON V1.8 (64Dit NDR), RPC_NETLOGON V1.0 (6cb71ic2C-9812-4540-0300-00006000.
260 max_recv: 4286, 3 results: Provider rejection, Acceptance, Negotiate ACK

V1.0 (3201t NOR), RPC_NETLOGON V1.8 (64bit NOR), RPC_NETLOGON V1.0 (6ch71c2c-9812-4540-9300-00000000.
max_recv: 4280, 3 results: Provider rejection, Acceptance, Negotiate ACK

Frame 13688: 882
Ethernet II, Src:
Internet Protocol
Transaission Control Protoc
NotBIOS Session Service
SHB2 (Server Message Block Protocol version 2)
Distributed Computing Environment / Remote Procedure Call (DCE/RPC) Request, Fragment: Single, Fraglen: 784, Call: 2, Ctx
Microsoft Network Logon, NetrServerPasswordSet2
Operation: NetrServerPasswordset2 (30)
IResponse in frame: 13690}

1, (Resp: #13690]

» Server Hanale
~ unknown string
Referent ID: 6x0009600960099005

4390980

([Malforsed packet: RPC NETLOGON}
~ [Expert Info (Error/Malformed): Malformed Packet (Exception occurred)]

[Malformed Packet (Exception occurred)]
[Severity level: Error]
[Group: Malforsed)

(zeroed out) sods ,ho jeue jo, sumdylis dius

+ Microsoft Network Logon, NetrServerPasswordSet2
Operation: NetrServerPasswordSet2 (30)
[Reguest in frame: 13688]

= AUTHENTICATOR: return_authenticator
Referent ID: Bx727a324725c96601
Credential: ©EEOODEE0E020000

~ [Expert Info (Error/Malformed): Malformed Packet (Exception occurred)]
[Malformed Packet (Exception occcurred)]

[Severity lewel: Error]

[Group: Malformed]
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Cobalt Strike ,s named pipe & ,b ;5 ow,ws mhw (iol38l g, 5l eolatwl aals L axels slvoasss Jus 5l (S y0

209

C:\Windows\system32\cmd.exe /c echo 92d8cc45954 >; \\.\pipe\446b3c

2 bwlbids 51 51,8

dropped) os,5 s, 1, DLL 5 oS LT s o )] ay 995 adsl JLas] 5l Ly b S0 a5 asels oaisS J,u8 sl 4o
20,8 L>lrundll32 & L 51, T

C:\Windows\system32\cmd.exe /C rundll32 C:\Windows\system32\SQL.dll, StartW

&b Ll rundll32 ,L 51 g b, RDP & )b 51 [ L] casals saiss 508 s,

rundll32 C:\PerfLogs\arti64.dll, rundll

25 g3l ,8regsvr32 s,k 5le,bgs DLL ()1 5l ey (Sl

regsvr32 C:\PerfLogs\arti64.dll

W) ‘)"5““) aolo an)MSLss) AJLM.A ‘5.»9)4.:(:50 DLL;&:M

rundll32 C:\\PerfLogs\\socks64.dll, rundll

&5 1> beachhead (b 59,
nltest /domain_trusts /all_trusts
nltest /dclist:DOMAIN

net group "Domain admins" /DOMAIN
A Lyl aels sossS JpuS SO sy,

net group "enterprise admins" /domain
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nltest /domain_trusts /all_trusts
nltest /dclist:"DOMAIN"

ping DOMAINCONTROLLER
cmd.exe /C time

net user administrator /domain

23,5 0,15 1, (PowerShell Active Directory module) s,¢:5 pls o081 Lo ,5b Jgste LT Cmas

Slpinew aon (last logon dates) sg,5 51 7,6 g b Jole g dabie ob oz &l 1) 15 g bl
%s,5 1,>1 Active Directory

C:\Windows\system32\cmd.exe /C Get-ADComputer -Filter {enabled -eq Strue} -properties
* | select Name, DNSHostName, OperatingS

Bl s aiels i olulid sy b Fanags g aels 0aiiS S 4 (PIVOL) obels 5 35 GaiS IS oS5 5l
28, AdFind

C:\Windows\Temp\adf\AdFind.exe

C:\Windows\Temp\adf\adf.bat

Contents of the script ran the following with AdFind.
adfind.exe -f "(objectcategory=person"(

adfind.exe -f "objectcategory=computer”

adfind.exe -f "(objectcategory=organizationalUnit"(

adfind.exe -sc trustdmp

adfind.exe -subnets -f (objectCategory=subnet(
adfind.exe -f "(objectcategory=group"(

adfind.exe -gcb -sc trustdmp
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The threat actor then ran this command a few times.

nltest /domain_trusts /all_trusts

‘j;f'sl‘=?' G;;~5'4’4='
o g 418,55 1,5 CVE-2020-1472 51 ooliztl 5 cos a5 ot plowil (glasels 00isS J S Cao 4 (ol &8 > 5]
A Jiise ol aels pae 605 Cles SO sl b g SMB 5 )b 51 ol L

202010{ I  acx psh 352 bytes

OSNMB@i9 €)% 9¢ ¢0000Ue6 KI999 x 99Peflogsisenisess exed DH2Q0¢ € & & @6R§ =19 MxAcQFiId4RgLs &M
99000900009/

Rul=sMa
LIt
Froce

@y

5,5 oolazuw! Nt LS‘)-?‘ 6‘)‘3 beachhead Ol 59, WMI )‘ L&a)f.).’.).e‘; ‘u_’|).>‘ b JLQS.,‘ )‘ o=

C:\Windows\system32\cmd.exe /C WMIC/node:"DC.DOMAIN.local" process call create "cmd /c
C:\PerfLogs\servisess.exe"\

ol 00 solitul  iules] asews o laie 4 Cobalt Strike |l58ls 5 5l 4 oo oo oLis EICAR slaais, 4

AQAPRQVH1

JIM1

RAQH

AXAX"YZAXAYAZH

XAYZH

wininet

APAPA

AQAQj

/wp-includes/modcp.png

50! P¥RAP[4\PZX54(P")7CC)7 }$EICAR-STANDARD-ANTIVIRUS-TEST
Connection: close

Accept-Language: en-US

User-Agent: Mozilla/5.0 (Linux; Android 6.0; HTC One X1@ Build/MRA58K; wv) AppleWebKit/537.36 (KHTML, like Gecko) Version/4.0
50! P¥RAP[4\PZX54(P")7CC)7 }$EICAR-STANDARD-ANTIVIRUS-TEST-FILE!$H+H*
50! P¥RAP[4\PZX54(P")7CC)7 }$EICAR-STANDARD-ANTIVIRUS-TEST-FILE!$H
XXXH

havemosts.com

Sauzs a8lol b ol plaS s Lol 58,8 low (g yiws assls GPO 4, Lyl

mmc.exe" "C:\Windows\System32\gpedit.msc"
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w299 RDP Jlasl &,k 5l Cobalt Strike a4 Lo DLL L1 o Jlas! salis Lo oyl 51 o (Sl

"File created:
RuleName : hnique_id=T1847, technique_mame=File System Permissions Weaknes

er .EXE
TargetFilename: C:\PerflLogs\arti64.dll
CreationUtcTime :

payload ;s 5 ilr <5 >

o oolitul lesles ol 5o 531zl sles payload ajs 5 Llol amels ousS S 51 (PIVOL) slml> sl RDP

Jr5S 5 spile,d
ools bl | gl aSits slaesls 51 5 (PIVOL) o bul> Le Ryuk L3 5,155 wlsl 5 kyleehmke@ (Lo L3 5,155 5 e
20,5 oalice odigy oyl o Lo aS 0,5 oolawl aaials ol 5l asals (o

Bazar:

Report_Print.exe

YATYAAY AV FFFY

cstr3.com

Cobalt Strike:

servisses.exe

ATV ATSFY

Certificate 86:77:d8:5e:51:69:ac:e2:08:07:2e:b0:dc:6¢:10:9e:25:80:70:a6
Not Before 2020/10/06 13:33:55 UTC
Not After 2021/10/06 13:33:55 UTC
Issuer Org lol
Subject Common havemosts.com
Subject Org lol
Public Algorithm rsaEncryption

JA3: 57f3642b4e37e28f5cbe3020c9331b4c
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JA3s: e35df3e00cadef31d42b34bebaa2f86e
sQL.dll

OYFEAVESYTY

Certificate 36:d5:68:f9:be:2a:34:e1:76:3d:89:78:e5:62:4d:fc:ae:02:97:ad
Not Before 2020/10/02 16:45:57 UTC

Not After 2021/10/02 16:45:57 UTC

Issuer Org lol

Subject Common quwasd.com

Subject Org lol

Public Algorithm rsaEncryption

JA3: a0e9f5d64349fb13191bc781f81f42el

JA3s: aededc6faf64d08308082ad26be60767

<
& uo
) .

S, RDP ¥lasl 5 wio)S ae 095 ol Blaal 4 RYUK o) Sayaqs Bazar adyl 8l gzl e el £.0 s>
003 1S 5, 1, 133kl 1l LT L sl 50,8 T Lnwoma dics 2 428,511,561 20 0 y30 B o (glasals oS | S
20,8 it RDP Jlas! &,k 511 Ryuk St bl 5 ais )5 1>l (055 olul> abais (Jgl) 45l acals
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Ryuk Execution

C:\PerfLogs\xxx.exe

Creates
ChPerfLogs\yymvgFeAllan.exe

"CAPerfLogs\yymvgFeAllan.exe\” 8 LAN

Creates
CMhPerfLogs\gMDcOMIqjlan.exe

"CA\PerfLogs\gMDcOMIgjlan.exe\” 8 LAN

Creates
CHPerfLogs\ztoGlagtflan.exe

"CAPerfLogs\ztoGlagtflan.exe\" 8 LAN
icacls \"CA\\\" /grant Everyone:F ([T /C /Q
icacls V"D fgrant Everyone:F /T fC /Q

"CAMWIindows\\System32\\net.exe\" stop \"
samss\” fy

o0 ey 5o el yo |, Redline g Kape slaaius 5 abibl> pglas do Ll pcap slo Ll oo

10Cs

https://misppriv.circl.lu/events/view/80223&

https://otx.alienvault.com/pulse/5f8cce76f5614d9b220181b6

Network

FATYAAY AV EFFY

cstr3.com

AANYAAYYATFSY

havemosts.com
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DY FEAVEFFY

guwasd.com

File
servisses.exe
d971827d974effedaeaf7d62b619b1dd
c3a846eb04e2fe765e56fal5a0d5cleb650ccba3

yd8b7faf5f290465cc742e07abca78fac419135b191071¢cc77912263cd1ddeld

socks64.dll

A4+ Y- £#f0c506366d480e02fc9fed988a

bal542d9b55fff21bda9495ed884404b0436cff2
feb8c2bcb71da02dbbeech999869e053cf96af8cce6f9705cadcad338133d3b5
sQL.dll

YYA0d87f6995b4b95d9b55f8d2556237
1b44a8f0bb2d65fb19e7ca7bbd85b36c176f3d60
d67461bad5a4edf3b2a69b3e64303fda8130bd1fc7a1173f35c1fe67b40c9639
artie4.dll

YYA0d87f6995b4b95d9b55f8d2556237
1b44a8f0bb2d65fb19e7ca7bbd85b36c176f3d60
d67461bad5a4edf3b2a69b3e64303fda8130bd1fc7a1173f35c1fe67b40c9639

XXX.exe

0b8b66ddbbf1fd67211e9a4bf78c1700

cdb042dd8e9dc17f677c991b386f4cd242f2628d
ccde47a0d315dcd4740fccfe8e8110fbb1fd85bb305734fec409f52051790c98
Detections

Network

A
\_"‘ Wy [ o . (]
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GPL NETBIOS SMB-DS IPCS share access
ET POLICY SMB2 NT Create AndX Request For a DLL File - Possible Lateral Movement
ET POLICY SMB2 NT Create AndX Request For an Executable File
Sigma
https://github.com/Neo23x0/sigma/blob/master/rules/windows/malware/win_mal_ryuk.yml

https://github.com/Neo23x0/sigma/blob/master/rules/windows/process_creation/win_power
shell_suspicious_parameter_variation.yml|

https://github.com/Neo23x0/sigma/blob/master/rules/windows/process_creation/win_susp_
wmi_execution.yml|

https://github.com/Neo23x0/sigma/blob/master/rules/windows/process_creation/win_trust_
discovery.yml

https://github.com/Neo23x0/sigma/blob/master/rules/windows/process_creation/win_susp_n
et_execution.yml

Detects AdFind usage from a past case:

title: AdFind Recon

description: Threat Actor using AdFind for reconnaissance .

author: The DFIR Report
date: 2019/8/2

references
- https://thedfirreport.com/2020/08/03/dridex-from-word-to-domain-dominance/
tags
- attack.remote_system_discovery
- attack.T1018
logsource:

category: process_creation
product: windows

detection:

@ Securityworld.ir Challenginno.ir
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selection_1:
CommandLine|contains:
- adfind -f objectcategory=computer
selection_2:
CommandLine | contains:
- adfind -gcb -sc trustdmp
condition: selection_1 or selection_2
falsepositives:
- Legitimate Administrator using tool for Active Directory querying

level: medium

status: experimental

Yara

s/

YARA Rule Set

Author: The DFIR Report
Date: 2020-10-13
Identifier: Case 1006 Ryuk

Reference: https://thedfirreport.com/

[

#/Rule Set/sx
imort "pe"

rule ryuk_1006_servisses_procdump}
meta:

description = "files - file servisses-procdump.exe”

author = "The DFIR Report"

Challenginno.ir
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reference = "https://thedfirreport.com"/

date = "2020-10-13"

hash1 = "387894a0b404c67e722799308b12ff2be31d2e8ce798aa53d971f0c13805d54d"
strings:

$s1 = "c:/crossdev/src/winpthreads-svn6233/src/mutex.c” fullword ascii
$s2 = "mutex_global_shmem" fullword ascii

$s3 = "mutex_global_static_shmem" fullword ascii

$s4 =" pthread_key_dest_shmem" fullword ascii
$s5="_pthread_key_sch_shmem" fullword ascii

$s6 =" pthread_key_max_shmem" fullword ascii

$s7 =" _pthread_key_lock_shmem" fullword ascii

$s8 = "cannot find name of executable" fullword ascii

$s9 = "tiles32.png" fullword ascii

$s10 = "GetModuleFileName: %s" fullword ascii

$s11 ="IP_DEST_HOST_UNREACHABLE (11003)" fullword ascii

$s12 = "This program requires Windows NT!" fullword ascii

$s13 = "SNMP INVALID_SESSION" fullword ascii

$s14 = "SNMP TRAP_ERRORS" fullword ascii

$s15 = "SNMP SELECT_FDERRORS" fullword ascii

$s16 = "Some different radices: %d %x %0 %#x %#o " fullword ascii

$s17 = "c:/crossdev/src/winpthreads-svn6233/src/rwlock.c" fullword ascii
$s18 =" pthread_tls_shmem" fullword ascii

$s19 = "IP_DEST_PORT_UNREACHABLE (11005)" fullword ascii

$s20 = "pthr_root_shmem" fullword ascii

condition:

uint16(0) == Ox5a4d and filesize < 2000KB and

ype.imphash() == "a90d500745alce2417c01fecefbc2851" or 8 of them(
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{ rule ryuk_1006_files_socks64}
meta:

description = "files - file socks64.dll"
author = "The DFIR Report"

reference = "https://thedfirreport.com"/

date = "2020-10-13"
hash1 = "feb8c2bcb71da02dbbeecb999869e053cf96af8cce6f9705cadcad338133d3b5"
strings:

$x1 = "C:\\Users\\lzidu\\Desktop\\2019\\WindowsSDK7-Samples-master\\WindowsSDK7-
Samples-master\\winui\\pictures\\acquisitionplugin\\x64" ascii

$s2 = "C:\\Users\\Izidu\\Desktop\\2019\\WindowsSDK7-Samples-master\\WindowsSDK7-
Samples-master\\winui\\pictures\\acquisitionplugin\\x64" ascii

$s3 = "PluginSample.dll" fullword ascii

$s4 = "AppPolicyGetProcessTerminationMethod" fullword ascii

$s5 = "luginSample.pdb" fullword ascii

$s6 = "rundll" fullword ascii

$s7 = "AcquireSamplePlugin::DisplayConfigureDialog" fullword wide

$s8 = "AppPolicyGetThreadlnitializationType" fullword ascii

$s9 = ""template-parameter-" fullword ascii

$s10 = "operator<=>" fullword ascii

$s11 = "operator co_await" fullword ascii

$s12 = "AppPolicyGetWindowingModel" fullword ascii

$s13 = "Transfer Completed Successfully!" fullword wide

$s14 = "AppPolicyGetShowDeveloperDiagnostic" fullword ascii
$s15 = "noexcept" fullword ascii
$s16 = "Read-Only Photo Acquire Plugin" fullword wide

$s17 = "api-ms-win-appmodel-runtime-l1-1-2" fullword wide
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$s18 = "Software\\Microsoft\\Windows\\CurrentVersion\\Photo Acquisition\\Plugins\\%ws"
fullword wide

$s19 = ".?AUlUserInputString@@" fullword ascii
$s20 = "gODVNrB\"Rtf#" fullword ascii

condition:

uint16(0) == 0x5a4d and filesize < 2000KB and

ype.imphash() == "0fd22f187f22ab4ec2eb55f91ccefa7a" and (

pe.exports("SGerulUrgVdfMaxMcclKRh") and pe.exports("rundll") ) or ( 1 of (Sx*) and 4 of them
((

{ rule ryuk_1006_Report_Print}
meta:

description = "files - file Report_Print.exe"
author = "The DFIR Report"

reference = "https://thedfirreport.com"/

date = "2020-10-13"
hash1 = "23ac461f9b5128841cafabb4282432252ea7b57874595cf6fe8457fc1ac65007"
strings:
$s1 = "kErNel32.DII" fullword wide
$s2 = "DOOKOL.exe" fullword ascii
$s3 ="c:/crossdev/src/winpthreads-svn6233/src/mutex.c" fullword ascii
$s4 = "hmutex" fullword ascii
$s5 =". FindPESectionExec" fullword ascii
$s6 = "mutex_global_shmem" fullword ascii
$s7 = "processthreadsapi.h" fullword ascii
$s8 = "mutex_global_static_shmem" fullword ascii

$s9 = "Targetlp" fullword ascii

A
\_"‘ Wy [ o . (]
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$s10 = "c:\\crossdev\\gccmaster\\build-tdm64\\gcc\\x86_64-w64-mingw32\\libgcc" fullword
ascii

$s11 = "h:\\crossdev\\gccmaster\\build-tdm64\\runtime\\mingw-w64-crt" f
ullword ascii
$s12 =")__mingw_winmain_lpCmdLine" fullword ascii

$s13 = "GNU C 4.8.1 -mtune=generic -march=x86-64 -g -02 -02 -02 -fbuilding-libgcc -fno-stack-
protector" fullword ascii

$s14 = "GNU C 4.8.1 -mtune=generic -march=x86-64 -g -02 -02 -02 -fbuilding-libgcc -fno-stack-
protector -fno-exceptions" fullword ascii

$s15 = "GNU C 4.8.1 -m64 -mtune=generic -march=x86-64 -g -02 -std=gnu99" fullword ascii

$516 = "GNU C 4.8.1 -mtune=generic -march=x86-64 -g -02 -02 -02 -fbuilding-libgcc -fno-stack-
protector -fexceptions" fullword ascii

$s17 = "9lpszCommandLine" fullword ascii

$s18 ="=__mingw_GetSectionForAddress" fullword ascii
$s19="__mingw_winmain_IpCmdLine" fullword ascii
$s20 = "%Target" fullword ascii

condition:

uint16(0) == 0x5a4d and filesize < 3000KB and

ype.imphash() == "8f0088451a1156246379abc67514cacf" and
pe.exports("CSBhvSWCvFRvfCfAoldoFUAUMK") or 8 of them(

{ rule ryuk_1006_files_xxx}
meta:

description = "files - file xxx.exe"
author = "The DFIR Report"
reference = "https://thedfirreport.com"/
date = "2020-10-13"
hashl = "ccde47a0d315dcd4740fccfe8e8110fbb1fd85bb305734fec409f52051790c98"

strings:
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$s1 = "DOOKOL.exe" fullword ascii

$s2 = "c:/crossdev/src/winpthreads-svn6233/src/mutex.c” fullword ascii

$s3 = "hmutex" fullword ascii

$s4 = "mutex_global_shmem" fullword ascii

$s5 = "processthreadsapi.h" fullword ascii

$s6 = "mutex_global_static_shmem" fullword ascii

$s7 = "fake_get_output_format" fullword ascii

$s8 = "&rvaTarget" fullword ascii

$s9 = "h:\\crossdev\\gccmaster\\build-tdm64\\runtime\\mingw-w64-crt" fullword ascii

$s10 = "c:\\crossdev\\gccmaster\\build-tdm64\\gcc\\x86_64-w64-mingw32\\32\\libgcc"
fullword ascii

$s11 ="E__mingw_winmain_lpCmdLine" fullword ascii

$s12 = "GNU C 4.8.1 -m32 -mtune=generic -march=x86-64 -g -02 -02 -02 -fbuilding-libgcc -fno-
stack-protector" fullword ascii

$s13 = "GNU C 4.8.1 -m32 -mtune=generic -march=x86-64 -g -02 -02 -02 -fbuilding-libgcc -fno-
stack-protector -fno-exceptions" fullword ascii

$s14 = "GNU C 4.8.1 -m32 -mtune=generic -march=x86-64 -g -02 -02 -02 -fbuilding-libgcc -fno-
stack-protector -fexceptions" fullword ascii

$s15 = "GNU C 4.8.1 -m32 -mtune=generic -march=x86-64 -g -02 -std=gnu99" fullword ascii
$s16="__mingw_winmain_lpCmdLine" fullword ascii

$517 = "Npthread_getspecific" fullword ascii

$s18 ="__ gthread_getspecific" fullword ascii

$s19 ="=__mingw_GetSectionForAddress" fullword ascii

$520 = "4lpszCommandLine" fullword ascii

condition:

uint16(0) == 0x5a4d and filesize < 2000KB and

ype.imphash() == "00f3261b5b33a9b1e8b6003f40562885" and
pe.exports("CSBhvSWCvFRvfCfAoJdoFUAUmMK") or 8 of them¢
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{ rule ryuk_1006_servisses}
meta:

description = "files - file servisses.exe"
author = "The DFIR Report"

reference = "https://thedfirreport.com"/

date = "2020-10-13"

hash1 = "1d8b7faf5f290465cc742e07abca78fac419135b191071cc77912263cd1ddeld"

strings:

$s1 = "DOOKOL.exe" fullword ascii

$s2 = "c:/crossdev/src/winpthreads-svn6233/src/mutex.c" fullword ascii

$s3 = "mutex_global_shmem" fullword ascii

$s4 = "mutex_global_static_shmem" fullword ascii

$s5="_pthread_key_dest_shmem" fullword ascii

$s6 =" pthread_key_max_shmem" fullword ascii

$s7 =" pthread_key_sch_shmem" fullword ascii

$s8 =" pthread_key_lock_shmem" fullword ascii

$s9 = "cannot find name of executable" fullword ascii

$s10 = "tiles32.png" fullword ascii

$s11 = "GetModuleFileName: %s" fullword ascii

$s12 ="IP_DEST_HOST_UNREACHABLE (11003)" fullword ascii

$s13 = "This program requires Windows NT!" fullword ascii

$s14 = "SNMP INVALID_SESSION" fullword ascii

$s15 = "SNMP TRAP_ERRORS" fullword ascii

$516 = "SNMP SELECT_FDERRORS" fullword ascii
$s17 = "Some different radices: %d %x %0 %#x %#o " fullword ascii
$s18 = "c:/crossdev/src/winpthreads-svn6233/src/rwlock.c" fullword ascii

$s19 =" pthread_tls_shmem" fullword ascii
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$s20 = "IP_DEST_PORT_UNREACHABLE (11005)" fullword ascii

condition:

uint16(0) == 0x5a4d and filesize < 2000KB and

ype.imphash() == "a90d500745alce2417c01fecefbc2851" and
pe.exports("KADWEGAFSTWUATQFFFFkxcEEF") or 8 of them(

{ rule ryuk_1006_files_SQL}
meta:

description = "files - file S
QLdi”
author = "The DFIR Report"

reference = "https://thedfirreport.com"/

date = "2020-10-13"

hashl = "d67461ba45ad4edf3b2a69b3e64303fda8130bd1fc7a1173f35c1fe67b40c9639"
strings:

$s1 =".dataS_ZN12_GLOBAL__N_110fake_mutexE" fullword ascii

$s2 =".dataS_ZZN12_GLOBAL__N_116get_static_ mutexEvE4once" fullword ascii

$s3 = "DOOKOL.dII" fullword ascii

$s4 =" ZN12_GLOBAL__N_110fake mutexE" fullword ascii
$s5="_7ZZN12_GLOBAL__N_116get_static_mutexEvE4once" fullword ascii

$s6 = ".dataS_ZN12_GLOBAL__N_115emergency_mutexE" fullword ascii

$s7 =".dataS_ZN12_GLOBAL__N_1L12static_mutexE" fullword ascii

$s8 =" shmem_winpthreads_grabber_mutex_global_shmem" fullword ascii
$s9="__shmem_winpthreads_init_mutex_global_shmem" fullword ascii
$s10="__shmem_winpthreads_ptr_mutex_global_shmem" fullword ascii

$s11 = "c:/crossdev/src/winpthreads-svn6233/src/mutex.c" fullword ascii

$s12 = "pthread_mutex_lock_intern" fullword ascii
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$s13 ="__shmem_winpthreads_init_mutex_global_static_shmem" fullword ascii
$s14="__shmem_winpthreads_grabber_mutex_global_static_shmem" fullword ascii
$s15="__shmem_winpthreads_ptr_mutex_global_static_shmem" fullword ascii

$s16 ="_Z7ExecutePv" fullword ascii

$s17 = "hmutex" fullword ascii

$s18 = "._FindPESectionExec" fullword ascii

$s19="_ZN9__ gnu_cxx17__recursive_mutexéunlockEv" fullword ascii

$520 = ".textS_ZN9__gnu_cxx17__recursive_mutexé6unlockEv" fullword ascii

condition:

uint16(0) == 0x5a4d and filesize < 2000KB and

ype.imphash()=="d16819dafefb97404d0d0e42adb82e5c"and (
pe.exports("CSBhvSWCvFRvfCfAolJdoFUAUmMK") and pe.exports("StartW") ) or 8 of them

{If you have detections you would like to add to this section, please contact us and we will credit

you.

MITRE
Spearphishing Link — T1192
Remote Desktop Protocol — T1076
Remote File Copy —T1105
Windows Management Instrumentation — T1047
Command-Line Interface — T1059
Domain Trust Discovery — T1482
Remote System Discovery — T1018
System Time Discovery —T1124
Data Encrypted for Impact — T1486
Commonly Used Port — T1043
Standard Application Layer Protocol — T1071

Standard Cryptographic Protocol — T1032
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User Execution — T1204

Valid Accounts — T1078

Exploitation for Privilege Escalation — T1068
Signed Binary Proxy Execution —T1218
Rundll32 —T1085

Regsvr32 —-T1117

https://thedfirreport.com/2020/10/18/ryuk-in-5-hours/
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