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58 DefenderControl.exe
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8,85 Ll leyd s b S81S 60,5 Ll 5,k 5l o)lg5 o |, Defender Control

i Defender Control v1.6 — =

Windows Defender is running

| Disable Windows Defender

¢ Enable Windows Defender

B . = Open Security Center Menu ...

&% Defender Control v1.6 - Command Line Info =

Usage: DefenderContral.exe <command >

JE : Enable Windows Defender
/O : Disable Windows Defender (ID Required)

Exsamples:

DefenderContral.exe /E
DefenderControl.exe /D /ID:ABCS
DefenderControl.exe /D ABC4

3 portable executable
4 configuration file
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Windows Security

&

Home

Virus & threat protection

Account protection

Firewall & network protection

App & browser control

Device security

Device performance & health

Family options

Settings

Windows Security

Home

Virus & threat protection

Account protection

Firewall & network protection

App & browser control

Device security

Device performance & health

Family options

- [m} x
Locates and stops malware Trom instailing or L
running on your device. You can turn off this
setting for a short time before it turns back on Change your privacy settings -
automatically. . - .
y View and change privacy settings T
a

for your Windows 10 device.

@D o 5007

Privacy settings

5007

Privacy dashboard 5007

. . Privacy Statement |k

Cloud-delivered protection 11

1150

Provides increased and faster protection with 5007

access to the latest protection data in the cloud. 2000

Works best with Automatic sample submission | Tl

turned on. | -
&% Defender Control v1.6 - X

@ o

‘Windows Defender is running

[ Disable Windows Defender

Automatic sample submission Enable Windows Defender

Send sample files to M\(rosgﬂ to help protect [ ] Epen Goxwity Conter Mo
you and others from potential threats. We'll
prompt you if the file we need is likely to contain T

personal information.

@ o

Submiit a sample manually

Tamper Protection

Prevents others from tampering with important
security features.

@ on

oS o SIS Windows Defender (o 5 Jleé g 435 (59,

Virus & threat -
w0

pI‘OteCtlon Windows Community videos
5 : 5007
Protection for your device against threats. Learn more about Virus & threat
protection 3007
5007
Your Virus & threat protection is managed by your -

organjzation. L _ N
g Rlo active antivirus provider. Your device is Have a question? 1151

vulnerable. 130
Get help 5007
2000

Wha 2 i

&% Defender Control v1.6 x

[ Disable Windows Defender

Enable Windows Defender

Open Security Center Menu ...

Change your privacy settings I
View and change privacy settings

for your Windows 10 device.

Privacy settings

Privacy dashboard

Privacy Statement
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rSe ol aos 5l asS o ouats ous 0,5 b e slp |y (s, Jlaie o> Defender Control

HKLM\SOFTWARE\Policies\Microsoft\Windows Defender\DisableAntiSpyware
DWORD (0x00000001)
WS oo il i gy (5yllely 3,8 Jlad e slp 1 Jlade opl e Defender Control
HKLM\System\CurrentControlSet\Services\WinDefend\Start
DWORD (0x00000003)
S o Ol ) 5y SY as

Event 7040, Service Control Manager

General  Details

The start type of the Microsoft Defender Antivirus Boot Driver service was changed from boot start to demand start.

Log Mame: System

Source: Service Control Manager Logged: _
Event IO 7040 Task Category: MNone

Level: Information Keywords: Classic

User: SYSTEM Computer: _
OpCode: Info

More Information: Event Log Online Help
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Event 7040, Service Control Manager

General Details

The start type of the Microsoft Defender Antivirus Mini-Filter Driver service was changed from boot start to demand start.

Log Mame: System

Source: Service Control Manager Logged: _
Event ID: 7040 Task Category: Mone

Level: Information Keywords: Classic

User: SYSTEM Computern: _
OpCode: Info

More Information:  Event Log Cnline Help

1S oo Unload |, jasas el isen Defender Control

Event 1, FilterManager

General Details

File System Filter "WdFilter' _ unloaded successfully,

Log Marme: System

Source: FilterManager Logged: _
Event |0 1 Task Category: Mone

Level: Informaticn Keywords:

User: SYSTEM Computer: ]
OpCode: Info

More Information: Event Log Online Help
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l, ;040 docal Group Policy Editor 3, ;| Defender Control a5 sos ol oo sl o

File. ~ |
L]
E‘ Turn off Microsoft Defender Antivirus Next Setting I-—
O Mot Cenfigured Comment: &% Defender Control v1.6 — e
(® Enabled Windows Defender is turned off
() Disabled
Supported oni [ ot |east Windows Vist | Disable Windows Defender
Enable Windows Defender
Options: Helps -=. Open Security Center Menu ...

This policy setting turns off Microsoft Defender Antivirus. I

If you enable this policy setting, Microsoft Defender Antivirus
does not run, and will not scan computers for malware or other
potentially unwanted software.

If you disable this policy setting, Microsoft Defender Antivirus ith norm

will run regardless of any other installed antivirus product.
. . . . . . ehavior f

If you do not configure this policy setting, Windows will
internally manage Microsoft Defender Antivirus. If you install
another antivirus program, Windows automatically disables 1]
Microsoft Defender Antivirus, Otherwise, Microsoft Defender nnecting
Antivirys will scan your computers for malware and other lhe netwe
potentially unwanted software.

Enabling or disabling this policy may lead to unexpected or wanted a
unsupported behavior, It is recommended that you leave this inning al

policy setting uncenfigured.

oK Cancel

Group Policy Management Editor> Administrative templates > Windows
components > Microsoft Defender Antivirus > Turn off Microsoft Defender
Antivirus

Event 1303, GroupPolicy (Microsoft-Windows-GroupPolicy)

General Details

The Group Policy settings for the user were processed successfully, Mew settings from 1 Group Policy objects were detected and applied.

Log Mame: System

Source: GroupPolicy (Microsoft-Win  Logged: _
Event 1D: 1503 Task Category: MNone

Level: Information Keywords:

User: I coreue:
OpCode: (1)

Securityworld.ir Challenginno.ir



=
4 () 4engines detected this file

a201f7f81277e28c0bddé804270b979ace70e42e8a98c67111e7c83d02f8fe7ae
° DefenderControl.exe

detect-debug-environment invalid-signature overlay peexe runtime-modules signed

10Cs

DefenderControl.exe

MD5 3a24a7b7clba74a5afa50f88ba81d550

SHA-1 5da4ddeldbba55774891497297396fd2e5c306cf5

SHA-256 a201f7f81277e28c0bdd680427h979aee70e42e8a98c67f11e7c¢83d02f8fe7ae

Vhash 085046655d157220b02002300a6621410043ze2za0030e039z

Authentihash 93c6e1f59f79d000ebad4873¢c57e716394e359526e€241445e0c75d4494b03be2
Imphash aaaa8913c89c8aa4a5d93f06853894da

Rich PE header hash 09983e500a3e996337593d644224f769

SSDEEP
12288:baWzgMg7v3gnCi3ErQohh0F4JCJ8InydQ79QudhzYOejoiQv2ju8S0c/J):uaHMv6CDrjRnydQ
u+ejMZ1R

TLSH
T14005C012B3D680B6D99378B5297BE32BEB3575194327C4C7A7E02F729F111409B3A3A1

DefenderControl.ini

MD5 4416f7bea63b8af85f5590a3bdf6261b

SHA-1 549b43af5454b32848f500dcbea39acc49be0498

SHA-256 84caed9ee666f5004481e2b6e3233f37adf8106f6d821085caaddcbd1221b876

SSDEEP
384:J9VBz+Kj3ehWYn/gmtdylbo3nBaY+BvroUVB5jlvido7apRVWplpCIFG:J5BOhJ/nRCaYczoUM6
apHd

<
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TLSH T15233001A46EA621AF2F35B10E6F01F734B36BD95687C904COEDS5E8C18EOE609562FFB

YARA

%/

YARA Rule Set

Author:

The DFIR Report

Date: 2020-12-05

Identifier: DefenderControl

Reference: https://thedfirreport.com/

[

#/Rule Set/sx

import '

|pe"

rule DefenderControl_Executable}

meta:

description = "DefenderControl - file DefenderControl.exe"

author = "The DFIR Report"

reference = "https://thedfirreport.com"/

date = "2020-12-05"

hashl = "a201f7f81277e28c0bdd680427b979aee70e42e8a98c67f11e7c83d02f8fe7ae"

strings:

$s1 = "/Autolt3ExecuteScript" fullword wide

$s2 ="/Autolt3ExecutelLine" fullword wide

$s3 = "SCRIPTNAME" fullword wide /* base64 encoded string 'HSH=3@0/s '

. /

$s4 = "PROCESSGETSTATS" fullword wide

$s5 = "WINGETPROCESS" fullword wide

$s6 = "SHELLEXECUTE" fullword wide
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$s7 = "SHELLEXECUTEWAIT" fullword wide

$s8 = "#NoAutolt3Execute" fullword wide
$s9 = "PROCESSWAIT" fullword wide

$s10 = "PROCESSEXISTS" fullword wide

$s11 = "HTTPSETUSERAGENT" fullword wide
$s12 = "PROCESSSETPRIORITY" fullword wide
$s13 = "PROCESSORARCH" fullword wide
$s14 = "PROCESSCLOSE" fullword wide

$s15 = "PROCESSWAITCLOSE" fullword wide
$s16 = "PROCESSLIST" fullword wide

$s17 = "SENDCOMMANDID" fullword wide
$s18 = "FILEGETVERSION" fullword wide
$519 = "LOGONDOMAIN" fullword wide

$520 = "INETGETBYTESREAD" fullword wide
condition:

uint16(0) == 0x5a4d and filesize < 2000KB and

ype.imphash() == "aaaa8913c89c8aa4a5d93f06853894da" or all of them(

{
rule DefenderControl_Config_File}
meta:

description = "DefenderControl - file DefenderControl.ini"
author = "The DFIR Report"

reference = "https://thedfirreport.com"/

date = "2020-12-05"

hash1 = "84caed9ee666f5004481e2b6e3233f37adf8106f6d821085caaddcbhd1221b876"

strings:

N
“ V . .
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$s1 = "15=\"&Commando Lijn Info\"" fullword wide

$s2 = "15=\"&Command Line Info\"" fullword wide

$s3 = "15=\"&Info de ligne de commande\"" fullword wide
$s4 = "06=\"La protezione in tempo reale " fullword wide
$s5 = "pt logu start" fullword wide

$s6 = "o em Tempo Real est" fullword wide

$s7 = "06=\"La protection en temps r" fullword wide

$s8 = "15=\"&Info Linea di Comando\"" fullword wide

$s9 = "15=\"&Informatii Comenzi de Linie\"" fullword wide
$s10 = "11=\"&Defender postavke\"" fullword wide

nn

$s11 = "15=\"&Eingabeaufforderungsinformation\"" fullword wide

$s12 = "01=\"miestas.org\"" fullword wide

$s13 = "02=\"Windows Defender is running\"" fullword wide

$s14 = "05=\"Windows Defender Service nicht gefunden\"" fullword wide

$s15 = "05=\"Windows Defender service niet gevonden\"" fullword wide

$s16 = "05=\"Service Windows Defender introuvable\"" fullword wide

$517 = "nea de comandos\"" fullword wide

$s18 = "15=\"&Inf. da linha de comando\"" fullword wide
$s19 ="; www.sordum.org" fullword wide

$s20 = "11=\"&Configura" fullword wide

condition:

uint16(0) == Oxfeff and filesize < 100KB and

Aof them

{

https://thedfirreport.com/2020/12/13/defender-control/
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